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Backup-as-a-Service (BaaS) PykoBoacTBO nornb3oBarens

1. OnucaHue ycnyau

Ycnyra «Backup-as-a-Service» (BaaS) 3aKknwouaetcs B NpeAocCTaB/fieHMM  3aKasuuKy gocTyna K
NPOrpaMMHO-annapaTHOMY KOMMJIEKCY [ANA OCYLEeCTB/IEHMA pe3epBHOro KonupoBaHuA o06pasos
BUPTYa/IbHbIX U GU3NYECKMX MaLUWH C NAOLWAAKM 3aKa3umKa Ha pecypcbl Orange.

Ycnyra peannsoBaHa Ha 6ase 10 Veeam, u npeactasnner coboit obnauHbin penosmtopuin Veeam Cloud
Connect Backup (VCC) n WEB-uHTepdeinc ynpasneHusa. [aHHaa ycnyra noaxoauTt 3aKasuymMKam, KOTopble
y»e ncnonbyoT Veeam Backup & Replication nnm Veeam Availability Suite.

Ycnyra no3Bo/sifeT NoAKAIUNTL PENO3UTOPUIN pe3epBHbIX Konuit pacnonoxeHHbin B LLOA Orange, nosbicus
HaAEeHOCTb COXPAHHOCTM AaHHbIX 33 CYET Pa3MeLLeHMA pe3epBHbIX KOMUIA Ha CTOPOHHENM gnA 3aKasuunKa
naowiagkKe.

MpumeyaHue: B cay4ae n0aAHO20 0OMKA3A /0KAALHOU UHBpAcmpykmypel 3aKA34YUKA, B603MOXHO
soccmaHosseHue pe3epsHbix Konuli 8 obaako Orange (Heobxodum 3aka3 ycayeu FCA u pabomei cayxcbbi
aKcnayamayuu no soccmaHosneHuro u3 PK). [Tpu makom cueHapuu peasibHoe 8pemMsa 80CCMAHOB/EeHUSA
mMoxcem cocmaename om OHeli 00 Hedesb, 8 3asucumocmu om O6HOPOKPAMUYECKUX Mpoyeccos U
mexHuU4YecKux rnapamempos: o6vEMo8 OaHHbIX, CAA0OMHOCMU cemesoll apxumeKkmypel, Koauyecmsa BM.
Jna ymeHoweHus RTO u RPO pexomeHOyemcAa paccmompems ycnyey «Disaster-Recovery-as-a-Service»
(DRaaS), komopasa 3akawyaemca 8 npedocmassneHUU 3aKa34uky 0ocmyna K npo2pammHo-annapamHomy
KOMIneKcy 041a ocyu,ecmeneHus penaukayuu supmyanbHbiX MAWUH pa3MeWeHHbIX Ha 8bI4UC/AUMeNbHbIX
pecypcax 3aKa34uKa, ¢ Nocaedyruwum 80CCMAHOBAEHUEM HA 8bl4UCAUMENbHbIX pecypcax Orange 8 cayvae
Aeapuu Ha naouwjadke Knuenma.

2. TexHu4yeckasa peanausayusn
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Puc. 1 Obuias cxema

e (O6nayuHbiii penosuTopuint Orange pacnonoxeH B Mockse, B LLO/[, IXcellerate n LLO[, Dataline Nord4
e [1nAa xpaHeHUA pe3epBHbIX KON UCMOb3YOTCA AMCKOBble maccnsbl HPE
e KomnoHeHTbl MHbpacTpykTypbl VCC 3aaybanpoBaHbl M pa3BepHYTbl B OTKAa30yCTOMYMBOMN cpepne
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Backup-as-a-Service (BaaS) PykoBoacTBO nornb3oBarens

BMPTYyan3aLmm

e CKopocTb goctyna u3 cetn UHTepHeT Ao nHdpacTpyktypbl VCC — 1 I6ut/c, c pacwmpeHmem o 10
réut/c

3. Tapudukayus

CTOMMOCTb yCNyrn CKnagplBaetcs U3 o6béma AMCKOBOro MPOCTPAHCTBA A/1a XpaHeHua PK n KonuyecTsa
MCTOYHMKOB PE3EPBHbIX KOMUIA MO KaXK40MYy TUNY.

Mpumep oNpPOCHMKA NPUBEAEH HUXKE:

Mapamertp 3HaueHue
O6BbEM ANCKOBOrO NPOCTPAHCTBA A/1A XPaHEHUA pe3epBHbIX Konui, 6 300016
BupTyanbHble MalwmnHbl - 06pabaTbiBatOTCA 3a4aHUAMM PE3EPBHOIO KONUPOBaHMUA, 20 wTt
HacTpoeHHbIMM B Veeam Backup & Replication, Konnuectso

Pabouue cTaHUMM - GU3NYECKMEe UM BUPTYabHble MalnHbl, 06pabaTtbiBaemble 0wt

3a4aHUAMMN PEe3epPBHOrO KOMMPOBAHMA, HACTPOEHHbIMW B peaakumn Veeam Agent ana
pabounx ctaHumn ana Microsoft Windows unmn Veeam Agent ana Linux, KonnyecTtso

CepBepbl - pU3nYECKNe NN BUPTYaibHble MallnHbI, 06pabaTbiBaemblie 3a4aHUAMM 5wr
pe3epBHOro KONMMPOBAHMA, HACTPOEHHbLIMM B CepBepPHOM pedakuum Veeam Agent ana
Microsoft Windows unn Veeam Agent ans Linux, Koiinyectso

4. Bepcuu u coemecmumocmeo

e [lna nogKkntouveHua K penosuTtoputo Orange y 3aKa3umKa A01KHA ObITb pa3BEPHYTA MHPPACTPYKTYpa
Veeam Backup & Replication nan Veeam Availability Suite
e becnnatHasa Bepcua (community edition) Veeam Backup & Replication He noaaep»kmnBaetca
e Bepcua VBR Ha cTopoHe 3akasumKa A0NXHbl ObiTb paBHOW MAM HUMKe Bepcun VBR Ha cTopoHe
Orange
e Orange cTpemuTca nogaeprkmeatb Bepcuto VBR akTyanbHOM, HO nepes O6HOBNEHMEM CBOEW
nHpactpyktypbl VBR, 3aKa3umKy peKomeHayeTca yTouHMTb Yy Orange MaKCMMasbHO
noaLepXmMBaemyro Bepcuto
e Ha Tekywmit momeHT B MHPpacTpyKType VCC Orange pa3BépHyTa Bepcus - 11.0.0.837
e Ha ctopoHe 3aka3umka Bepcun VBR f01KHbI 6bITb HE MEHEE YeM:
o Veeam Backup & Replication 9.5 Update 4b (build 9.5.4.2866)
o Veeam Agent for Microsoft Windows 4.0 (build 4.0.0.1811)
o Veeam Agent for Linux 4.0 (build 4.0.0.1961)
o Veeam Agent for Mac 1.0 (build 1.0.0.713)
e [locnegHsaa nHpopmauma No COBMECTUMOCTM AOCTYNHA B AOKYMeHTaunm Veeam

5. BapuaHmoei 0ocmyna K UHppacmpykmype
CTaHAapTHbIM BapMaHTOM ABNSETCA AOCTYN Yepes ceTb MHTepHeT.

B cnyyae HeobxogMmoCTM MOKeT ObiTb MHUUMWMPOBAHA NPOpaboTKa HEeCTaHZAPTHOrO peleHuAa no
ceTeBoOMy AOCTYNy C NAOLWAAKM 3aKa3umnKa 4o HbpacTpyKTypbl Orange Ha ckopocTax ao 10 réut/c.

6. [lokymeHnmayusa

e Veeam Service Provider Console 5.0 - Guide for End Users
e Veeam Backup & Replication 11 - Veeam Cloud Connect Guide for Tenants
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https://helpcenter.veeam.com/docs/backup/cloud/cloud_connect_versions.html?ver=110
https://helpcenter.veeam.com/docs/vac/provider_user/about.html?ver=50
https://helpcenter.veeam.com/docs/backup/cloud/cloud_connect_user_guide.html?ver=110

Backup-as-a-Service (BaaS) PykoBoacTBO nornb3oBarens

7. Jocmyn k WEB-uumepdelicy Veeam Service Provider Console

[lna poctyna K KOHCOM ynpasaeHus:
1. Mepengute no agpecy: https://fca-vcc2-spc0l.orange-business.ru:1280
2. BBeauTe NI0rMH 1 Naposb (BKAKOYAA «JOMEH», KaK YKasaHo B email-ysegomieHunn)

Welcome! Please log in.

sername:

Password: )
|:| Remain signed in

Login Forgot password?

8. Hauano pabomoi c 061a4HbIM peno3umopuem

Ona nopgkntoyeHna obnayHoro penosutopua Orange BbINONAHUTE Caeaylolme AeUCTBUA HA JIOKA/IbHOM
NHPpacTpyKType Veeam:
1. B naHenu ynpasneHua Veeam B pasgene Backup Infrastructure sbibepute nogpasgen Service
providers
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Backup-as-a-Service (BaaS)

PyKOBOD,CTBO nonb3oBaTena

2. HaxmwuTte kHonKy Add Service Provider
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Backup-as-a-Service (BaaS) PykoBoacTBO nornb3oBarens

3. B none DNS name or IP address BBeguTe 3HauyeHue (ecam Orange He coobwmn Bam Apyroe):

fca-vcec2-cg0l.orange-business.ru, yKaxute 3HavyeHue nopta 6180 M HaxmuTte
KHonKy Next

Service Provider

x
. Service Provider
—  Typein DN5 name or IP address and a port number received from the service provider. If you are using more than one service
(— provider, add a custom description to more easily distinguish between them,
eI e DMS name or IP address: Port:
‘fca-\rccl-cg[:l'l.Drange-business.ru 6180 =
Credentials
Description:
Apply |
Summary

(] Allow this Veearn Backup & Replication installation to be managed by the service provider

Select this check box if you have managed backup contract with the service provider you are
adding, and want to allow it to manage your installation remotely.

Mext = Cancel
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Backup-as-a-Service (BaaS)

PyKOBOD,CTBO nonb3oBaTena

4. B none Credentials cosgaiiTe akKayHT € BbiC/1aHHbIMM BaM JIOTMHOM (6e3 «aomeHa»!) u naponem u

HaxkmuTe KHonky OK, 3aTem KHonKy Apply

Service Provider d
,_ Credentials
I,J’ '_'\.J Specify credentials that you have received from the service provider, and validate the certificate,
Service Provider — | Warning: Remote certificate name mismatch:
- Bl 1i Lot P B W) Lot P Tl RN Lot O " FtIfICEtE ChEII"I EITOIS..,
jare
Apply Username; |customerXKX | .
. Verify
Summary = & Password: |oooooooooooooooooo ."a"\|
Description:
customerixx
- unts
< Previous Apply Finish Cancel
Service Provider X
. Backup Storage
I,J’ '_'\.J The following are off-site backup repositories assigned to you by your service provider,
e ee Bt Available cloud repositories:
Repository Capacity WAN Acceleration
Credential
recentiak site1-repo01 100 GB Disabled
Apply
Summary
< Previous Apply Finish Cancel
Bepcus 1.2.1 © Orange Business Services, 2021 7
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Backup-as-a-Service (BaaS) PykoBoacTBo nonb3oBaTtens

5. Haxkmute KHonKy Next

Service Provider x
= Apply
I,J "= Please wait while settings are being saved to the configuration database.
Service Provider Log:
Message Duraticn
Credential
reaentEs () Saving service provider 0:00:01
Backup Storage () Saving cloud resources
() Updating remote management setting
Sumrmary
< Previous Mext » Finish Cancel
Service Provider x
— Summary
I’J ‘=, Review the results, and click Finish to exit the wizard.
Service Provider Summary:
Mew service provider fca-vec2-cglll.orange-business.ru has been added successfully.
Credentials Available cloud resources:
Cloud repositories:
eyt Cloud repository: sitel-repo01, Quota: 100,00 GB, WAN Acceleration: Disabled
Apply
< Previous Mext » Cancel
6. PenosuTtopwuii co3gaH
8
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Backup-as-a-Service (BaaS) PykoBoacTBO nornb3oBarens

9. BoccmaHoseneHue napons ceoeli yaémHolii 3anucu

BoccTaHOBMTbL A40CTYN K CBOEM YYETHOM 3annCh MOXKHO Yepe3 COOTBETCTBYIOLLYHO CCbIIKY HA CTpaHUUe
Bxoaa B noptan (https://fca-vcc2-spc0l.orange-business.ru:1280)

Welcome! Please log in.

L=ername;

Password: iy

|:| Remain signed in

[ns yero HeobxoAMMO yKasaTb CBOM NOMMH U email:

Reset Password x

Reset User Password

Type in 2 username you want to reset password for.

Please enter your username:

Please enter your email address:

Success x

A password reset was initiated for your account. Check your inbox for the
confirmation email.

OK

Mocne Yero Bbl NOAYYMTE MUCbMO CO CCbIIKOM Ha cbpoc napons:

Bepcus 1.2.1 © Orange Business Services, 2021 9
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Backup-as-a-Service (BaaS)

PyKOBOD,CTBO nonb3oBaTena

with that!

Simply click on the link below to set a new password:

Feset Password

service provider for more information.

Regards,
Orange Business Services in Russia and the CIS

Orange Business Services in Russia and the CIS

Email: fea-vec2@hbilling.orange-figroup.ru
https:/ifca-vec2-spcl1.fca mg: 1280

123100 Moscow 1st Krasnogvardeysky av.,15, Mercury City Tower
Phone: +7 (435) 777 0800

We've received a request to reset password for vour account and are happv to help

If vou didn’t ask to reset vour password, vou can ignore this email and contact vour

Business
Services

10.CmeHa napons ceoeli y4émHoU 3anucu

Mocne Bxoaa Ha noptan (https://fca-vcc2-spcOl.orange-business.ru:1280), HaxmuTe Ha UMS CBOEro akkayHTa

cnpaBa BBepxy uHTepdenca n Boibepute nyHKT «Edit Profilex»:

F1 Edit Profile

4] Log Out

B pasgene «Login Info» MOXXHO N3MEHUTbL CBOM Naposib:

Edit User x
User Info Login Info
Specify username, password for the user.
Login Info
Username adm_BaasS_StarTrek
Multi-Factor Authentication
Current password: o
summa
Y Mew password:
Confirm password: i)
Bepcus 1.2.1 © Orange Business Services, 2021 10
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Backup-as-a-Service (BaaS) PykoBoacTBO nornb3oBarens

A B pasgene «Multi-Factor Authenticationy, npu He06X04UMOCTH, BKIIOYUTE ABYX(AKTOPHYIO ayTeHTUmKaumio:
Edit User x

User Info Multi-Factor Authentication
Configure MFA access for your user account.

Login Info

Enable the MFA access: (@ | Off

Multi-Factor Authentication

Upon enabling this option you will be prompted to put in a secret code
Summary after logging in to the backup portal.

If you are using backup portal RESTful APls to integrate with 3rd party
applications and use your credentials for authentication, then these
integrations will stop working,.

To resolve that, you need to start using other authentication methods.

Configuration instruction

11.Co30aHue 0onosHUMenbHbIX y4EMHbIX 3anuceli

YT10bbl CO34aTb AONONHUTE/NbHbIE YYETHblE 3anucu (Hanpumep, ecnm PK Npou3BoguTCA C HECKONbKUX
naowWaaokK), HeobxoamMmo nepentun B pasgen «Configuration» cnpasa Beepxy MHTepdeiica:

adm BaaS StarTre @ Configuration

Qmpany Lhwner
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Backup-as-a-Service (BaaS)

PyKOBOD,CTBO nonb3oBaTena

Mepeintn B pasgen «Portal Users» M no6aBuTb HOBOrO MNOJb30BaTeNA MCMOJb3ys COOTBETCTBYIOLLYIO

KHOMKY:

(3 Veeam Service Provider Console

Login

MFA 5Status

| we (W] B B & 6 4 &

= New / Edit

New User

¢ tions
e User Info

Paortal Users

Backup Po Login Info

Alarms Ma

Locations

Multi-Factor Authentication

Summary

Remaove

() Enable @ Disable [# MFA~ @ Set Location

User Info

Enter username and contact information.

Title:
First name:
Last name:

Email address:

Bonee noapobHO MOXKHO O3HAaKOMWUTLCA B pasgenax AokymeHTaumu: Managing Portal Users u Managing

Locations.

12.WAN Accelerators

B GonbluHCTBE criy4aeB ucnonb3oBaHne WAN akcenepaTopoB He YCKOpsieT MPOLecC BbIMONIHEHWSI pe3epBHOMO
KOMMPOBaHUsi, HO O0GaBnseT AOMOSHUTESNbHbIE NUWHWE Y3nbl Ha nyTu Tpadwuka, B cBsian ¢ atum Orange He

npennaraeT gaHHYH OMUUIO KakK CTaHOapTHYH.

B cnyyae HeobxogmmocTu, no 3anpocy 3akasumka, Orange MOXeT npopaboTaTb peLleHne U BKYUTbL ONuuio B

UHOUBVAYaNbHOM MOpsiaKe.
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https://helpcenter.veeam.com/docs/vac/provider_user/manage_users.html?ver=50
https://helpcenter.veeam.com/docs/vac/provider_user/manage_locations.html?ver=50
https://helpcenter.veeam.com/docs/vac/provider_user/manage_locations.html?ver=50

