Business

Flexible Computing Advanced

PyKOBO,D,CTBO noJsib3oBaTtens

1. (ST =Ty AT 1 [ 3
2. HaBUraTop N0 OMLMSAM N BOBMOMKHOCTSIM ....eeeeeeiiuuurreeteaesaaauttteeeeeaessaaustssseeaeessaanstssseeaaeesaaassbbseeeeaeesaassbnneeeeassss 3
3. ApPXUTEKTYPA, ONUUN, OCOBEHHOCTM U PEKOMEHIBLINM ...cceeiviieeeiiiiieeesiteeeeasiteeeesssteeeeassteeaesssteeeessntaeeessnseeeesnnnees 3
3.1. (O 1ok ToT o= o) cd i =1 q 1Y/ o] = P UERRR 3
3.2. DA unu DR? ToKa3aTeNMM RTO N RPO .....cciiiiiiiii ittt ettt e sttt e sttt e e e st ee e s bt eeesbbeeeeantbeeessnsbeeeeanes 5
3.3. KatactpooycTtonumBocTb (Disaster AVOIdANCE, DA) .......coiiiiiiiiiiiiie ittt ee e 6
3.4. AapuiiHoe BoccTaHoBNeHME (Disaster RECOVENY, DR) .....ocuuiiiiiiiiiiiiie et 6
3.5. [TOOCHCTEMA XPAHEHUST ... e e e e e e e 6

3.5.1. JocTynHble ypoBHM XpaHEHUSA(MOMUTUKM XPaHEHUS) OUCKOB BM ... 6

3.5.2. O6Lwme pekoMeHZaLNN MPU PasMELLEHNM ANCKOB BM ..........cooiiiiiiiiii e 7

3.5.3. YPOBEHD HSYSTEM ..ttt e e st e e e e e s e et e e e e e e s b e et e e e e e e 7

3.5.4. KaTacTpodoycTonumBoCTb YPOBHEN XPAHEHNS (DA)....eeiiiiiiiiiiiiiiiiit e 8

3.55. YUET B ClOUD DIIECION.....eeieiitiiee ettt e et e et e e e st e e ekt e e e e bt e e e annr e e e s arr e e e e ennes 8

3.5.6. MeToamka TecTpoBaHs ONCKOB BM ... 9
3.6. Pe3epBHoe KONUPOBaHME Ha OUCK (BAKAM HA [UCK) ...cooiiiiiiiiiiiiiiee ettt et e e e e e e e 15
3.7. Pe3epBHoe konupoBaHue (apXnBMpoBaHNE) Ha NEHTY (B3KaN HA NMEHTY) ..ccoooviiiiiiiiiiiieee et 15
3.8. CawmocTosATenbHOe ynpasneHue pesepBHbIM konnpoBaHmem (Self Service Backup)........coccevvviiiiiiiiine, 16
3.9. BBIAENEHHBIE GHZ M VCPU ... ..ottt e e e e e e e e e e e e e e e et e e e e e e e ee st e e e e e eeersraanns 16
3.10. OTtkasoyctonumBbIn AOCTYN K CETAM VHTEPHET M BVPN ... 16
3.11. Y T L NSy G o [o = PP PPPPPPPPRPN 19
3.12. NSX Edge High AVAILADIITY .......cooiiiiiiiiiie et e et e e s b e e s saneeee s 20
3.13. BALLNTA OT DDOS-ATAK.....coiiiiiiiiiiiiiiiiiiieieie ettt ettt eeeeeeeeeeeeeeeeteteeeseaeaaasssassasasesassssssassssssssssssssssssessssssseserssnsennres 20
3.14. APEHOA NMMLEHSUIM HA TTO .. uuuiiiiiiiiiiiiiiiiit s 20
3.15. AktnBaumsa MO Microsoft no nporpamme SPLA U4epe3 KIMS ... ... s 21
3.16. Kak noakntoumTb NoKanbHYI CETb K OBIAKY OFANGE? ... ..uviiiiiiiieeiiiiieee ittt e ssiteeeessitaeeessseaeeesssnaeeessnsseeessnseeeens 21
3.17. MoakntoyeHne BHeLWHUX USB yCTPONCTB (USB-L0-1P) ....ccoiiiiiiiiie e 23
3.18. MoaknoyeHne BHeLWHMX CeTeBLIX YCTPOUCTB/cepBepoB pacnonoxeHHblx B [LL Orange ..........cccccooviiineen. 23
4. OcHoBHble aneMeHTbl VIMWArE ClOUA DIFECLON ........oueeiiiiieie ettt ettt ee e e e e e s s e e e e e e e e e e annes 24
5. BXOA, B BUPTYANBHDBIN JATA-LIEHTP eeeeiiuirtreeeteeeeeiairsteeeteaessaasnssneeeeeesasassbaee et e e e e s e s nbnne e e e e e e s e annbnneeeeeeesaannnnrnnees 25
6. TvnuyHble NpobnemMbl NpU NOAKMIOYEHUN N PaBoTe C WEB-MHTEPMENCOM.......ovviiiiiiieeiiiieee e 25
7. lMpoBepka AOCTYNHOCTU PECYPCOB VDC U CETEBOMN CBABHOCTM . ..ceieeeiiiiirirreeieeesasirtnreeeeeesessninnnneeeeeeseassnnnenees 25
7.1. [TPOBEPKA AOCTYTMHOCTU PECYPCOB ....ettteeeteeee e sttt eteaesasasssaeee et e e e s e s s b ee e e e e e e s e s s nb e be e et e e e s e s nnbnne e et e e e s e annnnnnneeas 26
7.2. [TPOBEPKA CETEBBIX PECYPCOB ....eeieeeeiiititeteteeessaaatatee et eaessaasssbe e et e ee s e s s b ee e e et e e e e e s s s b e ee e et e e e s e an b bn s e e e e e e s e annnnrnnees 29
8. YnpasneHne yY4ETHBIMU 3AMUCAMMU MOSTBIOBATEITEM ....uuuuuuuunnnnnnnnnnnnnnnnnnnnnnnnnnnnnnnnnnnnnnnnnnnnnnnnnnnnnnnnnnnnnn 30
9. 3arpy3ska 06pa30B (1ISO) M LWABIOHOB BM ........c.uiiiiiii e 33
9.1. COBAHME KATATOTA .evvuuuuieeeeieitiiieseeeeeessttiteeeeessestata e seeeseessatansaaesssssstanaaseaesesststanssaeeseessstansaaaeesssestnnnnssenesens 33
9.2. 3arpy3Ka UEPE3 ClOUA DIFECTON ... ...ueiieiiee ettt ettt e e e e e ettt et e e e s e s aanbb bt e e ea e e s e e sanbbneeeaaeesaannes 36
9.3. 3arpy3Ka YEPE3 FTPS-CEPBEP OFANUE ... .iuuiiiiieeie e ettt e e e e e e ettt ettt e e e e e s e ababaeetaaaeesaabbbbeeeaaesaaaanbbseeaaaeasaannnes 37
9.4. R E T o)V e B T=T o1k I 01V 1 (o o ] O TP OUPUPRUTP 37
10. (07 IRV T@ ] o 7 IR 7Y o o L. 38
10.1. @70k Tt T TR ] o o7 7 38

Bepcus 4.1.5 © Orange Business Services, 2024 1



Flexible Computing Advanced PykoBoacTBo nonb3oBarens

10.2. @70k T b= T 1IN 7Y o o I o =Y S 39
11. N IS o (o [T 1= 1=, Y7 Y/ SRR 41
11.1. Pa3mepbl 1 npon3BoAnUTENBHOCTE NSX EAQE GAEWAY ......c.vvviiiieeeeiiiiiiieee e e e e s srtetrr e e e e e s e snrrare e e e e e e e e snnnannees 41
11.2. L F= Lo 0 To 7 1 e= TN I o 0 SRR 42
11.3. HaACTPOMKA N AT L s 44
I T I @0 & b= T Lo oY== = TR NN SRR 44
11.3.2.  Co30aHNE NMPABUITIA DN AT ..o e e e nann 47
11.4. HACTPOMKA FIFEWAI ..ottt e e e e ettt et e e e e e s bbbt e e e e e e e e annbetteeeaaeeeaanntnneeeas 48
11.5. HACTPOMKA STALIC FOULING . ...eeeiuveeeeeitieie ettt ettt e st e e skt e e skttt e e st bt e e s aabb e e e s aabs e e e e anbne e e e annnnee s 51
11.6. BanaHcnpoBLUMK HArpy3kn (Load BalanCer) ........oouiiiiiiiiiiiie et 51
11.7. RV PP 51
11.8. NSX Edge High AVAIIADIITY ........oooiiiiiiiii ettt s e e e sanneee s 52
12. HacTpolika n ynpasneHne BUPTYaNbHBIMU MALLUMHAMM Y VAP ... 52
12.1. (OTo kTt T TR ToT=To] o IR 7Y o o SR 52
12.2. CosagaHne BUPTYanbHOM MALLUMHDBI U3 LUABIIOHA...........uvviiieieeeiiiiiieieeeeeeesestataeeeeeeesssssnteesesseeesaasssssnneeseessannnnes 56
12.3. Co3aaHne BUPTYATTbHOM MALLMHDBI €C HYTISIM ..vvveeieeeiiiiuuteeeeeeeessasustsseesseessaasnsssssssesssanssnsssssssseesanmsssssssessessannnns 58
12.4. YcTaHoBKa OC Ha BUPTYATIBHYHD MALLMHY ......cuuvvveeeeeeeseiiuuieseeseeeesaassntssssssesssasssnsssssesssesaasssssssessessannssssssseeeens 61
12.5. M OHUTOPUHT PECYPCOB ... s s 63
12.6. Boirpy3ka WabnoHa VAPP U3 ClIOUA DIFECIOT ........ciueiiieiiiiiie ittt ettt e e nabae e e sannee s 64
12.7. YcTaHOBKa VIMWAre tOO0IS HA BV ... ..ttt ettt e e e s et e e e e e e s et e e e e e e e e s snnnntaeeeaeeee s 65
12.8. Bb1BOP TMNA CXI OI1A BM ...ttt ettt ettt e s bbb e e e aab et e e b a e e e nann e s 66
12.9. MmeHoBaHHbIE ANCKM BM (NAMEA DISKS) ......uviiiiiiiiiieiiiiie ettt e e s 69
12.10. PasmelueHre BM B onpeAenEHHOM LIO ... ..ottt e e e e e e et e e e e e e e s nnnnneneeas 69
12.11.  Affinity n anti-affinity NPaBUIa BIVL........... e 71
13. MIBBECTHDBIE MPOBITIEMDI .....ccciiiiiiiieeee e e e ettt et e e e e e s s et e e e eeeaeaesaatsbeeeeaaeeesasstsaeeeeaeeeesasstaaeeseaeeessasnsenaeeeeeesesasnrennnnes 73
Bepcus 4.1.5 © Orange Business Services, 2024 2

| Business




Flexible Computing Advanced

1. BeedeHue

PyKOBOLI,CTBO nonb3oBaTend

U,eJ'Ib HacTo4dLlero pykoeogcrtea — npogeMOoHCTpMpoBaTb NOPAAOK BbINOJIHEHNA NepBOHa4YaribHbIX LWaros 1 ©a30BbIX

onepauuin Ha obnayHon nnatdopme Orange Flexible Computing Advanced.

Bonee noapobHyto nHdopmMaLmMio MOXHO NONyyYnTb B pykoBoACTBe nonb3osaTens Cloud Director Tenant Portal

Guide.

[na obecneyeHunsa 6e3onacHOCTM U PyHKLMOHANBHOCTM NnaTgopmel, Orange perynspHoO NpovM3BoAUT YCTAaHOBKY
natyen n obHosneHun ana MO nnatgopMbl, 4TO MOXET NPMBOAUTL K U3MEHEHUSIM B MHTeppelice 1 NosBNEHUIO
HOBOro (hyHKLMOHana, He ONUCaHHOIO B JaHHOM JOKyMeHTe. B cny4ae BO3HWKHOBEHWSI BOMPOCOB PEKOMEHOYEeTCH

ob6paTutbest B Orange unm K gokymeHTaumm VMware no HyxHon Bepcum MO.

[aHHas Bepcus JokymeHTa ocHoBaHa Ha VMware Cloud Director Bepcum 10.5.0.

2. Hasu2amop no onuusiM u 03MOXHOCMSIM

| Onucanme | Hactpoiika

Ba3oBbin (pyHKUMOHanN

Ynpasnexue BupTyansHeim [Ll (vDC) yepes WEB-uHTepdenc 4,5 | 12
Mcnonb3oBaHue rotoBbix 1 cBoux obpasos BM (ISO/VApp template) 9
YnpasneHve BupTyanbHbIMU CETAMM 10
BuptyanbHbin firewall NSX Edge Gateway 3.11
ApeHga nuueHsui Ha MO 3.14
BHewHue ycTponcTBa
MogkntoyeHne BHewHux USB yctponcts (USB-to-1P) 3.17
MogknioyeHre BHELHUX CETEBLIX YCTPOMCTB/cepBepoB pacnonoxeHHblx B 1L Orange 3.18
Onummn oTKa3oycTom4MBOCTHU
ApxuTekTypa nnatdopmbl yposHs Disaster Avoidance 3.1
PesepBupoBaHue pecypcos + npuoputeTHbl 3anyck BM B cnyyae disaster 3.3
PasmelleHne auckos BM B aByx [IL (cMHXpOHHas pennukaums) 3.5
PasHecenne BM mexay AL 3.3 |  12.10
Affinity n anti-affinity npasuna BM 12.11
Cetb
OTkasoycTonumBbIn AocTyn kK ceTu VIHTepHeT (Yepes aea L, pa3sHbie PE, pa3sHbie
nocrnegHue Munm) 3.10 11.3
OTtkasoyctonumebin goctyn k cetn BVPN (4epes gsa AL, pa3Hble PE, pa3Hble ' '
nocnegHve Munn)
Edge GW B pexume High Availability 3.11 11.8
3awwmTa ot DDoS-aTak 3.13
Storage
Silver/Gold/Platinum
Silver/Gold/Platinum-DA (cuHXpoHHas pennukaums) 35 12.8
Platinum-Plus
Pe3epBHOe KONMUpoOBaHWE U apXUBUpOBaHME
PesepBHOe KonnpoBaHWe Ha OUCK 3.6
ApX1MBMpPOBaHME N BOCCTAHOBNEHWE HA NEHTY 37
Offsite xpaHeHue neHT '
Self Service Backup 3.8

3. Apxumekmypa, onyuu, oco6eHHocmu u pekomMeHoayuu
3.1. O630p apxumekmypsbl

OCHOBHbIM MPUHLIMIMOM MPY NOCTPOEHUN MHDPACTPYKTYpLI NyGrnMyHoro obnaka ana Orange sBNAeTcs

OTKa30yCTOl7I‘~Il/IBOCTb. [ns atoro NPUMEHAETCA KOMIMJIEKCHbIN NOAX04 Ha BCEX YPOBHAX:

L] B 3aBucmmocTtu ot KOH(bI/IpraLI,I/II/I yCcnyr 3aka34uka, cepBuCbl MOTyT NpeaoCTaBliATLCA Ha pa3H0|7|

KombuHaumn gata-ueHTpamu (ganee L) n3 cnucka:

o IXcellerate Moscow One ypoBHs Tier I+ (Mockea, AnTydbeBckoe wocce, 33I);

o DatalLine Nord4 yposHs Tier Il (Mockea, KopoBuHckoe wocce, 41);

o TexHu4veckui LeHTp Orange «lleTtpoBka» (Mockea, yn. lNeTpoBka, 15/13);

e Ucnonb3ayeTtca obopygoBaHue 1 MO Tonbko NpombilwnieHHoro knacca: HPE, Juniper, Huawei, VMware,
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Netapp, Veeam, CheckPoint, ADVA, PacketLight;

e [locTosiHHOE nogaepXaHue 1 NoBbILLEHNE SKCNepPTU3bl UHXEHEPOB;

e DWDM-kaHanbl Mexay ALl nponoxeHbl pasHbiM1 MapLupyTamu no ropogy, Bxoaat B Ll yepes pasHbie
kabenbHble konnekTopbl, BHYTpU 1Ll Tpacckl Takke He nepecekalTcsl Ha ypoBHE KaberbHbIX NOTKOB,
paboTtaloT Ha AByx Habopax NONHOCTLI0 He3aBNUCUMOro obopyaoBaHuS;

e 3agepxka nepefayv gaHHbix mexay AL (RTD): 0,3-1,5Mc npu namepeHuax BM<>BM (3aBucut ot
pacnonoxenus BM);

e Bce obopynoBaHue nveeT MUHMMYM OBa GrioKa NUTAHUS U NOAKITHOYEHO K PasHbIM NyvyaM NUTaHus;

e Bce ceTeBble coegnHeHns Mexay yCTPONCTBaMM BbINOHEHBI MUHUMYM ABYMS KaOenbHbIMY COEAMHEHNAMMU
N TEPMUHUPYIOTCA Ha pasHbIx kommyTaTopax (MC-LAG);

e [Ins nogknoyeHus cepBepoB UCMONb3YIOTCA Kak MUHUMYM ABe (PrU3Myeckn pasHble MHOrONopTOBLIE CETEBbIE
KapThbl;

e BHewHmne ceTteBble cepuchl (Internet Direct, BVPN) nogatotcs ¢ AByx He3aBUCUMbIX PE-mMapLupyTU3aTopos,
pacnonoxeHHblX B pa3Hblx [LL no pasHbiM Tpaccam;

e Bce knaccuyeckme CX[, MMeIT Kak MUHUMYM [iBa KOHTPOSiepa 1 pe3epBypoBaHne ANCKOB C MOMOLLbIO
RAID;

e CX[ DA-knactepoB pacnonoxeHbl B pa3Hbix [IL| ¢ ncnonb3oBaHnem CUHXPOHHOW pennvKaumm,;

e lcnonb3yeTtca pmsnmyeckn BbliaeneHHbI OTAeNbHbIM KracTep ynpaBneHus, MOCTPOEHHbIV nNo TexHonorun DA
B AByx ALL;

e Bce kputnyHble cepBuUcChl knacTepa ynpasneHns 3ape3epBrMpoBaHbl Ha YPOBHE NPUINOXEHUIA 1 pa3HEeCeHb!
vexay AL

e  KpyrnocyTo4HbIN MOHUTOPWHI COCTOSHUSA 0B0OPYyA0BaHUSA U JOCTYNHOCTM cepBuca.

CoBOKYMHOCTb 3TMX Mep no3eonsieT Orange rapaHTUpoBaTh BbICOMAMLLMIA YPOBEHb AOCTYNHOCTU cepBuca Ans
KOHEYHOro 3akasyuka.
O6ulas cxema:

Internet BVPN

Direct

Datacenter #3 Datacenter #1 SAS Datacenter #2
torage
PE-routers All-Flash Storage PE-routers PE-routers
Backup storage’s
SAS Storage
SAS Storage g

1

7

Switch fabric Switch fabric Switch fabric

All-Flash Storage /

&

\ Backup storage’s
\AII-FIash Storage All-Flash Storage : . :

H—B

SAS Storage SAS Storage

@ - @

o 40/1006 per server

1

40/100G per server

40/100G per server

40/100G per server 40/1006 per server

Replication

Compute nodes

Compute nodes
DA SDS Cluster

DA SDS Cluster

Compute nodes

Compute nodes. Compute nodes.
DA Clusters DA Clusters

Disaster Avoidance infrastructure : : Disaster Avoidance SDS infrastructure
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MopkntoyeHne BbIYUCTIUTENbHBIX Y3I0B:
¢ Switch fabric

40/100G 40/100G

10/25G 10/25G6 10/25G 10/256

Compute nodes

XapaKTepVICTI/IKVI BbIYUCIINTENTbHbIX Y3J10B KIacTepoB:

nn CPU RAM
1.0 | 2x E5-2680 v3 @ 2.50GHz (12C, Turbo Boost 3.30GHz, Haswell) 608-768 Gb
2.0 | 2x E5-2698 v4 @ 2.20GHz (20C, Turbo Boost 3.60GHz, Broadwell) 768 Gb

2.1 | 2x Xeon Gold 6248 @ 2.50GHz (20C, Turbo Boost 3.90GHz, Cascade Lake) 768 Gb

2.2 | 2x Xeon Gold 6248R @ 3.00GHz (24C, Turbo Boost 4.00GHz, Cascade Lake) 1536 Gb

3.2.DA unu DR? lNokazamesnu RTO u RPO

[nsa 3awmTbl OT NPUPOOHBIX U TEXHOrEHHbIX KaTacTpod Unm TepakToB 1 obecneyeHns HenpepbIBHOCTU BUaHec-
npoueccoB HeobxoanmMo pe3epBUpOBaHME OCHOBHbBIX CUCTEM XpaHeHns 1 06paboTku gaHHbIX. B criyyae katactpodbl
MOXET NocTpaaaTth 30aHue LueHTpa 06paboTkm AaHHbIX, NO3TOMY ANs obecneveHns HeNpepbIBHOCTM paboTbl cepBurca
HeobXx0AMMO co3daHne TEPPUTOpPUAanbHO yaaneHHon NoLwaakn — pe3epBHOro gaTa-ueHTpa. [JaBante paccMoTpum
B3aMMOCBSA3b MexXay aBapuiHbiM BoccTaHoBrneHuem (Disaster Recovery, DR) n npegoTBpalleHnem katactpod
(Disaster Avoidance, DA) ons coBpemMeHHOro BUpTyarnbHOro gata-LeHTpa.

B 4yem pasHuua Mexay npegoTBpalleHueM KaTacTpod U aBapuiHbLIM BOCCTaHOBIIEHMEM?

KaTtacTpodbl MOryT 6bITb Bbl3BaHbl MPUPOAHBLIMY NPUYMHAMM, TAKUMU KaK 3EMIETPSICEHNE UMW yparaH, OHW MOryT
OblTb BbI3BaHbl HECYACTHbLIM CIlyYaeMm, Hanpumep, NoXapoMm, a Takke MOryT GbiTb UCKYCCTBEHHBLIMM, TAKUMM Kak
BOEHHbIe AeICTBUA UNn TeppopramM. Ho B kaxkgom criydae katacTpoda SBnseTcs HeaannaHupoBaHHbIM CoBbITUEM,
KOTOpOe Hen3bexHOo HapyluaeT paboTy OCHOBHOIo BUPTYyanbHOro Aarta-ueHTpa.

[MoHATME aBapMWHOIro BOCCTAHOBIIEHUA KacaeTCcs cTpaTerMm, NCnornb3yeMon 4518 MUHMM3auny NocneacTsmmn
cb0eB 1 BOCCTaHOBMEHUS KPUTUYECKUN BaxKHbIX BM3HEeC-yHKUMI nocne katactpodbl. CTpaTterns aBapMmnHoro
BOCCTaHOBIEHUs1 0ObIYHO BKMoYaeT B cebs onpegenexnve napametpoB RPO (MakcumanbHbIN Nepuog BpeMeHU, 3a
KOTOPbIN MOryT ObITb NOTEPSHbI AaHHbIe) 1 RTO (MpomexyToKk BpeMEeHW, B TeYEHME KOTOPOro CUCTEMa MOXET
ocTaBaTbCsl HEAOCTYMHOW), a Takke annapaTHoe obecneyveHne, NnporpaMMHoe obecneveHve 1 MeToAbl,
HeobxoavMble AN OOCTWDKEHWS 3TUX Lenen.

Hanpvmep, TpaguUMOHHbIV NilaH aBapuUHOIO BOCCTAHOBIEHUS MOXET COCTOSITb B TOM, YTOObI BOCCTAHOBUTL MNSiTh
KrntoYeBbIX BU3HEC-NPUNOXEHUIA 40 HOPMAnbHON (OYHKLUMOHAMNBHOCTU B TedeHne 60 M1HYT nocne cobbiTus
kaTacTpodbl (310 RTO), Tepsas npu atoM Tonbko Ao 10 MuHyT AaHHbIX (RPO). ®aktudeckne RPO n RTO byayT
3aBMCETb OT BaLLMX KOHKPETHbIX MOTpPebHOoCTen BM3Heca 1 COOTBETCTBYHOLINX MHBECTULMI B 060pyO0BaHueE,
nporpammHoe obecnedeHune n nepcoHan. OpraHu3aumm ¢ MHOXeCMEOM KPUTUYECKN BaXHbIX NPUMOXEHNI B
ycnoBusix kopoTkunx TpedoaHuin RPO n RTO 06bI4HO AOMKHBI MHBECTUPOBATb 3HAYMTENbHO BonbLue B
MHMPACTPYKTYPYy annapaTHOro 1 NporpaMmHoro obecnevyeHus ans JOCTUXKEHUS 3TUX Lienen Mo CPaBHEHMIO C
OM3HECOM C HECKOJTIbKUMU BaXXHbIMU NPUNoXeHuaMu 1 oonee markumm tpeboBaHmamm RTO/RPO. NMpocTbiM
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NpUMepoM aBapunHOro BocctaHoBreHus (DR) aBnsieTcst BOCCTaHOBNEHNE pPe3epBHLIX KOMWIA, Tae CepBepb!
nepesarpy>alTcsl U3 nocriegHero Habopa pe3epBHbIX KOMUA, COXPAaHEHHOTO Ha NTOKanbHbIX UNu yaaneHHbix CXI.

[ns cpaBHeHus1, cTpaTernsa npegoTBpaweHns katactpod (DA) - aTo ycunus, HanpaBrneHHble B MEPBYIO o4epeab Ha
rnpedomepaweHue c60eB, CBA3aHHbIX C kKaTacTpodamu. DA — 3TO yCTOMYNBOCTb, @ HE TONbKO BOCCTAHOBIIEHNE — T.€.
nogaep)KaHve OOCTYNMHOCTM NPUITOXXEHWI B CBETE npeackasyeMbix c6oeB. [MpocTbiM NpUMepoM nNpeaoTBpaLleHus
KaTtacTpod ABMSETCS MUrpaLms BUpTyanbHON MallnHbl. Hanpumep, BUpTyanbHble MalluHbl MOryT BbiTb NepeHeceHsI
Ha gpyrue xocT-cepBepa, YTobbl MOXHO ObINIO NPOU3BECTM 0BCNYXMBaHWE NN OBHOBNIEHNE UCXOAHOrO XOCT-
cepBepa, YTo NpegoTBpaLLaeT annapaTtHble cooun (HebonbLlume kaTacTpodbl). TOYHO Tak Xe, eCnu Bbl 3HaeTe, YTO
yparaH onyckaeTcs Ha Ball OCHOBHOW LeHTp 06paboTkun JaHHbIX, MOXHO nepeHecTn pabo4yio HarpysKy Ha cepBepsbl B
apyrom [IL| oo Tex nop, Noka He NPOMAET LWTOPM U He ByaeT npon3BeaeH PEMOHT.

KntoueBbiM coobpakeHem B 060Mx NprMepax SABNAeTCs «Npeacka3yemMocTb» KatacTpodbl. YacTo HEBO3MOXHO
OCYLLECTBUTb UM SKOHOMMYECKN HE BbIFOAHO MAAaHMPOBaThb 3aLUMTY OT BCEX BO3MOXHBIX KaTacTpod), NosToMy npu
nraHMPOBaHUN BCeraa CTPEMATCS 3alUTUTb GU3HEC 0T Hanbonee BEPOSTHBIX CUTYaLUIM.

Yto nyuywe: DR vnn DA?

TexHonornn aBapuinHoro BocctaHoBneHus (DR) obbI4HO NpegnaratoT camble pa3HooOpasHblie BapuaHTbI
pa3BepTbiBaHNSA U LLeHOBbIE AnanasoHbl 1 06bIMHO MCMONb3YITCH OpraHM3auusiMm, KOTOpble MOTyT TepneTb
HEeKoTOpbIV YpoBeHb cbos paboyert Harpy3kn Unm NoTepu AaHHbIX. Tem He MeHee, BOCCTaHOBMNEHUe Heobxoanmo
nepuoanyecky NpoBepsiTb U NPakTUKoBaTb, YTOOLI rapaHTUPOBaTh, YTO OHO paboTaeT AOMKHbIM 0Bpa3oMm -
perynsipHble TPEHUPOBKM MUHUMW3NPYIOT 3a4ePXKKM BOCCTAHOBMEHUS, BbI3BAHHbIE YENOBEYECKON OWNBKON nunm
HeONbITHEIMW COTPYAHUKaMMU.

B cnyyae korga 6u3sHecy KpUTUYEH NPOCTON CEPBUCOB Aaxe B TeyeHne 1 MUHYTbl Heo6XxoAuMo paccMaTpuBaTh
BapMaHT ¢ npedoTBpalleHneM kaTacTpod (DA), KOTophIi ABNsieTcs Hanbonee arpeccMBHO PopPMONi FOTOBHOCTU K
CTUXMiiHbIM BeacTBuAM. B gaHHOM criyyae TpebyeTcss COBMECTHOE MCMONb30BaHMNE HECKONbKUX LEHTPOB 06paGoTKM
[AaHHbIX AN pacrnpeaeneHnst BblYMCIUTENbHBIX PECYPCOB, YTO MOBLILIAET HE TONbKO OTKA30YCTOMYMBOCTb, HO U
CTOMMOCTb pelueHus. MockonbKy Bce LeHTpbl 06paboTky AaHHbIX NOCTOSAHHO paGoTatoT, UT-nepcoHan perynsipHo
paboTaeT co Bcem 060pyaoBaHueM, 1 UT-aAMUHUCTPATOPLI OCTAOTCH B Kypce napaMeTpoB paboThbl CUCTEM.

[MoaTomMy KOHeYHbI BbIOOP CTpaTernm 3awmTbl OT KaTacTpod AOSMKEH OCHOBbLIBaTLCH Ha NOTpebHoCTAX BmusHeca
(takux kak RTO n RPO) 1 TpeboBaHMax COOTBETCTBUSI HOPMATUBHBLIM aKTaM, @ HE Ha TEXHOMNOMMYECKON JOCTYNHOCTH.
BusHec, KOTOpbIN NPOCTO HE MOXET No3BoNUTb cebe ObiTb oddbranH gomkeH BoibupaTts DA, B TO BpeMs kak MeHee
TpeboBaTenbHbIN BU3HEC MOXET NOTEHLMANbHO COKOHOMUTL AEHbIM U YNPOCTUTb UHAPACTPYKTYPY C MOMOLLbIO
cTpaternn DR.

3.3. Kamacmpogoycmotqyueocme (Disaster Avoidance, DA)

[na nogaepxaHnst HenpepbiBHOW paboTocnocobHocTy BupTyanbHoro [lata-LeHTpa KnneHTa B criydyae aBapum Ha
ogHoMm n3 [lata-ueHtpoB Orange, KIMMEeHT MOXET 3aka3aTb Onumio kKatactpodoycToninsoro obnaka. B cnyyae
akTMBauuu gaHHomn onummn, BM pacnpegensiotcs cnyyanHbiM 06pa3om unm no HaCTPOEHHbIM MpaBunamM Mexay
OCHOBHOW 1 pe3epBHOM nnowankon. Mpu BO3HUKHOBEHUM aBapuun B ogHom m3 [iLl Orange, paboTtaBLune Ha HEmM BM
aBTOMaTU4eckn 3anyckatotca Ha BTopom [LL. B o6oux [L| gocTynHbl naeHTUYHbIE HAOOPLI BHYTPEHHMX U BHELLHUX
CeTew, YTO UCKNoYaeT HeoBXoAMMOCTb N3MEHEHMS ceTeBbIX NapameTpoB BM B crnyyae katactpodbl.

[ns obecneyeHns MMHMManbHOrO BpEMEHW NPOCTOS CEPBMICA, B Crlyvae ecrnv NpUoXeHne nogaepxneaet
KnacTtepusaumio, peKoMeHayeTCsl pa3mMecTUTb UYNeHbl KnacTtepa npunoxeHus B pasHbelx AL ¢ nomowbio npasun VM
Placement Policy (3agatoTcs KMMEHTOM CaMOCTOATENBHO).

3.4. AsaputiHoe soccmaHosrseHue (Disaster Recovery, DR)

O6nayHas nHdpacTpyktypa Orange MoXeT ObITb UCNONb30BaHa KNnMeHTom kak DR-nnowazka. TexHuyYeckm
BapuaHTOB peanunaauum Takoro cLleHapus 40CTaTO4YHO MHOIO 1 BbIOOP KOHKPETHOrO 3aBUCUT OT CYLLECTBYIOLLEN
NMHMPACTPYKTYpPbI M NOTPEBHOCTEN KnMeHTa. KnMeHT MOXeT CaMOCTOATENbHO pa3BePHYTh Takoe peLleHne (ecnu He
TpebyeTcst MHTErpaums Ha ypoBHE CUCTEMbI yNpaBreHus o6nadHon nHPacTpyKTypow), nnm cneumnanmctbl Orange
MOryT pa3BepHyTb AN KnNueHTa pelleHne knacca DRaaS (Hanpumep Veeam Cloud Connect, Hystax Acura, VMware
Cloud Director Availability).

3.5.llodcucmema xpaHeHus

3.5.1. [ocTynHble ypoBHM XpaHEHUA(NONUTUKN XpaHeHus) auckos BM
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B03MOXHO UCNONb30BaHMe pasHbiX YPOBHEN XpaHEHUS AN OOQHOro U Toro e BupTyanbHoro [arta-ueHTpa
(vDC) n gnsa ogHown n Ton e BM.

BapVIaHTbI ypOBHeVI XpaHeHnAa n nx oTrnn4mna no Nnpon3BoaAnTESIbHOCTU:

YpoBeHb Silver, goctynHo go 150 IOPS Ha 1Th o6béma, 500 IOPS/guck makcumym*

YposeHb Gold, goctynHo go 500 IOPS Ha 1Tb o6béma, 1500 IOPS/guck makcumym *

YpoBeHb Platinum, goctynHo go 1500 IOPS Ha 1Tbh o6béma, 5000 IOPS/gnck makcumym*

e YpoBeHb Platinum-Plus, goctynHo go 7500 IOPS Ha 1Tb 06béma, 25000 IOPS/guck makcumym*

LI ]

* ykazaHHble 3HavyeHus IOPS docmuxumbi rpu npogpune Hagpysku OLTP 70/30 cpedHum 6rokom do 16kb.

Insa ypoeHen Silver/Gold/Platinum goctynHa onums Disaster Avoidance (DA), cM.Huxe.
3.5.2. O6Lwwme pekomeHaauumn npu pasmeLleHnn auckos BM

OnckoBas éMKOCTb pasHblX YPOBHEN XPaHEHMS OTNM4YaeTcs AOCTUXMMbIMKM Ha HuX napameTtpamu IOPS u
3agepxkamn. PeanbHble nokazaTenu Npon3BoAMTENbHOCTU NPUIOXEHWUIA 3aBUCAT OT NapameTpoB reHepupyemMon nmm
Harpy3ku: npoduns Read/Write, pasmep 6noka, kon-so IOPS.

o He wucnonbsosatb default nonutnky #SYSTEM, npegHasHayeHHyo Ond pasMeLleHust KOHUIypaLuMoHHbIX
hannoB 1 CMCTEMHbIX swap-dannos runepsm3opa (He NyTaTtb C BbiAeNeHHbIMWU Swap-pasgenam BHyTpu BM).

o [ns onTumanbHOM NPOM3BOAUTENBHOCTU 3arpy304HbIE U CUCTEMHbIE Anckn BM — pasmewwats Ha yposHsax Gold
unu Platinum.

o [uncku gnga xpaHeHus XONnoaHbIX AaHHbIX/pe3epBHLIX Konuii/dainoBbix cepBepoB — ypoBeHb Silver nnun Gold

Ounckn CYB[, — ypoBeHb Platinum

o BblicokoHarpyxeHHble CYB[] — ypoBeHb Platinum Plus

o

3.5.3. YpoBeHb #SYSTEM

Onsa pasmelyeHns cnyxebHblX MeTadaHHbIX U CUCTEMHBIX swap-cannos B kaxaom VDC ecTb BblAeneHHbIN Mo
yMOM4aHuio 1 He Tapuduumpyembin yposeHb #SYSTEM (B T.4. B BapuaHTax #SYSTEM-sitel n #SYSTEM-site2),
ABNAIOLWMIACA YPOBHEM Ans pa3mMelteHns BM no ymonyanuio.

PasmeLleHune niobbix NoNb3oBaTENbCKUX OAHHBLIX HA 3TUX YPOBHAX — HE AOMYCKaeTCs.

#SYSTEM-sitel n #SYSTEM-site2 npegHasHayeHbl Ans cueHapres ¢ UKCMPOBaHHbIM pacnonoxeHvem BM B
oaHom n3 L.
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’—I
|]__r| atp—3 POWER OFF LAUNCH WEEB COMNSOLE LAUNCH REMOTE CONSOLE ALL ACTIONS ~
Powered on
Security Tags EDIT
Hardware Name atp-3
Removable Media State Powered on
Hard Disks
Compute Computer Name atp-3
MICs
) Description -
Guest OS Customization Guest OS Ubuntu Linu (64-bit)
Guest Properties Storage Policy #SYSTEM
Sharing Boot Firmware BIOS
Metadata Boot Delay 0 Milliseconds
Monitor Failed Boot Recovery Disabled
Tasks
_ . Enter Boot Setup Disabled
Events
Virtual Data Center vdc-startrek.com-ha-0
atp—3 POWER OFF LAUNCH WEB CONSOLE LAUNCH REMOTE CONSOLE ALL ACTIONS ~
Powered on
I VM Storage Policy #SYSTEM
Security Tags
EDIT
Hardware
Removable Media
Hard Disks Index Name Shared Size Policy
Compute N
P 8] - MNo 4GB platinurm_plus_e2-ha-site2
MICs
1 - Mo 5GE platinum_plus_e2-ha-sitel
Guest OS Customization
2 - MNO 5 GB platinum_plus_e2-ha-site2
Guest Properties

3.5.4. KatactpodoyCcTonunBoCTb YpOBHEN xpaHeHus (DA)

PeweHne nossonseTt B cnydae aBapum ypoeHsa AL, (nnn CXI B OLU) Bbigepxate RPO=0 n cHnsmte RTO go
OEeCATKOB CeKyHA — Ang nepesanycka noctpagaslumx BM n npunoxeHmn Ha BTOPOW NnoLuagke.

B cnyyae 3akasa onuun DA BUpTyanbHble MallvHbI pa3MeLLalTcs Ha pacnpegenédHon mexagy asyms AL CXIO.
Ons 3awmTbl AaHHbBIX UCMONb3YETCA CUHXPOHHAs pennmkaums.

M3-3a gononHUTenbHOW 3adepXkku Ha pennukaumio mexgy Ol (nopsgka 1mc) B cnydae 3akasa onuunm DA
HeJocTyneH ypoBeHb Platinum-Plus.

3.5.5. Yyet B Cloud Director

Cloud Director yunTbiBaeT noTpebneHne OUCKOBOrO NMPOCTPaHCTBa Mo criegylollen dopmyne (4ns kaxaoro
TUNa OTAENbHO):
CyMmMapHbIn 00bEM NOTPEeBNEHHOIO AMCKOBOro npocTtpaHcTBa = OObEM MecTa Ha XECTKOM AMCKEe, BblAENEHHbI NOA
BM KrnueHTta (cymma o6bémoB anckoB BM) + LLiabnoHbl n 1ISO-06pa3sbl + CHIMWOTHI.
B cniyuae ecnu ans BM BbibpaHa ocHOBHasi nonutuka oTnuyHas ot #SYSTEM, k aTon chopmyne godaensietcs: O6bEM
namatn (O3Y), BoigeneHHbin nog BM + CnyxebHble dannbl BM (MeTagaHHble).
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Mcnonb3oBaHre MecTa Ha XeCTKOM AMUCKEe CBEPX TOro, YTO ykasaHo B GriaHke 3akasa, MOXET Bbl3BaTb HEKOPPEKTHYIO
paboTy vDC knueHTa ¢ nocneayowmm HapyLlueHMeM paboTbl BCEX MPUIOXKEHWA.

3.5.6. MeToauka TectnpoBaHus auckos BM

Llenb pasgena — CHM3UTb KONMUYECTBO OOpaLLEeHWA B TEXHUYECKYH MOAAepXKKy/crnyxOy akcnnyaTaumum npu
BO3HVKHOBEHWW BOMPOCOB M COMHEHMI B NPOM3BOAUTENBHOCTN ANCKOBOM noacuctemsl BM.

e  OrpaHuyeHusi Ha NpoBeAEeHNE Harpy304HbIX TECTOB

MpogomkuteneHble (4HW, Heaenu) Harpy304YHble CUHTETUYECKME TECTbl, 0COBEHHO MHOMOMOTOUYHbIE (C HECKOMBbKNX
anckos/BM), MOryT NpMBECTU K HApyLLEHMIO paboTOCNOCOOHOCTH annapaTHbIX U/ NporpaMMHbIX CPeACTB
nnaTtopMebl, a TakKe CO34aHM0 NPENSATCTBMI A5 NONyYeHUst YCNyr ApYrMMy Nonb3oBaTensaMu nnatgopmbl, YTO
HeJoNyCTUMO U ABMSIETCS HapyLUEHWEM COOTBETCTBYOLUX NYHKTOB OBLLMX YCnoBMi npeocTaBneHns yenyru.

e /HCTpyMeEHTbI TECTMPOBAHUS

[nsa TecTnpoBaHua NpeanaraeTcs ucnonb3oBaTb nakeT fio, gocTynHbIn ansa Bcex nonynsipHeix OC. [oToBble
cbopkn MOXHO 3arpy3nTb no ccbinike: https:/fio.readthedocs.io/en/latest/fio_doc.html#binary-packages
Ha MmomeHT HanncaHusa pasgena ucnonb3oBanachk Bepcusa 3.36 nog Windows.

YcTtaHoBKa B Linux - cucrtemax ¢ nakeTHbIM MeHekepowm apt:
sudo apt update
sudo apt install fio

B cuctemax ¢ nakeTHbIM MeHegxepom yum/dnf:

sudo yum makecache --refresh
sudo yum -y install fio
unum

sudo dnf makecache -refresh
sudo dnf -y install fio

obwan gokymeHTauums: https://fio.readthedocs.io/en/latest/fio_doc.html

BM Ha koTopon 6yayT npoBoanTCs TeCTbl 06513aTenbHO A0MKHa UCMOMb30BaTh QUCKOBLIM KOHTponnep «LSI Logic
SAS» nnn «VMware Paravirtual», B NpOTUBHOM criyyae pesynbTaTbl MOryT 6biTb HEBEPHBIMU (MPON3BOANTENBHOCTb
OyaeT orpaHuyeHa ycTapeBLUMM TUMOM KOHTPOMepa).

B obwewm katanore «Shared catalog» goctyneH obpa3 BM «Orange-ATP» yxe cogepxaiwun ytunury fio:

vimw ‘/Mware Cloud Director Data Centers Applications Networking Content Hub ibraries Administration Monitor

&«

All Catalogs » Shared catalog » Application Images
& Welcome to Content Hub
:: content ||__|§| Shared catalog ALL ACTIONS ~
8= Catalogs
General
2, Manage Resources v
Application Images CREATE VAPP  COPY TO... MOVE TO... DOWNLOAD
[l Kubernetes Operator
vApp Templates Name T Description Application Name
T T T
Helm Charts
Media ° Orange-ATP I Power On, Force Recustomization ! user atp, pass.. Orange-ATP
(:) ubuniu-server-14.04 . userubuntu, pass:ubuntu ubuniu-server-14.04 .

Metadata

o [logroToBKa K TeCTy

[ns TecTpoBaHus yoo6HO MCNonb30BaTh WABNOH HUXKE, ONUCLIBAKOLLNIA HECKOMBLKO TUMOBLIX MPOCUNEN Harpys3Kku
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Ha OuCK.
OTpepnakTnpoBaTb WabMoH nog cBoé okpyxeHue (cekums global), coxpaHuTb ero B nanky
TECTMpOBaHUs Kak tests.fio:

[global]
# oBjacTb TecTMpPOBAHMS, HEe MOXeT OHTbL OoJsiblle pasMmMepa GamiIoBOM CUCTEMBE UM OUCKA
size=10G

# umsa TecToBOTO daiia miIu ycTpoicTBa, Hamnpumep /dev/sdb
# BHMMaHMe, comepxuMoe OyIeT Iepe3anucaHo!
filename=testfio.tst

# He mcnosbz30BaTH Oybepmzaumo
direct=1
buffered=0

# mna Linux ioengine=libaio
# nns Windows:

# iocengine=windowsaio
# thread=1
ioengine=windowsaio

thread=1

# orpaHMUeHME TecTa IO BPEMEHU
time based=1

# BpeMsa TecTa B CeKyHIax (He PEeKOMEeHIyeTCs BHIIOJIHeHMe TecTa noJibime 10 MUHYT)
# B ciyuyae HeOOXOOMMOCTM 3alycka HaIoJTo npochbba cBazarbcsa c TII
runtime=300

# IocrneposarenvHoe urTeHme, 100%, 250kb Omnox. [IpenmosaraeMel ypoBeHb XpaHeHus - Silver
[segread-silver]

bs=250k

rw=read

# xeyaemas Harpyska
rate IOPS=500

# TocmemoBaTesnbHas 3anmuck, 100%, 250kb 6isok. llpenmoslaraeMelr YpPpOBEeHbB XxXpaHeHus — Silver
[seqwrite-silver]
bs=250k

rw=write
# xejaemas Harpyska
rate IOPS=500

# Cmemannble nocjiemoBaTesibHee uTeHre 50%, 3anmcek 50%, 64kb Onok. I[lpennojlaraeMell ypPOBEHB
xpaHeHus — Gold

[mixed-gold]

bs=64k

rw=readwrite

iodepth=4

# xejlaeMas Harpys3ka Ha YTeHMe/3anuch

rate IOPS=750,750

# CYBO — urenme 70%, ciayuanHemi noctyr, 8kb 6Gisok. IlpemmnosiaraeMeli yYypPOBEHbB XPAaHEHUS —
Platinum

[oltp-platinum]

bs=8K

rw=randrw

iodepth=8

# xejlaeMas Harpyska Ha uTeHMe/3anmch

rate IOPS=3500,1500
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# HarpyxenHasa CYB]I - urenme 70%, cayuvamHwi moctTyn, 8kb Gsoxk. [IpennojlaraeMeli yPOBEHD
XpaHeHusa — Platinum Plus

[oltp-platinum+]

bs=8K

rw=randrw

iodepth=32

# xejlaeMas Harpyska Ha uTeHMe/3anmch

rate IOPS=17500,7500

CwmoHTupoBaTb Ha BM HyxXHble hannoBbie CUCTEMbI NN ONPEeAenvTb AUCKU ANs TECTUPOBaHMS.

Mepen TecTMpoBaHneM ybeanTech, YTO ANCK HE SBMSETCH 3arpy304HbIM M OTCYTCTBYET Harpy3ka Ha ANCK CO CTOPOHBI
onepawmoHHON CUCTEMBI.

BbibpaTb nanky ansg TecTMpoBaHus.

B npumepax Hwxe 6bin BblaeneH otaenbHbIN auck E, otdpopmatnposaH B NTFS 1 Ha HEM co3gaHa nanka fio.

e TectupoBaHue

BbInONHUTL TeCT, 3anyctmB B KOMaH,D,HOVI CTpPOKe B narke TeCtnpoBaHuaA:
# fio -section <mmsa Tecra> tests.fio
roe <MMA TecTa> — OIHO M3 SBHAUEeHUM:
segread-silver
seqwrite-silver
mixed-gold
oltp-platinum
oltp-platinum+

(B oGOt MOMEHT TecT MOXHO npepBaTb no Ctrl-C)

[na kaxgon cekumm onpeaenéH napameTp, 3agatowuin Harpysky B IOPS — “rate_IOPS”, cOOTBETCTBYOLLMI
MaKCMMarnbHbIM BO3MOXXHOCTSAM PEKOMEHAYEMbIX YPOBHEN XpPaHEHWSI.

Ecnu gaHHbIN napaMeTp He UCnonb3oBaTh, B pe3ynbTartax Tecta BEPOATHO OyayT HETUMMYHbBIE 3HAYEHMS OIS
latency, Tak Kak runepeu3op bygeT YacTUYHO 3amenaTb HEKOTOpbIE i/0 C LieNblo COOTBETCTBUS NONMUTUKAM.
(nocnegHwi npumep).

e AHanus pesynbTaToB.

B 3aBucMMOCTM OT nNpPUNOXEHWs, MOryT ObiTb BaHbl AN NPOWM3BOAUTENBHOCTU pPas3Hble  METPUKU:
bandwith/IOPS/latency nnu Bcé BmecTe.

Bpems oTknuka (latency) 3aBUCHT OT YPOBHS XpaHeHus, paamepa 6roka 1 Tuna Harpysku.
TunoBble 3HaYeHNsA ANA Pa3HbIX YPOBHEW:
o Silver 5-20mc
o Gold 3-10mc
o Platinum 1-5mc
o Platinum-Plus 1-2mc.
Onumsa DA pobaBnsieT gnst Bcex ypoBHen eLwé okoro 1,5mc.
B Tectax ytunuton fio cnegyeTt cMoTpeTb Ha pesynbTaT «avg» no meTpuke «lat» (usec - us — Mukpocekyapbl, msec
— ms — munucekyHabl, 1000usec=1msec)

o [lpnmepsi:

1. B cny4ae NnoTOKOBbIX Harpy3ok (pe3epBHOE KOMUPOBAHUE HA YPOBHE NPUIOXEHWUIA, COOp NOroB 1 T.M.)
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akTyaneH BW, nokasbiBatoLLmmn JOCTYMNHYO NPOMYCKHYO CMOCOBHOCTL AMCKa NP 3a4aHHOW Harpyske.

Mpumep paborThl fio -section seqwrite-silver tests.fio:
EH Select Command Prompt — O %

run=3ee6e

YMHOXMB cpegHun pasmep 6noka 250Kb Ha 500 IOPS, nonyunm 128MB/s
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2. [ns cmelwwaHHbIX U random Harpy3ok nHTepecHbl IOPS/latency:

Mpumep paborThl fio -section mixed-gold tests.fio:
B Select Command Prompt — O %

samples=

W

min

centiles

depths
submit
complete
issued
percentile=160.

Bepcus 4.1.5 © Orange Business Services, 2024 13

Business




Flexible Computing Advanced PykoBoacTBo nonb3oBarens
3. Tlpumep gna CYBA

fio -section oltp-platinum tests.fio:

Thu De

,8,0 s
, window=8, percentile=186.8

(8HaueHu4 latency npuBeaeHbl B MUKPOCEKYHAAX).
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4. aHanoruyHo n.3, Ho 3anpoLueHo 25000 IOPS npu pasmelLeHnmn gucka Ha yposHe Platinum (He Platinum-Plus:

fio -section oltp-platinum+ tests.fio:
E¥ Command Prompt - O

>fio

3, icengine=windowsaio, iodepth

45 I0OPS][eta ©6m:0es]

1
X
1}
1}

c 8. 8.
4,8,0 rt=0,0,8,8 dropp
» percentile=188.80%,

I'Ipm npeBblLUEHNN 3aMnpoLUeHHbIX onepauw?l BBOJa/BblBO4A OTHOCUTESNIbHO BO3MOXHOCTEN Bbl6paHHOI'O YPOBHA
XpaHeHud, cncTtemMma 6yp,eT orpaHun4mBaTb Npon3BOANTESIbHOCTb I'IyTéM yBeJIIM4eHNnA BpeMeHN OTKIIUKa.

3.6. Pe3epsHoe KonuposaHue Ha duck (bakan Ha QuUCK)

B cny4yae notepu nnu nopun aaHHbix KnveHta no 3anpocy Knuenta BupTtyansHasa mawmHa MoxeT ObiTb
BOCCTaHOBIIEHA 13 nocnegHen konuu. [ns aktmeaumm 4aHHOM onumm HeobXxoanmo eé€ 3akasatb nyTeM 0OopMITEHUS
COOTBETCTBYIOLLEro GraHka 3akasa Ha ycnyry.
BupTyanbHasi MallnMHa BOCCTaHaBNMBAETCH U3 pe3epPBHOMN KOMUU «Kak eCcTby. 10 npudmnHe TeXHONOorm4eckmx
orpaHm4eHun Orange He HECET OTBETCTBEHHOCTU 3a LIENTOCTHOCTb MHADOPMALMOHHBLIX CUCTEM Y OU3HEC-MPUITOXKEHWIA.
Orange rapaHTupyeT BOCCTaHOBMEHME BUPTYarnbHbIX MalnH Ao ypoBHS OC BHYTpY BUPTyarbHOW MaLUUHBbI.
[aHHasa onuusa no3BonsdeT XpaHUTb NOMHy konuto VDC krveHTa 1 HECKOMbKO MHKPEMEHTHBIX TOYEK BOCCTaHOBMNEHUS
Ha gucke. KnueHT BblbpaeT ogHy 13 3-X CTaHOApPTHLIX CXEM PE3ePBHOr0 KONMUPOBAaHMSA Ha AWCK 1 KONIMYECTBO TOYEK
BoccTaHoBneHus (T>3)

e ExepHeBHoeg;

o 3 Touku B Hegento: NMoHepenbHuk, Cpeaa, MNaTHMUa;

e 2 TO4kM B Hegento: BTopHuk, YeTtsepr.

3.7. Pe3epsHoe KonuposaHue (apxusuposaHue) Ha nieHmy (bakan Ha neHmy)

[aHHbIN MeToA NO3BONSET XPaHUTb pe3epBHbIe KOMUU AaHHbIX HA CbEMHbIX HOCUTENSX (fTeHTax), KOTopble MOryT
ObITb NepemelLleHbl Ha yaanéHHyto nnowaaky. [ns aktmeaumm gaHHon onumm Heobxoanmo eé 3akasatb nyTem
odopMneHus cooTBETCTBYIOLEero 6raHka 3akasa Ha ycryry.

BoccTtaHoBneHne aaHHbIX C NeHTbl TpebyeT 3HaunTENLHO BOonbLUEe BPEMEHN, YEM BOCCTaHOBIEHNE AaHHbIX C ANCKOB.
Pe3epBHOoe KonupoBaHWe Ha NeHTY UCNOoNb3yeTcs, Koraa HeobxoaMMo ANUTENbHOE XpaHeHne AaHHbIX U XpaHeHue
pe3epBHbIX KONUIN Ha yaanéHHon nnoLlaake, anbtepHaTtueHon Asym [, ucnonb3yemMbiM Ansi okazaHus YCnyru.
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KrnneHT BbiGMpaeT ogHy u3 3-x CTaHOApPTHbLIX CXEM PE3EpPBHOIO KOMUPOBAHMWS Ha NEHTY N KONMYECTBO TOYEK
BOCcTaHoBneHus (T>3)

e ExepHeBHOEg;

e 3 Touku B Hegento: NMoHenenbHuK, Cpeaa, MNaTHMua;

e 2 TO4kM B Hegento: BTopHuk, YeTtsepr.
Kaxkgyto Heaento no pacnucaHuio co3gaétcsa nonHas konust vDC knneHTa, KoTopasi 3anuncbiBaeTcs Ha NeHTy. JleHTta
BbIBO3UTCA Ha YAANEHHY0 NIOLWaaKy Ha eXXeMeCsMHOW OCHOBE, rae XpaHUTCS B OrHEYNOPHOM LKadyy.
KnneHT moxeT BbiOupaThb:

e  XpaHuTb X HegenbHbIX KOMWIA;

o  XpaHuTb Y MeCSAYHbIX KOMUN.

3.8. CamocmosimerbHoe yripasreHue pe3epsHbiM KoruposaHueM (Self Service Backup)

CamocTosiTenbHOE ynpaBneHe pe3epBHbIM KONMPOBaHMEM BO3MOXHO Yepes noprtan camoynpasneHus Veeam Self-
Service Backup Portal for Cloud Director.

HaHHas onumsa He coBmecTuma ¢ PK Ha neHTOYHbIE HOCUTENN 1 pe3epPBHbLIM KONUPOBAHWEM Ha AUCK BbIMOSTHAEMbIM
Orange.

Mpwn 3akase gaHHom onuun KnueHTty HEO6X0OMMO CaMOCTOATENBHO paccunTatb TpebyeMbit 06BEM OUCKOBOrO
NPOCTPAHCTBA ANsl XpaHeHMs pe3epBHbIX KOMun ncxoasa n3 ob6véma gaHHbix BM v nnaHmpyemoro pacnucaHms.

Mpun 3akase gaHHOM ONUMM Bbl NOMYyYUTE AOMNOMHUTENBHbIE PEKBU3UTLI ANS BXOAA B CUCTEMY.

3.9. BeideneHHble GHz u vCPU

B pamkax ycnyrn FCA onsa KnneHta co3gaércs BupTyanbHbin [lata-ueHTp ¢ Habopom BblMCIIMTENBHBIX PECYPCOB
cornacHo nognucaHHomy 6naHky 3akasa. B cnyvae BbigeneHus npoueccopHOn MOLLHOCTU CTOMT 06paTnTb BHUMaHWe
Ha oTNn4YMe Mexay BblAensieMon NpoLecCOPHO MOLLHOCTLIO 1 KonmdecTBoMm saep (VCPU).

[na npumepa npegnonoxum, 4to ang vDC BbigeneHo 48GHz npoLeccopHOM MOLLHOCTMW.

Mpu BkntoveHnn BM Ha kaxgbin vVCPU (aapo) Belgensetcs (T.H. Allocation) 1GHz — T.e. MakcMuMyM MOXeT 6biTb
BkntoveHo 48 vCPU B gaHHow cutyauum (Hanpumep: 12 BM no 4 vCPU, nnm 2 BM no 12 vCPU 1 6 BM no 4 vCPU).
B uH(ppacTpykType ectb pusmyeckune npoLeccopbl ¢ HOMUHanNbHoM Yactotamu 2,2/2,5/3,0GHz, Bo3bMém Ans
JanbHenwmnx pac4étos 2,5GHz.

Ecnu Bce vCPU 6yayT paboTaTb B NOMHY MOLWHOCTL: 48*2,5=120GHz. T.k. 120GHz 6onbLue BbiaeneHHbix 48GHz,
To obwee noTpedbneHne vDC GHz 6yaeT orpaHuumBatbes o 48GHz — dhaktudeckn Bce sapa 6yayT pabotaTb Ha
yactote 1GHz. Ho Takasa cutyaums kpanHe pegka, kak npasuno 6onbwmHcTeo VCPU noytn npoctamsatoT (T.€.
peanbHO paboTalLlwmM goctaHeTcs 6onblie, BNoTb A0 BCex hmanyecknx 2,5) - aTo AaéT JONOMHUTENBbHYI0 TMBKOCTb
B KOH(UrypmpoBaHum n pabote BM.

Ecnu HyxHO n3bexaTtb noTeHuuansHoOM CUTyaLmnmn orpaHnyeHms YacToTbl Sa4ep, MOXHO nocynTaTb Tak: 48GHz /
2.5GHz =19.2 vCPU — T1.e. HacTpouTb Ha BM 19 aaep 1 oHn rapaHTMpoBaHHO He ByayT OrpaHN4MBaThLCS.

3.10. Omkasoycmouyuesiti 0ocmyr K cemsm MIHmepHem u BVPN

Bce BHelwHVe ceTeBble COeAUHEHUS 3ape3epBMpPOBaHbl Ha YPOBHAX (OU3MYECKUX COeAUHEHUN, (OU3NYEeCKoro
obopypoBaHus, cetn MEN, PE-mapLupyTnsatopoB u opraHmsytotca vyepes gea [L. Mpu 3Tom He MMeeT 3HadeHus1, No
Kakomy MaplipyTy (4epe3 kakom [L) waoét B Tekywui MOMEHT Tpaduk — AN BUPTyanbHbIX MawwH B vDC ato
Npo3payHo U He UMEET 3HaYUMbIX OTIIMYUIA B 3agepiKKax.

Hwxe npuBeaeHbl cxembl opraHmsauumn goctyna kK cetm MHTepHeT, ansa cetn BVPN oHY aHanornyHsbi:
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o CraHgapTHasa cxema ¢ NSX Edge (MoxeT 6bITb B pexume HA, cm. Huxe 3.12)
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apXUTeKTypbl)

s

e e
. ~ '
. PCL Moscow-GIN-PEXx s =" Moscow-GIN-PEyy DC2 E
[ ]
' LP 150 in / I I !
' 0.0.0.0/0  194xxxx.1/30 ' LP 140 in “A194.yy.yy.1/30 E
.
: / : 0.0.0.0/0 :/ :
: / VLAN xxxx : : VLAN yyyy :
[ ] [ ]
: / ' s :
' H ' '
: / ' BGP_Sec ' !
' . Va : '
[ ] [ ]
: / ,
' / ;
' '
: / :
' / H ' '
. BGP_Pri ' ! :
N VLAN xxxx /i ' VLAN xxxx '
: : : ;
! \ VLANI wy s ' ' VLAN yyyy '
' 0 1 (]
. \ eth1/1 eth1/2 ' ' '
: PA subnet N\ 194.xx.xx.2/30 194.yy.yy.2/30 PA subnet : ]
. .
! weight 120 . I d E weight 60 . .
' ~ . ' '
' . : '
] U ]
; FW 1 FW 2 '
' Active = : Standby .
' H ' '
: ! VXLAN XXX =vDC Network :
. ' “HA-LINK” ! '
' eth1/s ethi/a ! : :
: 10.38.X.1/24 172.16X1/24 |1 \xAN YYY = vDC Network ! '
) " LAN-Y” ! .
] ' H ]
] ' N ]
' ' 0 :
: H '
' { VXLAN Z2Z = vDC Network !
. | ' “LAN-Z" :
' : ' '
| LN
P i L iqececcecaccaccocaccaceacaananaad

P Ly L L L L T A L L L L R L L T T R
-~ g J ne” AN N\ N

\

Virtual infrastructure

Bepcus 4.1.5 © Orange Business Services, 2024 18

BUS|ness Orange Restricted



Flexible Computing Advanced PykoBoacTBo nonb3oBaTens

3.11. VMware NSX Edge

VMware NSX Edge — aTto pelueHune, obecneumBatoLlee Ans BUPTyanbHOro AaTta-ueHTpa (yHKUmMm
mapuwpyTtmsaumu, Firewall, NAT, DHCP, Site to Site VPN, SSL VPN-Plus, Load Balancing, High Availability, syslog. B
nHppacTpykType obnaka Orange cywlectByeT Aga knacca VMware NSX Edge Gateway:

o «EGW-CE» - BbinonHsaeT dyHKumm knaccudeckoro CE-mapipytusatopa. Anga goctyna B MHTepHeT 1 BVPN
ncnonb3ytTcsa pasHble EGW-CE. HacTpolika aTnx napameTpoB HaxoauUTbCH B 30HE OTBETCTBEHHOCTH
Orange;

e «EGW» - NONHOCTbIO AOCTYNEH ANA yrnpaBreHus knneHTomM n3 web-nHtepdenica Cloud Director .

O6ecneunBaetr DHCP, NAT, VPN, mapLpyTusaumio, punbTpaumo n 6anaHcMpoBKy Harpysku ans
BHYTpeHHux ceTen vDC.

Internet BVPN

{b\ — h
PE 1 PE 2 PE 1
N/

Edge Gateway CE-Internet
(CE-GIN)
o7 [egw-ce-gin-DOMAIN-XX]
4

| PE2

Edge Gateway CE-IPVPN
(CE-IPVPN)

7 [egw-ce-ipvpn-DOMAIN-XX]
4

\ ) \ a
L External netwoﬂk Internet (GIN) J L External network Internet (IPVPN) J

[extnet-gin-DOMAIN-XX] [extnet-ipvpn-DOMAIN-XX]

Pl- nan PA-cetb

«cepana» CeTb

Edge Gateway
[egw-DOMAIN-XX]

«cepana» CeTb

Routed VDC network

Ons cetn NHTepHeT «Edge Gateway CE-Internet (CE-GIN) [egw-ce-gin-DOMAIN-XX]» - NONHOCTbIO ynpaBnsaeTcs
Orange, BbINOMNHSET ToNbKo yHKUun CE 1 npegoctasnset B ceTb «External network Internet (GIN) [extnet-gin-
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DOMAIN-X]» BblaeneHHbI npedukc.

Ons cetn BVPN «Edge Gateway CE-BVPN (CE-BVPN) [egw-ce-ipvpn-DOMAIN-XX]» - NOMHOCTbIO ynpaBnsaeTcs
Orange, BbINOMHSET ToNbko yHKUUN CE 1 obecneunBaeT cBA3HOCTL ¢ EGW vepes OSPF.

Edge Gateway [egw-DOMAIN-XX]» NONHOCTbIO AOCTYNEH ANS yNpaBrieHns KnMeHTom m3 vCD.

3.12. NSX Edge High Availability

Mpwn 3akase gaHHOM onuum co3paroTcs active-passive knactepsl n3 asyx NSX Edge, aBTomaTtudeckm
pasmMeLLaLLmMXcsa Ha pasHblx XocTax, a B criyyae DA B pasHbix L

e [Ins BbibpaHHoro EGW ynpaBnsieMoro KnmeHToMm;

e [Ina EGW-CE-GIN (B cniyyae Hanuumsa goctyna B IHTepHeT);

o [ina EGW-CE-IPVPN (B cnyyae Hannuusa goctyna B ceTb BVPN).
OTO No3BONSET MUHUMU3UPOBATL BPEMS MPOCTOSI CETEBOIO AOCTYNa B Criyvae BbiIXxo4a U3 CTPost Pr3M4ECcKoro XocTa,
Ha koTopom paboTtaeT NSX Edge, unu npobnem ¢ BM NSX Edge.

OpUEHTUPOBOYHbIE BPEMEHHbIE NapaMeTphl (AaHHbIE OCHOBaHbI Ha NOrMKe paboThl TEXHOMOMMI, UX HACTPOKax U1
npoBeféHHbIx Orange Tectax):

CueHaphit MepepbiB Bpewms,
gocrtyna CeKyHA

ABapuinHoe nepekntyYeHne ¢ OCHOBHOro kaHana MiHtepHeT unvm BVPN Ha pe3epBHbIf Ja 15*
LLtaTHOe nepekntoyeHne (o6cnyxmBaHme) ¢ OCHOBHOTO kaHana MHTtepHeT unn BVPN Ha | [a 15*
pes3epBHbI
BosBspart Ha ocHoBHoM kaHan UHTepHeT nnu BVPN Het -
Mepesarpy3ska NSX Edge, nocrne aBapum Ha XocTe Ja 45
MepekntoveHune Ha pesepsHbI NSX Edge npu Hannyaum onuun High Availability Oa 15 **

* [No cneyunanbHOMY 3anpocy MOXET ObiTb YMEHbLUEHO A0 3 CEK.
** Mo cneumanbHOMY 3anpocy MOXET OblTb YMEHbLUEHO A0 6 Cek.

3.13. 3awuma om DDoS-amak

Ons nopta UHTepHeT, nogkntovaemoro B VDC, MOXET ObITb 3akasaHa ycnyra 3awmTtbl oT DDoS-atak «Internet
Umbrella» nmetoLan B cBoer ocHoBe KoMnriekc obopygoBaHusa Mitigator n uHterpaumio ¢ cetbto Orange.
«Internet Umbrella» — coBokynHocTb gencteumn Orange, HanpaBreHHbIX Ha NpoTMBoAeNCTBNe aTakam Tuna DDoS,
HaLeneHHbIX Ha NepenofiHeHne napasvTHbIM TpadmkomM npeaocTaBneHHbIx Orange KaHanoB OCTYNa K CETU
WHTepHerT.

Orange Internet
PeanbHble Umbrella

nonb3osBarenv CoegnHeHusa ToNbKo

C peanbHbIMU
nonb30BaTeNaMm

3NOYMbILUAEHHUK, |
ynpaBnAoLLMA b
araxkow

- 3 ~~— : a4 CepBep KnueHTa
"‘/ NaBuHa 3anpocoB
" --------- i~ OT atakm
3apaxeHHble -, Q
KOMMbIOTEPbI

3.14. ApeHda nuueHsut Ha 0

B pamkax ycnyru FCA Orange moxeT NpefoCcTaBnaTh KMMEHTY nuLeH3uun no moaenu Software as a Service.

e Microsoft Windows Server Standard*;
¢ Microsoft Windows Server Datacenter?;
e Microsoft SQL Server Standard?;
e Microsoft SQL Server Enterprise*;
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e [lo 3anpocy JoCTyneH WMpoKuin cnekTp nuueHaun Ha MO Microsoft Bxogdawmx B cornawedne MS SPLA.
* K apeHge JocTynHbl akTyaneHble Bepcum MO, npu 3ToM, Kak NpaBuio, No3BoNsALLME NCMONb30BaTh bonee cTapble
BEPCUMN.

3.15. Akmuseauus O Microsoft no npoepamme SPLA yepe3 KMS

Onsa aktmeauum MO Microsoft ncnonbsyetcs KMS-cepeep Orange, AOCTYMHbIN Yepe3 ceTb MIHTEPHET ¢ aapecos,
BblgensemMbix knueHtam. Ecnn BM He nmeeT goctyna B IHTepHeT, Heobxoammo obpatuTeca B Orange ans
akTnBauum MAK-knto4om.

Mpouenypa akTnBaunu:
e [lpoBepuTb, 4To Ha EGW oTkpbIT nopT TCP1688 B HTepHeT
e [lpoBepuTb, 4TO Ha BM ycTaHOBNEHO KOPPEKTHO BpeMsi!
e YctaHoBuTthb IP KMS
slmgr -skms 194.84.17.201:1688
e AktmBmpoBartb online
slmgr.vbs /ato
¢ [IpoBepsiem akTnBauuio
slmgr /dlv

* Ecnn KMS-cepBep HegocTyneH, HeobxoaumMo obpaTtutecs B Orange.

3.16. Kak nodknto4ume rioKkanbHyro cems K obraky Orange?

CyllecTByeT ABa OCHOBHbIX METOAa NOAKMIOYEHUS:

1. C ncnonb3oaHne BVPN cetn Orange.
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Customer 4 1
branch e

Customer
CE1

\ //

BVPN

Customer VRF

IPVPN-PEO1

Orange
Moscow MEN

Switch fabric .
L J
AN

Edge GW CE[EGW-CE]
. :> OSPF

Edge GW[EGW] ?
L
Routed VDC network IPVPN I

« vApp
Q! H@]‘ v\ ew
/

) Customer

= |PVPN-PE02

Customer
HQ

CE2

[Mniocamm Takoro MetToa ABNSAKTCA:

OnumoHanbHbI SLA

BVPN-y3noB yepe3 NHTepHeT)

2. Yepes IPSEC-TyHHens NSX Edge
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KauecTtBeHHble napameTpsbl kaHana (RTD, jitter, PLR) nyywe, 4yem B ceT VIHTepHeT
OTkasoycTonumBoe coeanHeHne obnako-cets BVPN
Bo3mMoOXHOCTb peanusaumm oTKasoyCTONYMBOrO NOAKIIOYEHUS CO CTOPOHbI CETU KIWeHTa
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Customer
HQ

Customer
branch

CE1 CE2

IPSEC IPSEC

\

\ Internet

\ L
\ /
Edge GW[EGW] E

Routed VDC network IPVPN
[vdcnet-ipvpn-DOMAIN-XX]

Customer $ ®|| Customer
/
/

/

[ntocsl:
e CTommocTb
e CKOpOCTb NOAKMIOYEHUSA HOBbIX YAanéHHbIX CakToB

* [ipyrue Tunbl nogkntodeHnn yepe3 NSX Edge onucaHbl B pasgene 11.7 «VPN».

3.17. lNodknroyeHue sHewHux USB ycmpoticme (USB-to-IP)

[ns obecneyeHuns npobpoca BHewHUXx USB ycTponcTB (kak npasBuno annapatHbix USB kntoven sawmTel M0O),
ucnonb3ytorca yctponcts USB-to-IP.
MpoussoguTens 1 Mogernb onpegenstoTcs B xoge npopaboTku 3anpoca.

Kaxgpein ns USB-noptos npussaseiBaetcs k BM (k ogHon BM moxeT 6bIT NpMBs3aHO HECKOMbLKO NOPTOB).

Ons kaxgoro 3akasdvka ycTaHaBnNMBaeTCs OTAeNbHOEe YCTPONCTBO.

He pekomeHayeTcs Mcnonb3oBaTh AaHHbIE YCTPOWUCTBA ANS NOAKIOYEHNST BbICOKOCKOPOCTHLIX USB yCTpONCTB, Taknx
Kak BHelWwHne HDD, dpnaww-Hakonutenu u T.n.

3.18. lNodknoyeHue 8HeWHUX cemesbix ycmpolicma/cep8epos pacronnoXeHHbIx 8 L]
Orange

CyuiecTByeT BO3MOXHOCTb 06beauHeHns husnyeckor cet u BupTyanbHomn cetn vDC Ha ypoBHe L2. 310 moxeT
6bITb VDC ceTb B KOTOPOM HENOCpPeaCTBEHHO HAaXOAATCA BUPTyarnbHble MalUUHbI, UMW OTAENbHbIA CEerMeHT
nsonuposaHHbIN Edge.

OT10 MoXeT ObITb HEOOX0AMMO B Crnyvae pasmMelleHns obopygoBaHua knueHTa B L Orange (ycnyra «Nethosting).
Tarke gaHHas onuust MoxeT OblTb UCNOMNb30BaHa Ans noaknoveHns VDC k cTopoHHeMy onepaTopy CBSA3W,
HanpsaMyo nnn vyepes puUsnyecknin MmapLLpyTmsaTop.

B 3aBucMmocTu oT Tpebyemon CKOPOCTU, 3TO MOXET ObITh:
e OgwvH nnn gBa nopta(MC-LAG) 1000BASE-T Ha 04HO YyCTPONCTBO, OpraHm3yeTcs MegHoe kabernbHoe
coeguHeHne Ao 06opyaoBaHNs KNNEHTa;
e OpauH nnu asa nopta(MC-LAG) 10GBASE-SR Ha 0QHO yCTPOWCTBO, OpPraHn3yeTcst onTuyeckoe kabenbHoe
coeavHeHune 0o obopynoBaHus knveHTa. He siernssemcsi cmaHOapmHbIM eapuaHmom, mpebyemcsi
npopabomka.
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4. OcHoeHbIe antemeHmMbI VMware Cloud Director

BupTyanbHas opraHusauus (organization, vOrg) — camblil BEpXHUIN aneMeHT B nepapxumn obbektoB abetpakuum Cloud
Director . CogepxuT B cebe nHdopmauuio 0 Nofnb30BaTEeNbCKUX akkayHTax Ballen opraHusauum n obuime
napameTpbl.

BupTtyanbHas opraHmnsaums (vOrg) — KOpHEBOW NOrMYECKUn aNeMeHT, cogepxalumi B cebe Bce Bawm vDC,
YYETHbIE 3anUcK agMUHMUCTPATOPOB, NapamMmeTpbl ayTeHTUdUKaLMS, yBeJOMMAEHWUI U T.0.

BuptyansHbii OL (virtual datacenter, vDC) — 3TO COBOKYMNHOCTb BalLMX 0OMnayHbIX pecypcoB (BMPTyanbHble
npoLieccopsbl, NaMsiTb, MECTO Ha ANCKe, CETU U T.4.). ATO cpeda, B KOTOPOWN cO3aatoTCs BUPTYarbHble MalUVHbI,
Habopbl BUPTYanbHbIX MallWH, 00beANHEHHbIX B OAHY rpynny - VAPP, ceTn n np. Bbl MOXxeTe yBenuumaTb €ro
pa3mepbl N0 Mepe HeobXoaMMOCTH, AOKYyNas HY>XHble Pecypchbl (MPoLEeccopbl, NaMATbL UKW UCKK) NyTeM NoanucaHnst
COOTBETCTBYOLLIEro 6GraHka 3akasa.

B Bawen opraHmsauumn vOrg moryT ObiTb ABa (unun 6onee) vDC B criyyae, ecrnu, HanpuMmep, OAHOBPEMEHHO 3aka3aHbl
06bI4HbIN VDC 1 ¢ onumen Disaster Avoidance.

VApp — 3710 Habop BUPTyanbHbIX MaLUWH, 06beanHEHHbIX B O4HY rpynny. Ero MoxHo co3gatb nycTbiM UM cpasy C
BMPTYyanbHbIMK MawHamn. bnarogaps vApp rpynnon BUpTyasbHbIX MallMH MOXHO YNpaBnsaTb Kak OAHOW eANHULIEN.
9710 ocobeHHO yaobHo, ecnun Bbl ynpaBnaeTe 60MbLON BUPTyansHOW MHpacTpykTypon. Ha ocHoBe VAPpP MOXHO
co3faBaThb WabnoHbl. Ecnn y Bac ecTb HE0B6XOAMMOCTb NEpMOANYECKU CO3aaBaTb OAHOTUMHbIE FPYMMbl BUPTyarbHbIX
MaLLWH, TO 9TO CBOMCTBO VApPP NO3BONMUT BaM CakoHOMUTL Bpems. Cloud Director Takke npegocTtasnseT
BO3MOXXHOCTb CO3[jaBaTb OTAENbHYIO CETb Ha YpOBHE VApPP, No3BonsAs obecneunsBatb AONOMHUTENBHYIO U30NALMIO
mexay ABYyMst VAPpP. VAPP MOXHO MCNOfMb30BaTh AN rpyNnUPOBKN BUPTYarbHbIX MAaLUWH, OTHOCSALLMXCS K OAHOMY
BGusHec-NpunoxeHuto. Takke Ha OCHOBE VAPP MOXHO pasrpaHMumBaTb AOCTYN MeXAy agMyHUCTpaTopaMum Ballen
opraHusaumm.

BupTyanbHble mawmHbl (VM, BM) moxHo co3gaBaTe 13 wabnoHos B kaTtanore (cpady ¢ OC) unm «c Hymnsay,
ycTaHaBnmBas Hy>Hyto OC u3 3arpyxeHHoro wwabnoHa unm obpasa.

KaTtanoru (Catalogs) — 910 nanku, B KOTOPbIX MOXHO XpaHWUTb WabnoHbl VAPpP, BUPTyarnbHbIX MaLLIWH 1 Meauva-
davinos (ISO-obpasbl).

CeTb ypoBHs opraHnsauum (Org vDC Network) — 310 ceTb, 4OCTyNHasi No ymonyanuto ansa scex vApp. Cetb
YPOBHS OpraHn3aLmm MoxeT ObITb U30NIMPOBAHHON OT BHeLIHMX ceTewn (isolated), mapupyTusmpyemon yepes Edge
Gateway (routed) nnv HanpsiIMyto COEANHEHHOM C BHELLHMMM ceTamu Ha L2 (direct).

[MoMMMO ceTn ypoBHS opraHusauum, kKotopas 4OCTymnHa Ans BceX VAPP 1 MOXET BbITb «pacTsHyTay Mexay pasHbiMu
vDC ogHon opraHusauum Bbl MOXeTe co3aaTb ceTb ypoBHSA VApp. o aTon ceTn ByayT B3aMmodencTBoBaTb
BMPTyarnbHble MallVHbl TOMbKO AaHHOro VApP: Ans BUPTyanbHbIX MalnH U3 Apyrux vVApp oHa He ByaeT AocTynHa.
CeTb ypoBHS VAPP MOXHO NOACOEAUHUTB K CETU YPOBHSI OpraHm3auunmn, TeM caMbiM NO3BONMB AaHHOMY VAPP
B3aMMOAEVCTBOBATL C APYrMMU VAP opraHusauum unm 3a ee npegenamu, npu aToM Mexzay ceTbto VAPP 1 CeTbio
vOrg 6ygeT HaxoguTCs cneunann3mpoBaHHbIi, «ManeHbkuii», Edge Gateway npegocTaBnsioLLen orpaHNYeHHbIN
dyHkuuoHan (tonbko FW,NAT 1 DHCP).

B o6nake Orange NpuHsTbHI CTaHAAPTHbIE cornaweHus 06 MMeHOBaHUU 0O HLEKTOB:

O6beKT

LWabnoH umeHun

Npumep pna "startrek.com'

Organization

vOrg-DOMAIN

vOrg-startrek.com

Virtual Datacenter

vDC-DOMAIN-XX

vDC-startrek.com-01

Edge Gateway CE-Internet (CE-GIN)

egw-ce-gin-DOMAIN-XX

egw-ce-gin-startrek.com-01

Edge Gateway CE-BVPN

egw-ce-ipvpn-DOMAIN-XX

egw-ipvpn-startrek.com-01

Edge Gateway (managed by customer)

egw-DOMAIN-XX

egw-startrek.com-01

Routed vDC network Internet (GIN)

vdcnet-gin-DOMAIN-XX

vdcnet-gin-startrek.com-01

Routed vDC network BVPN

vdcnet-ipvpn-DOMAIN-XX

vdcnet-ipvpn-startrek.com-01

Internal vDC network

vdcnet-DOMAIN-XX

vdcnet-startrek.com-01

Direct connected vDC network L2VPN

vdcnet-12vpn-DOMAIN-XX

vdcnet-12vpn-startrek.com-01

Distributed Port Group CE-Internet (CE-GIN)

dpg-ce-gin-DOMAIN

dpg-ce-gin-startrek.com

Distributed Port Group CE-BVPN (CE-BVPN)

dpg-ce-ipvpn-DOMAIN

dpg-ce-ipvpn-startrek.com

Distributed Port Group Internet (GIN)

dpg-gin-DOMAIN-VID

dpg-gin-startrek.com-2925

Distributed Port Group Internet (BVPN)

dpg-ipvpn-DOMAIN-VID

dpg-ipvpn-startrek.com-2924

Distributed Port Group Internet (L2VPN)

dpg-12vpn-DOMAIN-VID

dpg-l12vpn-startrek.com-2999
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External network Internet (GIN)

extnet-gin-DOMAIN-XX

PyKOBOLI,CTBO nonb3oBaTend

extnet-gin-startrek.com-01

External network BVPN

extnet-ipvpn-DOMAIN-VID

extnet-ipvpn-startrek.com-2924

External network L2VPN

extnet-I2vpn-DOMAIN-VID

extnet-12vpn-startrek.com-2999

OCHOBHOWM aAMUHUCTPATOP OPraHM3aLLMM

adm_DOMAIN

adm_startrek.com

5. Bxo0 e supmyasnbHbIlU Oama-ueHmp

lMocne oKoOH4YaHUS Co3aHust U HAaCTPOWKKM BaLLero BUpTyanbHOro gata-ueHTpa (ganee vDC — Virtual DataCenter) Bbl
nonyyumte ot Orange URL 1 agMMHUCTpPaTUBHBIN akkayHT gns goctyna kK vDC.

Ha Tekywmnn momeHT goctyneH toneko HTMLS  WEB-uHTepdeiic:

e «Tenant portal»: nonHoYyHKUNOHaNbHbIN HTEepdenc Ha 6ase HTML5.
JocTyneH no agpecy Buaa (B koHUe HeobxoaMMo ykasbiBaTb nms cesoero vOrg): https://flexible-computing-
advanced.orange-business.ru/tenant/vOrg-startrek.com/

OTkpbiBaem B 6pay3epe URL, BBOAMM B COOTBETCTBYHOLLME MOt UMSI NOMb30BaTeNs U Naporsib, BXOAUM B OCHOBHOE
OKHO ynpaBneHus obnakom:

wvmw VMware Cloud Director

Data Centers  Applications Networking Libraries Administration Monitor More v

Virtual Data Center

Environment Running Applications Used Resources

Sites: 1 &, Organizations: 1 ¢ Virtual Data Centers: 3 @ VMs: 1 G vApps: 2 {3} CPU: 4 GHz M Memory: 512 MB B storage: 2TB

Find by Name

& vde-startrek.com-ha-01
@ vorg-startrek.com, @ flexible-computing-advanced.orange-business.ru

Applications CPU Memory Storage

4 GHz 512 MB 5GB

10f1 \

Running VMs

50 GHz allocated 700 GB allocated

64 GB allocated

& vde-startrek.com-da-02
@& vorg-startrek.com, @ flexible-computing-advanced.orange-business.ru

Applications CPU Memory

2
e 0 MHz 0 MB 9GB
Oof2

Running VMs

Storage

8 GHz allocated 10 GB allocated 30 GB allocated

6. Tunu4Hble Nnpobnembi Npu NOoAkNYeHUU u pabome ¢ WEB-uHmepdgeticom

e [JlocTyn K nopTany ynpasnexus paspetueH nnbo ¢ IP ykazaHHbIX B ONpOCHUKe, NMbo Yyepes aBTopm3aLmnio Ha
FW. NamennTb cnncok IP nnv noneb3oBatenern MoxHo Yepe3 npouenypy Change Management (o6palleHuve B
Help Desk Orange).

7. Mpoeepka docmynHocmu pecypcoe VDC u cemeeol cesssHocmu

3aBepwarowmm warom HacTpovikv Bawwero VDC co ctopoHbl Orange aBnsieTcst dhakTnyeckas npoBepka AOCTYMHOCTU
pecypcoB U HanNnU4usa ceTeBon CBA3HOCTH.

[ns aToro Mcnonb3yeTcs NpegHacTPOEHHbIN WabnoH vApp «Orange-ATP». Mbl pekomeHayeM BaM NOBTOPUTb
MPOBEPKY.
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7.1.posepka docmyrnHocmu pecypcos

Haxogdace B ocHoBHOM pa3sgene «Data Centers» BolbepuTte uHtepecyowmin vDC:

vmw VMware Cloud Director Data Centers App ns  Ne king Libraries Administration

Virtual Data Center

Environment Running Applications Used R

® sites: 1 & QOrganizations: 1 ¢\ Virtual Data Centers: 3 M VMs: 1 b8 wApps: 2 O CP

N

&y wvde-startrek.com-ha-01

@& vorg-startrek.com, @ flexible-computing-advanced.orange-business.ru

Applications CPU Memory Storage
1
B 4 GHz 512 MB 5 GB
10f 1 \
Running VMs
50 GHz allocated 64 GB allocated 700 GB allocated
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CneBa B MeH0 «General»:

vmw ‘VMware Cloud Director Data Centers Applications Networking Libraries Administration Monitor
&
General
i1 Compute v
~ Info
vApPsS
Virtual Machi Name vdc-startrek.com-da-02
irtual Machines
. Description -
Affinity Rules P
& Networking v Status ) Enabled
Networks R
Edges Allocation Model Allocation poaol
Security vePy 1GHz
= Storage " CPU (Allocation Used/Quota) 0 MHz / 8 GHz (0%)
Named Disks Memory (Allocation Used/Quota) 0 MB /10 GB (0%)
Storage Policies
i Settings v
General
Metadata
Sharing
Kubernetes Policies
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[locTynHble ANCKOBbIE pecypchbl MOXHO yBUAETb B MeHI0 «Storage Policies»:

vinw VMware Cloud Director Data Centers Applications
< All Virtual data centers Site: flexible-computing-advanced. orange-business.ru Organization: vorg-startrek.com Data center: vdc-startrek.c
« o
Storage Policies
i3 Compute o
vApps
Virtual Machines Name + v | Status v | Defaut v | Used Limit Capabilities
Affinity Rules O #SYSTEM o o 0 MB 100 GB 2
& Networkin ~
= - M O #SYSTEM-sitel v 0O MB 100 GB 2
Networks -
(_j #SYSTEM-site2 o 0O MBE 10 GB 2
Edges -
O gold_g2-da v 0 MB 10 GB 2
Security
O gold_e2-ha \/ O MB 10 GB 2
= sStorage v
O gold_e2-ha-sitel v O MB 10 GB 2
Named Disks - aee
| storage poiicies | gold_e2-ha-site2 ~ 0 MB 10GB 2
& Settings — @] platinum_e2-da \/ 0O MB 10 GB 2
General O platinum_e2-da-site2 v OMB 10GB 2
Metadata O platinum_e2-ha v OMB 10GB 2
Sharing O platinum_e2-ha-site2? o OMB 10 GB 2
Kubernetes Policies O platinurn_plus_e2-ha-sitel v 0 MB 10 GB 2
O platinum_plus_e2-ha-site2 v 0 MB 10 GB 2
O silver_e2-da o oMB 10 GE 2
O silver_e2-ha v OMB 0GB 2
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7.2.lposepka cemesbix pecypcos

PyKOBOLI,CTBO nonb3oBaTend

B pasgene «Data Centers» BbibpaTb VDC, BbiGpaTb B MEHIO crieBa «VAPPS», 3aNTu B TECTOBbLIN VAPP:

vmw VMware Cloud Director

Data Centers

«

i Compute‘/ v

vApps

vApps

Find by: Name

Virtual Machines

: NEW v
Affinity Rules
© Networking v
ATP-1.0
Networks Powered off
Lease Never Suspends
Edges Created On 05/16/2018, 5:56:30 PM
. Owner adm_startrek.com
Security
VMs Manage
[-f-.} Storage W 1 VM Consoles
Named Disks @ &5 <]
CPUs Storage Memary
Storage Policies 2 206 TBG 512MB
& Settings ~ EADGES
General ACTIONS ~ DETAILS
Metadata
Sharing

1Virtual Applications | Expired: No x = Clear all

nepengute B BM:

BupTyanbHas mawmHa "orange-atp" yxe AoJhkHa OblTb BKMHOYEHA, ECIM 3TO HEe TakK - 3anycTute VAPP LENMKOM,

All vApps » ATP-1.0

&5 ATP-1.0

Powered on

/ Find by: Name

Virtual Machines 1 Virtual Machines

POWER OFF STOP

General

Start and Stop Order

Network Diagram Name Console

orange-atp

Networks

Guest Properties

Sharing

RENEW LEASE

VM Console

CHANGE OWNER

ALL ACTIONS ~

ADVANCED FILTERING

Status

Powered on

Lease

Never Suspen... @

Sort by: Name I
(P Multiselect
Created On (o 1]

05/16/2018, 5:56:33 PM  Ubl

[na goctyna B KOHCOMb BUPTYanbHOM MaLUnHbl MOXHO ncnonb3oBatb WEB-koHcomnb unu VMRC (pekomeHayeTcs, HO
TpebyeT ycTaHoBkM knneHTa Ha MK, [na nony4eHns anctpnbyTtusa cesxunteck ¢ Orange):

AllvAapps > vapp-ebfl8528-ece7-4d7e-83e9-b3e65cf8346a » vm-82834197-c87f-4a3¢-8089-ba3adb3579f0

=
@ orange-atp POWER OFF I LAUNCH WEB CONSOLEI |LAUNCH REMOTE CONSOLEl ALL ACTIONS v~

Powered on \ /

General
EDIT
Hardware
Name orange-atp
Removable Media
Hard Disks Status Powered on
Compute
Computer Name orange-atp-0
Advanced
NICs Description
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BM u3 gaHHoro vVApp aBTomaTtudeckm Bxogat B OC 1 nony4yatoT ceTeBble HacTpowiku Yepe3 VMware Tools. OcTtaértcs
NpoBepUTb OOCTYMNHOCTb ceTen, Ansd NHTepHeT aTo OyaeT, Hanpumep, komaHaa «ping yandex.ru» B pedynbtaTe
BbINOSTHEHNST KOTOPLIA OOMKHbI ObITb Nony4deHsbl ICMP oTBeTbI:

0 &

=-computing-advanced.arange-business.ru,/tenant/vorg-startrek.com/wmks-console/index.html?, == kg

Orange-ATP - orange-atp

FULL SCREEM

| CTRL+ALT+DEL | | OPTIONS |

Last login: Wed Dec 9 15:08:33 MSK 2020 on ttyl
elcome to Ubuntu 14.04.3 LTS (GNU-Linux 3.19.0-Z25-generic x86_64)

#* Documentation: https:- shelp.ubuntu.coms
System information as of Wed Dec 9 15:08:51 MSK 2020

Processes: 90
Users logged in: O

System load: 0.0
Usage of ~: 36.7% of 3.11GB

Memory usage: 13
Suap usage: 0

Graph this data and manage this system at:
https: slandscape.canonical .com/

tpRorange-atp:~5 ping yandex.ru
PING yandex.ru (5.255.255.77) 56(84) bytes of data.

64 bytes from yandex.
64 bytes from yandex.
64 bytes from yandex.
64 bytes from yandex.

™
ru
™
ru

(5.255.255.77):
(5.255.255.77):
(5.255.255.77):
(5.255.255.77):

icnp_seq=1 tt1=249 time=4.95
icmp_seq=2 tt1=249 time=5.13
icmp_seq=3 tt1=249 time=5.16
icmp_seq=4 tt1=249 time=5.10

C

—— yandex.ru ping statistics ——

1 packets transmitted, 4 received, 07 packet loss, time 3003ms
rtt min‘avgsmaxesndev = 4.957/5.089-5.164/0.079 ns
tp@orange-atp:™5 _

Ons cetn BVPN (BM atp-BVPN) npouegypa aHanormyHa, Ho NpoBepsiTb criegyeT AOCTYNHOCTb yAanéHHOro XocTa B
Bawen BVPN ceTu.

8. YnpaeneHue y4émHbIMU 3anucsiMu nosib3oeameJsied

Cloud Director no3sonsieT ynpasnsTb NpaBamMv 40CTyna nonb3oBaTtenen kK obnavHbiM pecypcam. BeibpaTb HyXHyLO
POfb MOXHO NpY CO34aHNM HOBOMO NONb3oBaTeNS.

Mpn nepBOHavYanbHOM HACTPOKe Ballero obnaka co3gaérca oauH Nonb3oBaTernb C NoMHbIMKU NpaBamu Organization
Administrator, B cnyyae Heob6xoaumocTu Bbl MOXeTe co3faTb Ntoboe KoNnMuecTBo nonb3osBaTenen ¢ pasHbIMm
npaBamu.

vmw VMware Cloud Director Data Centers Applications Networking Libraries =~ Administration Monitor Morev

«

AccessContrO/ v

Groups

Users

NEW

Name

EXPORT USERS

Full Name Locked Role Type

Roles adm_startrek com 1 Enabled Administrator Local

« Organization

Tokens csr Enabled Local

ce Identity Providers e vesamtest Enabled 7 Organization Administrator Local

SAM|
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3anonHuTe napameTpbl HOBOTO NONb30BaTENs U YCTAHOBUTE POJib:

Create User

Credentials

User name *

X

Password *
Confirm password *

Enable

Configure user's guota (:)

Input is required

Built-in rights for administering an organization

Rights given to a user who uses catalogs and crez
Rights given to a user who can only view virtual m
Rights given to a user who uses vApps created by

Rights will be determined based on information re

1- 5 of 6 role(s) 1/2

Role
Available roles * Select a role v
Contact Info Name Description
Eull name Organization Administrat

vApp Author
Email address Console Access Only

vApp User
Phone number Defer to Identity Provider

<
M
Quotas
All VMs guota Unlimited @
v
DISCARD
Tvnbl ponen:

PyKOBOLI,CTBO nonb3oBaTend

e AgmuHwncTtpaTtop opraHusaumm (Organization administrator) — nonHble npaBa AOCTyNa KO BCeWn opraHvM3aunm 1

eé nepapxum.

CospgaTtenb katanora (Catalog Author) moxeT cozgaBaTtb 1 ny6nvkoBaTb KaTanoru.

Cospgatenb VApp (VApp Author) MoXeT ucnons3oBaTbk Katanoru u cosgaBsatb VApPP.

Monk3oBaTtene VApp (VApp User) MOXeT ucnonb3oBaTh CyLlecTByoLwme VApP.

KoHconbHbI goctyn (Console Access Only) n0o3BoONUT NOMb30BaTEMNO C TAKOW POSbIO TONMLKO NPOCMaTpuBaTh

CcBOWCTBaA BUPTYyarnbHbIX MallnH U NOJ1Ib30BATbLCA KOHCOJ1bHO roctesont OC (663 BO3MOXHOCTU ynpaBJieHUA eé

«MUTaHEMY).

MpaBa gocTyna K onpeaenéHHbIM VAP AN nosib3oBaTtenen ¢ ponbio VApp User 3agaoTcst B HacTpokax

KOHKpeTHOro VApp:
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vmw VMware Cloud Director Data Centers App

&«
vAppPS

333 COMPUYE/ e Find by: Name ADVANCED FILTERING

vApps

_ _ 1 Virtual Applications Expired: No x Clear all filters

Virtual Machines

Affinity Rules NEW
© Networkin v
- . Orange-ATP

Networks Powered on

Lease 52 minutes {Suspends) @
Edges Created On 12/09/2020, 3:07-37 PM
. Owmner system
Security
VMs Manage
& storage v 1
Power »
Named Disks
Renew Lease
- 2

Storage Policies Snapshot >
i Settings v

General ACTIONS ~

Metadata Copy

Sharing \ Change Owner

Kubernetes Policies share
Add >
Share X
Share with All Users and Groups
° Specific Users and Groups
Users @ Groups @
(I show selected
Name Access Level
adm_startrek.com
Read Only
csr
Read Only
Read Only
veeamtest Read\Write
Full Control

Users

B crnyyae Heo6XxoAMMOCTN MOXET OblTb UCMOMb30BaH MEXaHU3M MHTEerpaLmmn y4E€THbIX 3anmMceil CTOPOHHEN CUCTEMBI
yepe3 SAML vnm OIDC. MNMpwn 3Tom cTaHgapTHoe okHo roruHa Cloud Director 6ygeT nuameHeHo, ans Bxoga ¢
NCNONb30BaHNEM JTOKarbHbIX YY4ETHBIX 3anucen Heobxoammo ncnonb3oBath Ans Bxoga URL Buaa «https://flexible-
computing-advanced.orange-business.ru/tenant/HA3BAHUNE-VORG/login»
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vimw \VMware Cloud Director

PyKOBOLI,CTBO nonb3oBaTend

Content Hub Administration Monitor More v

/% Access Control ~
Users
Groups

Roles

£o ldentity Providers ~
SAML

oIDC

Ed Certificate Managem... v
Trusted Certificates

Certificates Library

o

£, Organizations

& Settings ~
General

Email

Guest Personalization
Metadata

Multisite

Policies

(\"/)
{1

SAML Configuration

You have not configured SAML yet

Certificate Expiration: 01/16/2025, 05:33:58 PM

CONFIGURE

REGENERATE CERTIFICATE

MoapobHyto MHOpMaLUio MO HACTPOMKe CM. B AOKYMeHTauumm npomssoauTens: https://docs.vmware.com/en/VMware-
Cloud-Director/10.5/VMware-Cloud-Director-Service-Provider-Admin-Guide/GUID-89329614-343E-44AC-9AD3-

90A3119D970B.html

9. 3aepy3ka obpasoe (ISO) u wabnoHoe BM

9.1. Co3daHue Kamarsozaa

Ons nony4yeHnsa BO3MOXHOCTU 3arpy3ku noboro TMna gaHHbIX, B nepByr o4yepenb HeobxoaQMMOo co3aaTh Katanor ansi

NX XpaHeHnaA:

vmw ‘VMware Cloud Director

Catalogs
&5 Welcome to Content Hub
i:3 Content NEW
Bs Catalogs
Name 1T
%\ Manage Resources v
Cisco
?1 VMware Marketplace
f Helm Chart Repository Cisco IPT
[ Kubernetes Operator Linux Shared

Microsoft Shared

Shared catalog

test

Content Hub Administ Monitor

Version Status Shared External
24 Ready ) -
6 Ready ) -
44 Ready ) -
39 Ready o) -
70 Ready s -
2 Ready s -

BbibeprTe MECTO XpaHEHUS KaTasloroB:
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Create Catalog X
hame this Catalog

You can use a catalog for sharing vApp templates and media with other users in your arganization. You can alsc have a private catalog for vApp templates and
media that you frequently use.

Name * TestCatalog

Description

4
Pre-provision on specific storage @
policy
Org VDC I wdc-startrek com-ha-02 I w
Storage Policy gold_e2-ha -

Mo YMOIT4aHUKO KaTanor 6y,u,eT 0O0CTyneH BCEM MNOJib30BaTeIAM BaLLen opraHunsauunmn B pexmmMme TOJIbKO AJ1d YTeHUA, B
Cly4yae HeobXxoaMMOCTN 3TO MOXHO U3MEHUTb:
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vimw VMware Cloud Director Jata Center: Applications Metworking Content Hub
Catalogs
&n Welcome to Content Hub
12 Content MEW
B= Catalogs
Mame . Version Status
2, Manage Resources e
. Cisco 24 Ready
I WMware Marketplace )
Em Helm Chart Repository : DscolfT ° Ready
[l Kubernetes Operator : Linux Shared 44 Ready
: Microsoft Shared 39 Ready
: Shared catalog 70 Ready
E test 21 Ready
Edit
——- T2
Publish settings
Storage Policies
Change owner
Metadata
Delete Catalog
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Share Catalog 'test’ X
Users and Groups Organizations

Share with

@ All Principals Full Control W

(") Specific Principals

Users & Groups @ Service Accounts
(3P show selected

R Name T Full Mame Access Leve

DISCARD SAVE

9.2. 3aepyska Yepes Cloud Director

Mocne co3pgaHua kaTanora NOSBNSETCA BO3MOXHOCTb 3arpy3uTb 1ISO-o06pasbl (“Media & Other”) unu wabnoHel VApp B
dopmate OVA nnn OVF («vApp Templates»).

BHumaHue:

e OO6pasbl gomkHbl 6bITb B hopmaTte OVF, nnb6o OVA. MakcumanbHasa Bepcusa nogaepxusaemoro Virtual
Hardware — 19;

e K mawmrHe He JOIMKHbI ObITb MOAKMYEHbI AOMONHUTENbHBLIE YCTPONCTBA, Kpome SCSI HDD, IDE CD-ROM,
VMware Video Card, Network Adapters (ncnonb3oBaHue Takmx yCTPOMCTB, Kak 3ByKOBble kapTbl, SATA
OVCKOBbIE YCTPOWCTBA U Ap. He noaaepxmBaeTcs). [103aToMy ecnu y Bac ecTb BUpTyarnbHas MalluHa B
dopmarte VMX (Hanpumep, 13 nokanbHon nHctannaumm vSphere unm VMware workstation), 1o nx
npegBapuTensHo Heobxoammo akcnopTupoBaTth B popmate OVF/OVA unm cKoHBEpPTUPOBaTL YTUNUTON
ovftool.
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vmw VMware Cloud Director Data Centers  Applications Networking = Libraries Administration Monitor Morg

&«
vApp Templates
[n Content Libraries v -
NEW IMPORT FROM VCENTER
vApp Templates

Name T Status Expired ® Catalog

= O

Organization VDC Templ...

=)

Media & Other -— BE-TEMPL (D Critical No [ test L

9.3. 3aepy3ka yepes FTPS-cepsep Orange

AnbTepHaTuBHbIM cnocobom 3arpy3ku wabnoHos BM gaensaetca ncnonb3osavve FTPS-cepsepa Orange. [JaHHbIN
BapuaHT 6onee ygobeH B criyyae He06xoouMOCTKM 3arpy3km 6onbLioro konnyectsa BM nnm ecnu Bl 3akasanu ycnyry
murpauun BM cunamm Orange (B 3TOM crniyvyae BO3MOXHa 3arpy3ska cannos BM 6e3 koHBepTaunm B OVA/OVF).
PekBunauntbl goctyna k FTPS-cepBepy Bbl MOXeTe Nony4ntb, obpaTtnBwmnct B HelpDesk Orange nmbo kK akkayHT
MeHexepy.

lMocne okoH4YaHUs 3arpy3ku Bbl AOMKHbI cooOWnTE 06 3ToM B Orange Ans npoBefeHns npouenypbl MMnopTa.

MapameTpbl NOAKMIOYEHNS:
e Xocr: fca-ftps.orange-business.ru
o [lopT: 21
e [lpotokon: FTP
LLndposanue: FTP over TLS explicit

Mpumep ans knuenTa FileZilla (https://filezilla-project.org/):

General Advanced Transfer Settings Charset

Protocol: FTP - File Transfer Protocol et
Host: fea-ftps.crange-business.ru | Port: | 2| |
Encryption: | Require explicit FTP over TLS el
Logon Type: | Mormal it
Usern | startrack |
Password: |---------- |

9.4. Baepy3ka yepe3s ovftool

YTtunuTta ovftool sensetcs kpanHe ygobHon npu paboTe ¢ vCloud 1 nokasbiBaeT 6OMbLLYIO CKOPOCTb paboThl MO
cpaBHeHuto ¢ WEB-nHTepdencom. MNMoapobHyo 4OKYMEHTaLMUI0 MOXKHO MOMY4YMTb HA CTPaHULLE YTUMUTLI.
Ha Tekywun momeHT Heobxogmma Bepcus ovftool 4.4.0.

Hwxe npvBeaeHbl HECKOMbKO NPYMEPOB CUHTaKcuca:
e Export vApp Template from vCloud

ovftool.exe --targetType="OVA" "vcloud://USERNAMEQRflexible-computing-
advanced.orange-business.ru?org=vOrg-startrack.com&vDC=vOrg-startrack.com-
0ls&vApp=vApp 01" "C:/Users/test/Desktop/vm.ova"

e Import vApp Template from vCloud

ovftool.exe --sourceType="OVA" "C:/Users/test/Desktop/vm.ova"
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"vcloud://USERNAME@flexible-computing-advanced.orange-business.ru?org=vOrg-
startrack.com&vDC=vOrg-startrack.com-0lscatalog=test&vappTemplate=testtemplate"

e Upload ISO

ovftool.exe --sourceType="ISO" "C:/down-file.iso" "vcloud://USERNAME@flexible-
computing-advanced.orange-business.ru?org=vOrg-startrack.com&vDC=vOrg-
startrack.com-0l&scatalog=testsmedia=image"

10.Cemu vOrg u vVApp

10.1. CosdaHue vOrg cemu
vmw VMware Cloud Director Data Centers  Applica Libraries Administration ~Monitor Morev
« \
Networks
i Compute v
TS N E W e
Virtual Machines Mame T Status Gateway CIDR Metwork Type Connected To IP Pool Shared Route
Consumed Advertised
Affinity Rules
Shared-net-test ) Normal 192.168.83.1/24 solated - | 1% @
& Networking v
Networks
Edges
Security
= storage v

New Organization VDC Scope
Network

ﬁ Current Organization Virtual Data Center

1 Scope R

B 3aBucumocTu oT 3agayu, BoibmMpaem U30NnMpoBaHHyo ceTb NTMBO NoaKMNoYEHHY0 K EGW.

New Organization VDC Network Type
Network

Select the type of network that you are about to create
) s © isolated

2 Network Type

Routed

YkasbiBaem napameTpbl ceTu. Ecnn nnaHupyetcs ncnonesosate DHCP, HE06X0AMMO yMEHbLUMTBL Ha pasMep nyna
DHCP-agpecos Static IP pool. Ecnn Bawa nHdpacTpykTypa nmeet 6onee ogHoro vDC, ceTb MOXHO caenatb
OOCTyNHOM Ans octanbHbIX VDC, ons 3Toro Heob6xo4Mmo BKINKOYUTL NapamMmeTp:
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New Organization VDC General
Network
Name *
1 Scope

Gateway CIDR *

=y
L

2 Network Type

Description
3 General

Shared ® ] @

10.2. CosdaHue VApp cemu

HacTpolika VApp ceTu Npon3BoauTcs U3 okHa VAPP (B oTiMumne ot vOrg ceTu).

vmw VMware Cloud Director Data Centers Applications Networking Libraries Administration Monitor

«
All vApps > ATP-10

! Compute v
B8 ATP-1.0 | roWER OFF  START  STOP  RENEW LEASE  CHANGE OWNER  ALL ACTIONS v

VADDS Powered off

Virtual Machines

Aff\nity Rules General vApp Fencing vApp is not fenced @
. Virtual Machines
@ Networking ~
NEW
Start and Stop Order
Networks B
. Name T Status Gateway CIDR Connection Retain the IP/MAC Resources.
Edges Network Diagram
™ Shared-net-te. (@) 192.168.83.1/24 Direct: Shared-net-te..
Security Networks
< >

& Storage v Guest Properties 1-10f 1vApp network(s)

Named Disks Sharing

Storage Policies Metadata
@ Settings ¥ Monitor

General Tasks

Events
Metadata

B vApp moxHo gob6asutb Hanpsimyto(L2) vDC ceTb unu cgenatb N30fMpOBaHHYIO:

Add Network to ATP-1.0 X

Type CrgVDC Network vApp Network

CANCEL
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M3onupoBaHHyto ceTb VAPP MOXHO NOAKMYNTL K ceTun VOrg cetn yepes «vApp Edge» (4obaBnTbCs BO3MOXHOCTb
akTuBmpoBatb FW n NAT):

Add Network to Orange-ATP

Type CrgVDC Network Q vApp Network

Name *

Description

Address and DNS

Gateway CIDR *

Primary DNS

Secondary DMNS

DNS suffix

Allow Guest VLAN

Static IP Pools
Enter an IP range (format: 192.168.1.2 - 192.168.1.100)

Static IP Pools
Enter an IP range (format: 192.168.1.2 - 192.168.1.100)

Total IF addresses: O

Connect te an orgVdc [ @)

network
Name T Status Organization VDC Gateway CIDR Network Connected IP Pool Sh

Type To Consumed
© sSharednettest @ vdc-startrek.com-ha-... 192.168.83.1/24 Isolated - | 1% &

shared-routed @] vdc-startrek com-ha-_. 192.168.100.1/25 Routed - | 1%

<
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NAT, DHCP n FW ansa Takoro BapuaHTa HacTpamBatoTCa BHYTPU CETU:

All vApps » Orange-ATP » fest

itest DELETE SYNC SYSLOG

General
EDIT

IP Management

) Firewall Enabled
Static Pools
DNS MNAT Enabled
pricp &
P Allocations .
[P jfi// ~ Firewall Rules
Services
# Name Enabled Action Prd
Routing
Allow all outgoing traf. Yes Allow An

11.NSX Edge Gateway
11.1. Pa3amepsi u npouzsodumernibHocmb NSX Edge Gateway

Mo ymonuyanuio NSX Edge Gateway pa3amep Compact u orpaHuyeHme Ha NnogkntoyeHne 4o 9 BHYTPEHHUX KIUEHTCKMX
BMpTyanbHbIx ceTen (10 OCHOBHbIX MHTEPENCOB, 0aMH 3aHAT uplink). JononHuTeneHble nHTepdencol (4o 200 wT Ha
KaXXJOM OCHOBHOM) MOXHO HacTpOUTb C UCMOMNb30BaHNEM THUMa NOAKMNIOYEHNSA BHYTPEHHEN ceTu «Subinterface» Ha
Ka)XQ,OM OCHOBHOM MHTepdeNnce.

MoxHo 3aka3aTb usmeHeHne pasmepa NSX Edge Gateway Ha Large, X-Large n Quad-Large, a Takke yBennyuTb
KONM4eCTBO NMokKnoyaeMblX CeTen 1 akTuBmupoBaTb onuuto high availability ana NSX Edge.

Ot pasmepa EGW 3aBUCUT Npon3BOAUTENBHOCTb €ro PyHKLMI:

NSX Edge | NSX Edge | NSXEAGe | oy Edge
(Compact) (Large) (Quad- (X-Large)
Large)
vCPU 1 2 4 6
Memory 512MB 1GB 1GB 8GB
Disk 512MB 512MB 512MB 9.5GB
Interfaces 10 10 10 10
Sub Interfaces (Trunk) 200 200 200 200
NAT Rules 2048 4096 4096 8192
ARP Entries Until Overwrite 1024 2048 2048 2048
FW Rules 2000 2000 2000 2000
FW Performance 3Gbps 9.7Gbps 9.7Gbps 9.7Gbps
DHCP Pools 20k 20k 20k 20k
ECMP Paths 8 8 8 8
Static Routes 2048 2048 10240 10240
LB Pools 64 64 64 1024
LB Virtual Servers 64 64 64 1024
LB Server / Pool 32 32 32 32
LB Health Checks 320 320 320 3072
LB Application Rules 4096 4096 4096 4096
L2VPN Clients Hub to Spoke 5 5 5 5
L2VPN Networks per Client/Server 200 200 200 200
IPSec Tunnels 512 1600 4096 6000
SSLVPN Tunnels 50 100 100 1000
SSLVPN Private Networks 16 16 16 16
Concurrent Sessions 64k 1000k 1000k 1000k
Sessions/Second 8k 50k 50k 50k
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LB Throughput (L7 Proxy) n/a 2.2Ghps 2.2Gbps 3Ghps
LB Throughput (L4 Mode) n/a 6Gbps 6Gbps 6Gbps
LB Connections/s (L7 Proxy) n/a 46k 50k 50k
LB Concurrent Connections (L7 Proxy) n/a 8k 60k 60k
LB Connections/s (L4 Mode) n/a 50k 50k 50k
LB Concurrent Connections (L4 Mode) n/a 600k 1000k 1000k
BGP Routes 20k 50k 250k 250k
BGP Neighbors 10 20 100 100
BGP Routes Redistributed No Limit No Limit No Limit No Limit
OSPF Routes 20k 50k 100k 100k
OSPF LSA Entries Max 750 Type-1 20k 50k 100k 100k
OSPF Adjacencies 10 20 40 40
OSPF Routes Redistributed 2k 5k 20k 20k
Total Routes 20 50 250 250

11.2. Hacmpotika DHCP

Mepenagnte Ha 3aknagky Networking, Edge Gateways, Bbibepute HyxHblh EGW, HaxxmuTe Services:

vimw VMware Cloud Director Data Centers Applications = Networking Libraries Administration Monitor More v

Networks Edge Gateways Data Center Groups

—

NEW EDIT OPEN IN VDC CONTEXT SERVICES REDEPLOY ENABLE DISTRIBUTED ROUTING SYNC SYSLOG DEL

\ Mame T Status Scope Distributed Routing Used NICs External Networks

° egw-startrek. com-da-.. ) Normal ¢ vdc-startrek.com-ha-_.. Disabled 3 2

Bkntounte cepsmuc DHCP, HaxmuTe Add

Edge Gateway - egw-startrek.com-da-01

Firewall DHCP MNAT Routing Load Balancer VPN Certificates Grouping Objects Statistics Edge Settings

Pools Bindings

DHCP Pools
/N You have unsaved changes.
DHCP Service Status

IP Range Primary Name Server Auto Configure DNS Default Gateway

3apavite napameTpbl nyna
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Add DHCP Pool

IP Range *

Domain Name

Auto Configure DNS
Primary Name Server
Secondary Name Server
Default Gateway
Subnet Mask

Lease Mever Expires

Lease Time (Seconds)

1E-|71 6100172166200

example.com

»

17216161

172161610

17216161

255.255.255.0)

@ _

286400

DISCARD KEEP

BHumaHue: gnanasoH aTux IP agpecoB He JomkeH nepecekatbed ¢ Static IP Pool ceTn ypoBHSA opraHusaumn.
OTO MOXHO MOCMOTPETL U U3BMEHUTL 30ECh:

vmw VMware Cloud Director Da

Networking

Networks Edge Gateways
NEW
Name T Status

Shared-net-test &) Normal

shared-routed (&) Normal

Data Center Groups

¢y vde-startrek com-ha-

¢y vde-startrek com-ha-

Gateway CIDR Network
Type

192.168.83.1/24 Isolated

192.168.100.1/25 Routed

Connected To

«+ egw-startrek com-da-

IP Pool Shared
Consumed

Filter by All

Wiew accessible networks

% &

1%
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vw VMware Cloud Director Networking Libr

All Networks > shared-routed

% shared-routed oPeNn IN vDC CONTEXT  DELETE

General
EDIT
IP Management
: Gateway CIDR 182.168.100.1/25
Static IP Pools
DMNS Static IP Pools 192.168.100.2 - 192.165.100.100
P Usage Total IP addresses: 99

11.3. Hacmpouika NAT

NAT (Network Address Translation) - TpaHcnsaumsa npmBaTHbIX («cepbix», RFC1918) IP-agpecoB BO BHeLWHWE
(«B6enble») n HaobopoT. Bnarogapst aTomMy nNpoLeccy Balla BUpTyanbHasa MallvHa nonyyaeTt 4ocTtyn B VIHTepHeT. [ns
HacTpoWkun aToro mexaHuama B Cloud Director HyxHO HacTpouTb npasuna SNAT n DNAT.

11.3.1. CosdaHue npasuna SNAT

SNAT (Source Network Address Translation) - mexaHn3Mm, CyTb KOTOPOrO COCTOUT B 3aMeHe agpeca UCTOYHMKA Npwu
nepechblfike nakeTa.

MepenagnTe Ha 3aknagky Administration, BeibepuTe ceomn vDC, Bknagka Edge Gateways, HaxxmuTe Ha Hy>xxHom EGW
BblibepuTe NyHKT Edge Gateway Services.

vimw VMware Cloud Director data Centers A -ations ~ Networking  Libr:
MNetworks Edge Gateways Data Center Groups
MNEW
Name T Status Scope Distributed Roud
egw-startrek.com-da-_. @ Mormal ¢y vdc-startrek.com-ha-.. Disabled
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wvmw VMware Cloud Director i ns ~ Networking Libraries Administratic

All Edge Gateways > egw-startrek.com-da-01

&
2 egw—startrek.com—da—01 EDIT SERVICES REDEPLOY ENABLE DISTRIBUTED ROUTING SYNC SYSLOG OPEN IN VvD(

General

External Networks Name T Subnets IP Addresses
Networks & subnets
extnet-gin-startrek.com-01 194.84.17.241/29 194.84.17.242
Default Gateway
Rate limits
- extnet-ipvpn-startek.com-01 17216.253.1/24 172.16.253.2
IP settings

IP Allocations
IP Usage

Momnmo ocHoBHOro agpeca EGW, moryT 6bITb Ha3HayYeHbl 4ONONHUTENbHbIE aapeca U3 NOAKMYEHHBIX K HEMY
ceTen:

vmw VMware Cloud Director Dat 5 Networking Libraries Administratid

All Edge Gateways » egw-startrek.com-da-01

<> egw-startrek.com-da-O1 EepiT  SERVICES REDEPLOY  ENABLE DISTRIBUTED R

General
EDIT

External Networks
Networks & subnets External network T Sub-allocated IP pools
Default Gateway
Rate limits extnet-gin-startrek.com-01 194.84.17 243 -194.8417.243
b et extnet-ipvpn-startek.com-01 -

| IF Allocations |
IP Usage

3akponTe OkHO, Ha HykHOM EGW BbiGepuTe NyHKT Services.

vimw VMware Cloud Director Data C Ap) s Networking Librari Administration  Monitor

Networks Edge Gateways Data Center Groups

NEW EDIT OPEN IN VDC CONTEXT SERVICES REDEFPLOY ENABLE DISTRIBUTED ROUTING SYNC SYSLOG DEL

\ Name T Status Scope Distributed Routing Used NICs External Networks

° egw-startrek. com-da-.. () Normal ¢ vdc-startrek.com-ha-_.. Disabled ] 2

Mepengute Ha Bknagky NAT, Haxnmaem kHonky Add SNAT
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Edge Gateway - egw-startrek.com-da-01

Firewall DHCP MNAT Routing Load Balancer VPN Certificates Grouping

NAT Rules

[ 4 DMAT RULE l [ +5er:1 RULE l

1D Type Action Applied on Original

IP Address Port

Mo MAT rules defined.

3anonHsem napameTpbl
¢ B none Applied on yka3sbiBaem BHeLLHIOO ceTb (BMaa extnet-gin-DOMAIN-XX);
o B none Original source IP/range yka3biBaeM BHYTPEHHWUI Anana3oH agpecos, Hanpumep 172.16.253.0/24;
e B none Translated source IP/range BHeWHUI agpec, Yepes KOTopbIA OyaeT OCyLLEeCTBNATLCSA BbIXOS B
VIHTEpHET 1 KOTOpbI Mbl NOCMOTPENY Bo Bkraake Sub-Allocate IP Pools unu Ha ocHoBHOW agpec.

Add SNAT Rule X

Applied On: extnet-gin-startrek.com-01
Original Source IP/Range * 17216.253.0/24
Translated Source IP/Range * 194.8417.243 =

SELECT

Destination IP Address

Destination Port

Description

DISCARD KEEP
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11.3.2. Cos0aHue npasuna DNAT

PyKOBOLI,CTBO nonb3oBaTend

DNAT- MmexaHn3Mm, N3MeHsIIOLUIN agpec HasHaYeHns nakeTa, a Takke nNopT HasHayvyeHusa. Mcnonb3yeTcsa ons
nepeHanpasneH1s BXOOALWNX NakeToB C  BHELLHEero agpeca/noprta Ha npmBaTHbIV IP-agpec/nopT BHYTpY YacTHON

ceTun.
Ha saknagke NAT Haxumaem kHonky Add DNAT

Fdge Gateway - egw-startrek.com-da-01

Firewall DHCP NAT Routing Load Balancer VPN
NAT Rules

[ + DMNAT RULE ] l + SMAT RULE ]

1D T Action Applied on

Mo MAT rules defined.

Certificates Grouping Objects

Original Translg

IP Address Port IP Add

3anonHsem napameTpbl:

e B none Applied on yka3sbiBaem BHeLLHIOO ceTb (BMaa extnet-gin-DOMAIN-XX);

B none Description ykasbiBaeM onucaHue npasuna DNAT,;

B none Protocol - npoTokon;
B none Original Port — nopT Ha BHeELWHeM nHTepdeiice;
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B none Original IP/range yka3biBaeM BHeLLHUN agpec (agpec us gnanasoHa Sub-Allocate IP Pools);

B none Translated IP/range - ykaxuTe BHyTpeHHUN IP-agpec, Hanpumep 172.16.253.50
B none Translated port — nopT Ha3Ha4YeHUs Ha BHYTPEHHEM cepBepe
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Add DNAT Rule
L)
Applied On: extnet-gin-startrek.com-01
Original IP/Range * 194.8417.243
Protocol TCP L
Original Port 443 -
ICMP Type
Translated IP/Range * 17216.253.50
Translated Port 443 - -
DISCARD KEEP

Mocne atoro Heobxoanmo HacTpouTb Firewall Ha nponyck COOTBETCTBYIOLLMX NAKETOB.

11.4. Hacmpodka Firewall

MepenanTe Ha 3aknagky Administration, BeibepuTe cBon vDC, Bknagka Edge Gateways, HaxxmuTe NpaBoi KHOMKOW Ha
Hy>kHoMm EGW BbiGepuTte nyHkT Edge Gateway Services.

vmw VMware Cloud Director Data Centers A ns  Networking Libraries Administration Monitor Morev

Networks Edge Gateways Data Center Groups

NEW EDIT COPEN IN VDC CONTEXT SERVICES REDEPLOY EMABLE DISTRIBUTED ROUTING SYNC SYSLOG DEL

\ Name T Status Scope Distributed Routing Used NICs External Networks

° egw-startrek.com-da-... () Normal ¢ vdc-startrek.com-ha-_.. Disabled 3 2

B nosiBuBLLeMcs okHe Services nepenaute Bo Bknaaky Firewall, Haxmute Add.
Mo ymonyanuio B nyHkTe Default action BeiGpaHa onuums Deny, 1. e. Firewall 6yget 6nokupoBatb Becb Tpadumk. YTobbl
3TOro He NPOVCXOAMUIIO HY>KHO HAacTPOUTbL Npasuna.
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Edge Gateway - egw-startrek.com-da-01 X

Firewall ~DHCP  NAT  Routing  LoadBalancer VPN  Certificates  Grouping Objects  Statistics  Edge Settings

Firewall Rules

A\ This rule set has unsaved changes. Save to start deploying. Save changes  Discard changes

;/O
=]

Show enly user-defined rules (I

No. Name Type Source Destination Service Action

v firewall Internal High ~ vse Any Any Accept

3w default rule for ingress traffic  Default Policy  Any Any Any Deny

3anonHuTe napameTpbl HOBOTO Npasuna:
e B none Name (Ha3BaHve) 3againTe Ha3BaHWe npaBuna;
e B none Source (McTouHuUK) BBEAMTE HEOBXOAMMBIE agpeca UCTOYHMKA: eauHuYHbIN IP-agpec, gnanasoH IP-
appecos, CIDR, ANY nnun o6bekTbl BUPTYanbHON MHAPACTPYKTYPbI:

+ JL = JL» ]

Show only user-defined rules (JJ)

No. Name Type Source De
v firewall Internal High  wvse An
2 allow icmp any-any User
3v New Rule User
4w default rule for ingress traffic Default Policy Any An
Select objects X

Browse objects of type: Gateway Interface5§ v

GATEWAY INTERFACES » Gateway Interfaces

. WirtualMachines
Filter... efr...
B OrgVdchetworks

Ip Sets
Security Groups

N

extnet-ipvpn-

startek.com-01

n

@ extnet-

gin-startrek.com-01

€ Internal

Current page:

DISCARD

e B none Destination ykaxute agpec nonyyatens. B Takom e cdopmaTte, kKak 1 gns nons Source;
e B nosne Service BbibepnTe NPOTOKOMbI 1 NOPTbI NonyyaTtens. MoxHo octaButb Any, Hanpumep, ansa 1-1 NAT
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Add Service

Protocol Any |
TCP

Source Port ubP
ICMP

Leaving this field empty will make this rule apply to any port

Destination Port

Leaving this field empty will make this rule apply to any port

DISCARD KEEP

e B none Action BeibepuTe Heobxogmmoe 3HaveHme (allow - paspewnTs, deny - 3anpeTnTb).
BHumaHue: ecnn B rmobansHon nonutuke Firewall 3agaHo Allow, To B npaBune FW 3agatoTcs napameTpbl CECCUN,
koTopble Firewall 6ygeTt 6rnokvpoBaTh. [Ifis 3TOro B OKHe npaBuna Hy)XHo BbibpaTb onuuto Deny. Ecnn B rno6anbHomn
nonuTuke BbicTaBneHa onuusa Deny, To B NpaBune 3agaroTcsa napameTpbl ceccuii, kotopbli Firewall 6yget

Edge Gateway - egw-startrek.com-da-01 X
Firewall DHCP NAT Routing Load Balancer VPN Certificates Grouping Objects Statistics Edge Settings
Firewall Rules

& This rule set has unsaved changes. Save to start deploying. Save changes Discard changes
Enabled ()
Show only user-defined rules (i)

No. Name Type Source Destination Service Action

v firewall Internal High ~ vse Any Any Accept

2v allow icmp any-any User Any Any icmp:any:any Accept

3v New Rule User Any Any Any Accept

4w default rule for ingress traffic  Default Policy ~Any Any Any [Deny]

Accept
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11.5. Hacmpodika Static routing

B cny4ae HeobxoammocTn Ha EGW MoryT 6bITb yka3aHbl CTaTU4eCKne MapLupyThbl.

Edge Gateway - egw-startrek.com-da-01

Firewall DHCP NAT Routing Load Balancer VPN Certificates Grouping Objects Statistics Edge Settings

Routing Configuration Staticm
Static Route N

L+ 17

Type Network Next Hop Interface MTU Description

No static routes defined

Add Static Route
[

Metwork *

Metwork should be entered in CIDR format e.g. 192.169.1.0/2
Mext Hop *

MTU 1,500

Interface extnet-gin-startrek.com-01 (extnet-gin-startre ~

Description

DISCARD

11.6. GanaHcuposuwuk Hazcpy3sku (Load Balancer)

BanaHcMpoBLLMK ABMSETCS 4OCTAaTOMHO COXHBLIM cepBucoM, npegoctasnsembiM NSX Edge Gateway, noatomy
Orange pekomMeHAyeT 03HaKOMUTCA C JoKyMeHTauven VMware n coctaBuTb nnaH KoHdurypauum LB.

[na Hayana HacTponku banaHcMpoBLLMKa HeobxoaMmo BblbpaTh BHeLWHNE IP-agpeca (Sub-Allocated IP Pools, cm.
BbILLE) 1 BHYTPEHHME aApeca CEPBEPOB.

MepenagnTe Ha 3aknagky Administration, Beibepute ceon vDC, Bknagka Edge Gateways, Haxxmute npaBow KHOMKOW Ha
Hy>kHom EGW BbiGepuTte nyHkT Edge Gateway Services.

[anee cneayeTt pykoBOACTBOBaTLCS NNaHOM KOHUrypauum n pasgenom gokymeHTtaumun «Load Balancing».

11.7. VPN

NSX Edge Gateway npepocTtaensiet criegytowme Tunel VPN-KaHanos:
e SSL VPN-Plus, no3BonsieT yaaneHHbIM Nosib3oBaTeNsAM Nnoslydatb AOCTYN K KOPNOPaTUBHBIM MPUIOXEHWSM
paboTatowmm B obnake;
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o IPsec VPN, obecneunBaeT MexceTeBOe CoeAnHEHNE Mexay norpaHnyHbiM wino3oM NSX Edge Gateway u
yOaneHHbIMM y3namu, Kotopble Takke MoryT ObiTb NSX Edge Gateway mnuv nobbiM Apyrnm
annapartHbIM/MporpaMMHbIM MapLupyTuaTtopom unm VPN-wno3om, nogaepxvsatowmm ctaHgapT IPSEC.
JocTynHbl ABa BapuaHTa:

o Policy-Based IPSec VPN — npocTon BapuaHT ansa kaHanoB 6e3 pe3epBupoBaHus;
o Route-Based IPSec VPN — no3sonsieT BbINONHATbL pe3epBmpoBaHue kaHanos IPSec yepes VTl u
BGP.

e L2 VPN, MOXHO UCNonb30BaTh AN pacluupeHns nMmeroLenca usnyeckon nokansHom cetu B obnako 6e3
nepeHymepauum (cMeHbl) |P-agpecoB cepBepoB nNpu nepeHoce mexay cermeHtamu. L2 VPN TyHHenb
yCTaHaBnMBaeTcs Tofbko mexay AByms VMware Edge Gateway.

MoapobHee MOXXHO 03HAKOMUTLCS B pasgene aokymeHTauun Virtual Private Networks (VPN).

11.8. NSX Edge High Availability

CocTtosHue High Availability ana Edge ynpaBnsiemoro KnmeHToM MOXHO NpoBEPUTL TYT:

vmw VMware Cloud Director Networking Libraries Administration Monitor More v
Networks Edge Gateways Data Center Groups
NEW EXPORT EDGE GATEWAYS

Name T Status Scope Distributed Routing Used NICs External Networks Org VDC Networks HA State

egw-startrek com-da- -\:/) Normal ¢ vdc-startrek.com-ha- Disabled 3 2 1 Up

«Up» — HA BKITHOYEH.

vimw VMware Cloud Director Data Centers Applications = Networking Libraries Administration Monitos

Networks Edge Gateways

NEW EXPORT EDGE GATEWAYS

MName T Status Scope Distributed Routing Used NICs External Networks Org VDC Networks HA State

egw-demec-medium-01- ) Normal ¢ vde-demo-medium-01-nen Disabled 3 1 2 Disabled

«Disabled» — oTknto4yeHo.

HA Status

Mot Active

«Not active» — koHpuUrypauusa HA BknioveHa, HO He akTUBHA.
lMpumeyvarue: Ans BkntodeHus pexuma HA, k Edge gomkHa 6bITb nogkntoyeHa xoTa-6bl OfHa BHYTPEHHSSI CETb — OHA
OyneT ncnonb3oBaTtbea Ans heartbeat.

12. Hacmpouka u ynpaesieHue supmyasbHbIMU MawuHamMu u VApp
12.1. Co3daHue Ho8o20 VAPP

HoBbI VAPP MOXHO co3faTb MyCcTbiM, 13 WwabnoHa VApp unm ¢ nycton BM (6e3 OC).
[anee paccmoTpum npouecc cosganns VApp ¢ nycton BM.
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BbibpaTtb HyxHbI VDC:

vnw VMware Cloud Director Data Centers Applications MNetworking Libraries Administr
Virtual Data Center /

Environment Running Applications

@ sites: 1 & Organizations: 1 ¢y Virtual Data Centers: 3 @ WMs: O i vApps: 2

O vd@-startrek.com-ha-01
@ vorg-startrek.com, @ flexible-computing-advanced.orange-business.ru

Applications CPU Memory Storage
1
vApps
0 MHz O MB 512 MB
0 of1
Running VMs
50 GHz allocated 64 GB allocated 700 GB allocated

& vde-startrek.com-da-02
@& vorg-startrek.com, @ flexible-computing-advanced.orange-business.ru

Applications CPU Memory Storage
2
vAppS
0 MHz O MBE 5 GB
0 of1 \
Running VMs
8 GHz allocated 10 GB allocated 30 GBE allocated
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i Compute W
VADDS "

I Virtual Machines
Affinity Rules

& Networking v
Metworks
Edages
Security

= Storage e

VAPPS

Find by: Mame o

0 Virtual Applications Expired: Mo

NEW ~ F

New vApp /

Add vaApp From OVE

Add vApp From Catalog

B nosiBMBLLIEMCA OKHE 3agaem umsa VApp u gobaensem BM:

PYKOBO,D,CTBO nonb3oBaTend

New vApp
Name * vApp test
Description testing

Power on

Virtual Machines os

ADD VIRTUAL MACHINE S

Compute

CANCEL CREATE

B nosiBmBLLIEMCS OKHe 3agaem ums VApp u gobasnsem BM.
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New VM X
Name * test-vm .
Computer Name * test-vm

Description

Type O New

From Template

Operating System

OS family * Select...
Operating System * Select...
Boot image Select... v
Storage
Disk Storage Policy IOPS Size

Use custom storage policy:

Natwarkina  cueroure

CANCEL

Bo Bknagke Add Virtual Machines Bbl MoxeTe:
e [106aBuUTb WABMOH BUPTyanbHON MallVHbl U3 KaTanora
e CO37aTb BMPTyarbHYO MallWHY C HYNSA U yKasaTb 3arpy3o4yHbin ISO
e 0OCTaBUTb VAPP NyCTbIM U UMMOPTMPOBAaTL TyAa WabfioH BUPTyanbHOW MallvHbl UM obpas nosxe
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12.2. Cos0aHue supmyarnbHOU MawuHbl U3 wabrioHa

BeiGepuTe yxxe cywecTByowmin VApp, nepengnte Ha Bknagky Virtual Machines:

vmw VMware Cloud Director Data Centers Applica 5 g Content Hub b Administr

£ Al Virtual data centers Site: flexible-computing-advanced.orange-business.ru Organization: vorg-startrek.com Data center: vdc-startrek.com-ha-02

&«
All vApps » Test-wApp-01
i3 Compute i
(==; Test-vApp-0O1 START RENEW LEASE  CHANGE OWNER
Resoived
Wirtual Machines Power
General »
Affinity Rules Rensw Lease
Virtual Machines EDIT Snapshot
& Networking v
. Start and Stop Order ~ Info Download
Edges Network Diagram Name Move vApp-01
Copy ,
State ved
Security Networks
Description Change Owner
= Storage v Guest Properties
e Disk Data center Share tartrek com-ha-02
amed Disks Sharing
. Owner
Storage Policies Metadata
@ Settings ~ Monitor Snapshat Add Network
Kubernstes Policies Tasks Edit Badges
Events EDIT
Delete
W Lease
Runtime Lease
Add VMs to Test-vApp-01 X

You can search the catalog for virtual machines to add to this vApp or add a new, blank WM. Once the vApp is created, you can power on the new VM and install an

operating system.

Virtual Machines 05 Compute

ADD VIRTUAL MACHINE | |

CANCEL
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Bbibepute wabnoH BM 13 cesoero nnun nybnvyHoro karanora:

New VM X
Name * TastvM ~
Computer Name * TestwM

Description

Type () New

© From Template

Templates
vApp Template Name T VM Name T Catalog T 05 T Compute Storage

O ubuntu-server-14.04.3 ubuntu-test Shared catalog Ubuntu Linux (64-bit) cPU 2 Policy
Memory 1GB

O Orange-ATP orange-atp-tpl Shared catalog Ubuntu Linux (64-bit) cPU 2 Policy
Memory 1GB

o Orange-ATP orange-atp-tpl test Ubuntu Linux (64-bit) cPU 2 Policy
Memory 1GB

Hanee 3apganite mecTo xpaHeHus BM 1 npodne napameTpbi.

HekoTophbie wabnoHbl (OVA) He NO3BONAOT YKa3aTb NOJIMTUKY XPaHEHUS BO BpeMs CO34aHuUsl, B TaKOM criy4yae
BO3MOXHa CUTyauus, Korga Ha YCTaHOBJIEHHOM MO yMON4yaHuk ypoBHe #SYSTEM He OyaeT A0CTaToO4HO
cBOOOAHOro Mecra: Heo6xoaMmMo BbIOpaTh NOOYH0 NONIMTUKY, rAe AOCTaTOYHO MeCcTa, Nocrie pa3BopayumMBaHuA
wabnoHa U3MeHUTb OOLLY0 Ha HYXXHbIW TUN #SYSTEM.

Mpwn nob6om cueHapuu, nocrne pa3BopayMBaHuUs HEO6XOAMMO U3MEHUTb MONIMTUKU XpPaHEeHUs paboynx UCKOB
BM Ha HyXHY10.

B 3aBucumocTu oT Tvna wabnoHa AOCTYNHbI T€ UMK UHbIE NapaMeTpbl ANnsa kactommnsaumm BM:
Steorage

Storage Policy vmstore-cloud-platinum-ha (WDC Default)

Custom Properties
There are no user configurable properties.

End User License Agreements

There are no EULAS to review.

CANCEL

MogkntoyeHne K ceTam:
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NICs
ADD VAPP NETWORK
Primary NIC NIC Connected Network Network IP Mode IP Address External IP Address
Adapter
Type
1
VMXN None None -
(-] ©
VMXN None None -
£

MAC Address

00:50:56:01:0¢

00:50:56:01:0¢

MpoBepbTe NnapameTpbl U 3aBepunTe co3gaHne BM kHonkon Finish.

12.3. Co3daHue supmyarbHOU MawUuHbl «C Hyr1s»

vmw VMware Cloud Director Data Centers ions Net ing braries Administration Monitor More
¢ Al \virtual data centers Site: flexible-computing-advanced.orange-businessru | Organization: vorg-startrek com | Data center: vdc-startrek comn-ha-02
«
All vApps » Test-vApp-01
v [anl
==7 Test-vApp-0O1 START RENEW LEASE  CHANGE OWNER
Resolved
Virtual Machines Power
General -
Affinity Rules Renew Lease
Virtual Machines EDIT Snapshot
& Networking “
- Start and Stop Order v Info Download
P Name Move vApp-01
Esmas Network Diagram
Copy
State ¥ ved
Security Networks
. Description Change Owner
B Storage w Guest Properties
_ Data center Share tartrek com-ha-02
Named Disks Sharing
Owner Add
Storage Policies Metadata
’ . Snapshot o
& Settings v Monitor Add Network
Kubernetes Policies Tasks Edit Badges
Events EDIT
Delete
~ Lease
Runtime Lease expires
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Add VMs to Test-vApp-01 X

Y¥ou can search the catalog for virtual machines to add to this vApp or add a new, blank WM. Once the vApp is created, you can power on the new VM and install an

operating system.

Virtual Machines 05 Compute

|| ADD VIRTUAL MACHINE | |

CANCEL

New VM

Mame * TestvM
Computer Name * TestyM
Description

Type © new

-

() From Template

Operating System

Guest OS5 family * Linux
Guest OS5 * Uiuntu Linux (64-bit)
Boot image Select..
Name + @ | Catalog
Boot Options (O | ubuntu-14.04 3-desktop-amd64.iso Linux Share
Boot Firmware (O | ubuntu-14.04.3-server-amd64.iso Linux Share
l\:) ubuntu-16.04 3-server-amd&d iso Linux Share
Enter Boot Setup (O | ubuntu-20.04 2-live-server-amded.iso Linux Shars
(O | ubuntu-22.04 Hive-server-amd64.iso Linux Shars
Compute ()| ubuntu-22.04 2-live-server-amd64d.iso Linux Share
Placement Policy (O | ubuntu-22.04 3-live-server-amd6d iso Linux Shars
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3apgaviTe napameTpbl BUPTyanbHOro 06opyaoBaHus

New VM

Boot image ubuntu-22.04 2-ive-server-amdgd.iso -

Boot Options

Boot Firmware BIOS v
Enter Boot Setup »

Compute

Placement Policy 01 WM placemnent to Sitel w
Sizing Policy O, Mone w
cPU 8 w
Cores per socket 8 w

Mumber of sockets 1

Memory 128 o GB w

Storage  aoo

Disk Storage Policy IOPS Reservation Size

‘| * ~
platinum_plus_e2-ha-sitel “ 25000 ) < GB ~
Input is required

Eb

B kayecTBe NonNUTUKN XpaHeHns no ymonyanuio aons BM o6sa3atenbHo Heob6xoammo ykasaTb ogHy ns “#SYSTEM”
(c npuBsa3kom K canTy unu 6e3s).

Storage  app

Disk Storage Policy 10PS Reservation Size

1 .
platinum_plus_e2-ha-sitel « 25000 ) Y ° G8 v ifi

I Use custom storage policy: I

Storage Policy HEYSTEM-sitel >

Netweorking  aop ADD NETWORK TO VAPP
MNIC Network Network Adapter Type IP Mode IP Address Primary NIC

! MNone v WMXMNETS - None ” Auto-assigned o

=h

Hosas BM nosiBUTbLCS B crimcke
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Add VMs to Orange-ATP X

You can search the catalog for virtual machines to add to this vApp or add a new, blank VM. Once the vApp is created, you can power on the new VM and install an
operating system.

Virtual Machines os Compute

test Microsoft Windows Server 2016 (64-bit) CPU 2 m}
Memory 1GE
Disk 100 GB

ADD VIRTUAL MACHINE

MoxHo cpa3sy gobasutsb ewwé BM.

12.4. YcmaHoska OC Ha eupmyarbHy MawuHy

YT06bI ycTaHOBUTE OC Ha NOArOTOBIEHHYIO BUPTYarbHY MaLUMHY, HY>XHO Nogkniounte 1ISO-06pa3 ycTaHOBOYHOTO
ancka. MNoaknoynTe MOXHO TonbKo ISO-gainn paHee 3arpyxeHHbln B katanor Cloud Director.

MpepnonaraeTcs, YTO yxKe Co34aH KaTanor U B HEro 3arpy>eH HyxHbii |ISO-06pa3 ycTaHOBOYHOrO Aucka.
M3 koHTekcTa BM BbibepuTe Insert Media:

wnw VMware Cloud Director Data Centers A

| AllvApps » Orange-ATP > test |

i} Compute v
-
 test POWER ON ALL ACTIONS v
VAPPS Powered off
Virtual Machines Power >
Affinity Rules General CD/DVD drive snapshot >
Hardware :
@ Networking v - Rloppyldrive VM Console >
- Removable Media
- Media 4_____,__.)..-—-——"
Networks Hard Disks - Insert Media
Compute
Edges Advanced Eject Media
Security NICs
B storage v Guest 05 Move
. Customization .
Named Disks Copy

Storage Policies Guest Properties

i Metadata
G} Settings he Consolidate Disks
General Monitor Edit Badges
etadat Tasks
etadata
Events Delete
Sharing

Kubernetes Policies
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Insert CD X
~

Select the media file to insert in the VM.

Media available now:
Name Catalog Owner Created On Storage

Used
CheckpointGatewayR80-20.iso Shared catalog system 4/14/2019, 4:29:26 PM 3248 41 MBE
debian-8.2.0-amd64-DVD-2.iso Linux Shared system 1217/2015, 1:37:47 PM 447229 MB
OracleLinux-R7-U3-Server-x86_64-dvd.iso Linux Shared system 6/6/2017, 3:47:41 PM 442500 ..
rhel-server-6.9-x86_64-dvd iso Linux Shared system 5/25/2017, 41453 PM 370700
SW_DVD9_SGL_Svr_Standard_Edtn_2008_R2_Russian_MLF_X16-29612.150 Microsoft Shar... system 9/28/2016, 7:00:56 P.. 4100.75 MB
debian-8.2.0-amd64-DVD-3.is0 Linux Shared system 12/17/2015, 1:38:07 PM 447771 MB
ubuntu-14.04 3-server-amd64.iso Linux Shared system 12/17/2015, 1:39:09 PM 574.00 MB
Bootable_UCSInstall_UCCX_11_0_1_UCOS_11.0.1.10000-75.sgn.iso Cisco IPT system 3/30/2016, 9:13.09 PM 473417 MB
csr1i000v-universalk® 0317 04 .5 156-1 54-std iso Cisco system 7/4/2018,12:42:49 PM 42541 MB
SW_DVDE_NTRL_SGL_Svr_Standard_Edtn_2016_64Bit_English_OEM_VL_X20-97264.is0 Microsoft Shar... system 6/21/2018, 6:4815 PM 2832.65 MB
SW_DVD9_Windows_Svr_Std_and_DataCtr_2012_R2_64Bit_English_-4_MLF_X19-82891.IS5.. Microsoft Shar... system 12/16/2015, 8:59:07 P.. 5149.95 MB
SW_DVD9_NTRL_SGL_Svr_Standard_Edtn_2017_64Bit_English_OEM_VL_X21-56945 iso Microsoft Shar.. system 6/21/2018,10:4955 P..  1474.61 MB
SW_DVD5_SA_Win_Ent_7w_SP1_64BIT_English_-2_MLF_X17-58882.150 Microsoft Shar.. system 12/29/2016, 5.41:52 PM 303517 MB
L

Mo ymonyaHuio DVD-npuBoa NpMcyTCTBYET B CMCKE 3arpy3ku, HO He nepBbiM. Ecnn ecTb HEO6XOAMMOCTE NOMEHATD
04YepeaHOCTb 3arpy3km — Heobxoammo caenatb 310 vYeped BIOS/UEFI, ana aToro He06xoaumo yCTaHOBUTL OMNLUIO
aBTOMaTU4eckoro Bxoaa B BIOS/UEFI npu cnegytoiiem BknrodeHun BM:

vmw VMware Cloud Director Data Centers  App ons orking Libraries
&
AllvApps » Orange-ATP » test
iii Compute v
)
 test POWER ON ALL ACTIONS
vAPps Powered of
Virtual Machines
General
Affinity Rules EDIT
. Hardware
2 Networking v Name test
Removable Media
Networks Hard Disks Status Powered off
Ed Compute C ter N test
€S omputer Name e5
4 Advanced
Security NICs Description
&= Storage = Guest OS Operating System Microsoft Windows Server 2016 (64-bit)
. Customization
Named Disks Boot Delay 0
: Guest Properties
Storage Policies P Storage Policy vmstore-cloud-platinum-ha
& settings hd fictadata Virtual Data Center vdc-startrek.com-ha-01
General Monitor Owner SEED
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Edit VM test X
Name * test
Computer Name * test
Description
Operating System Family Microsoft Windows
Operating System Microsoft Windows Server 2016 (64-bit)
Boot Delay * 0 5
Storage Policy wmstore-cloud-platinum-ha
Enter BIOS Setup . @)
12.5. Mo+HumopuHe pecypcos

[na npocmoTpa Tekywen ytunusauumn pecypcos vVDC nepengute Ha 3aknagky Data Centers:

wvmw VMware Cloud Director Data Centers  Applications Networking Libraries Administration Monitol
Virtual Data Center

Environment Running Applications Used Resources

@ sites: 1 & Organizations: 1 ¢y Virtual Data Centers: 3 @ VMs: 0 B vApps: 2 {J} CPU: O MHz M Memory: O MB & storage: 2TB

Find by Name
& vde-startrek.com-ha-01
@ vorg-startrek.com, @ flexible-computing-advanced.orange-business.ru
Applications CPU Memory Storage
1
vADpS
0 MHz 0 MB 2GB
Oof2
Running VMs
50 GHz allocated 64 GB allocated 700 GB allocated
& vde-startrek.com-da-02
& vorg-startrek.com, @ flexible-computing-advanced.orange-business.ru
Applications CPU Memory Storage /
2
vADpS
0 MHz 0 MB 5GB
Oof1 \
Running VMs
8 GHz allocated 10 GB allocated 30 GB allocated
Bonee noapobHyo nHdopMaL Mo MOXHO NOCMOTPETb BHYTpu VDC:
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vmw VMware Cloud Director Data Centers  Applic:

<ing Libraries

Administration

«

i Compute v
VADPS
Virtual Machines
Affinity Rules

© Networking v
Networks
Edges

Security

(D

Storage v
Named Disks

Storage Palicies

i Settings v
General

Metadata

Sharing

Kubernetes Policies

General

~ Info
Name
Description

Status

vdc-startrek.com-ha-01

{+9) Enabled

~ Metrics
Allocation Model
vCPU
CPU (Allocation Used/Quota)

Memory (Allocation Used/Quota)

Allocation poaol

2.2 GHz

0 MHz / 50 GHz (0%)

0O MB /64 GB (0%)

vmw \Mware Cloud Director

«

i Compute v

Data Centers A ons Networking Libraries

torage Policies

Administration

Monitor

Morev

VApps
Virtual Machines
Affinity Rules
@ Networking v

Networks

Name T Status

> vmstore-cloud-gold s

> vmstore-cloud-platinum-ha e

> vmstaore-cloud-silver v

Default

Used

Limit Capabilities

100 GB 1

500 GB 4

100 GB 1

Edges
Security
= Storage ~
Named Disks
Storage Policies
i Settings v

General

12.6. Bbiepy3ka wabnoHa vVApp u3 Cloud Director

[ns skcnopta wabnoHa vApp (BM), B nepsyto odepeab VApp AomkeH 6biTb ocTaHoBneH. faxe ecnun sce BM B VApp
BbIKIMOYEHbI, caM VAPpP cuntaeTcsa paboTaowmnm noka He byaeT cneumansHO OCTaHOBEH.
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vmw VMware Cloud Director Data Centers  Applications Networking Libraries Administration
&
VADPS
o "
: Compute Find by: Name ADVANCED FILTERING
VApDPS
_ _ 1 Virtual Applications  gxpired: Mo Clear all filters
Virtual Machines
Affinity Rules NEW™
2@ Networkin W
B - Orange-ATP
Lease 59 minutes (Suspends) $
Edges Created O 12/09/2020, 3:07:37 PM
. Crerne system
Security
Ms Manage
= storage v
Power
Named Disks Power Off
Renew Lease
Storage Policies Snapshot
Stop
i) Settings v
Reset
General ACTIONS v Suspend
Metadata Copy
Sharing Change Owner

lMocne ocTaHOBKKM CTaHeT AocTyneH NyHKT Download

12.7. YcmaHoska VMware tools Ha BM

VMware Tools — 370 Habop yTUNUT, KOTOPbIN NOBbILLAET MPOU3BOAUTENBHOCTL ONepPaLoOHHON CUCTEMBI
BMPTyarnbHOW MalUWHbI U yrydllaeT ynpaBneHne BUpTyarbHON MalmHoW. Ecnu B BUpTyanbHON malvHe He
yCTaHOBMEH AaHHbI Habop yTUNUT, TO B FOCTEBOM OMNEPaLNOHHON CUCTEME OTCYTCTBYIOT HEKOTOPbIE BaXHble
YHKLMM 1 BO3MOXHOCTM MO MHTErpauum ¢ rmnepBu3opoM, Takke OTCYTCTBYIOT ONTUMU3NPOBaHHbIE ApariBepa Ans
BUPTYarbHbIX YCTPOMUCTB U BO3MOXHOCTM MO yrpaBneHuto nutaHuem (reboot/shutdown) roctesoi onepaumoHHon
cMCTeMbl Yepes cpeacTBa ynpasneHus VMware

YctaHoBka VMware Tools B onepaunoHHyo cuctemy BUPTYasribHON MalUWHbI HAXOAUTCS B 30HE OTBETCTBEHHOCTU
KnuMeHTa u aBnsietcs obasatensHon. B cnyyae ncnonb3oBaHud cneuyudmyeckon OC ansg KOTOPOW HET MHCTPYKLUMK MO
ycTaHoBke nnu guctpmnbytmea VMware Tools, knMeHT gomkeH obpatntbcsa B Orange Ans KOHCynbTauumn n goukcaumm
tbakTa Hannums Takon BM.

B cnyyae oTCyTCTBMS yCTaHOBMNEHHbIX (MPOLIECC YCTAHOBKM 3aBEPLLEH, OC Nepes3arpyxeHa, 0opa3 OTMOHTUPOBAH) U
paboToCNOCOOHbIX (TMNEPBU30OP MMEET BO3MOXHOCTL noakmnoveHns) VMware Tools B onepauyoHHOon cuctemsl
BUPTYanbHON MalUWHbI:

. pe3epBHble Konun BM mMoryT 6biTb HEKOHCUCTEHTHBIMU C BOMnbLUE BEPOATHOCTLIO;

. B Crny4ae ecnv npu npoBefeHN aBapuUnHO-BOCCTaHOBUTENBHbLIX paboT BM knneHTa He MOXeT ObITb
nepeMeLLeHa Ha Apyron rmnepsusop n atum 6rokupyeT paboTbl, BM MoxeT BbITb NepesarpyxeHa 6e3 cormacoBaHus
C KITMEHTOM;

. B criydae aBapum Ha xocte unu B [1L|, Orange He rapaHTupyeT 3anyck BM Ha gpyrom xocte unu nepesanyck
MOXeT 3aHsTb bornee NpoJoMKNTENBHOE BpEMS.

AKTyanbHble U NOAPOOHbIE MHCTPYKLMM HAaX0OSTCS 34€eCh.
Insa nogkntoyerHns ISO-o6pasa ¢ VMware Tools k BM Haxmute npaBow kHonkor Ha BM u BeiGepute nyHkT Install
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VMware Tools, 3To npuBegéT kK MoHTMpoBaHuo |ISO-obpasa k BM, nocne yero Heo6xoanmo NpomnsBeCcTM YCTaHOBKY B
OcC.

vmw VMware Cloud Director Data Centers App

< All Virtual data centers
& _ _
Virtual Machines

i1 Compute Find by: MName

VAPPS Power >

) ) 1V ilters
Virtual Machines Snapshot 3
Affinity Rules N
y WM Console >

@ Networking v Media 5

Networks \

i Install VMware Tools
Edges
Security
Move

&= storage v Copy

Mamed Disks

Storage Policies

Edit Badges

& Settings v

General

Metadata ACTIONS v DETAILS

Sharing

12.8. Bbi6op muna CX/[ dns BM

Twn ucnonbdyemoro CX[ ans BM 3agaétcsa ¢ NOMOLLbIO Ha3HaYeHUs HY>XHOW NOMNUTUKM ANS QUCKOB U Ans obbekTa
«vm homex»(meTtagaHHble BM). MeTagaHHble 4OMKHBI MCMONb30BaTb OAHY U3 NONUTUK #SYSTEM (c npuBA3KON K
canty unv 6e3 — no HeobXxoAMMOCTH).

Bepcus 4.1.5 © Orange Business Services, 2024 66

& BUSiness Orange Restricted



Flexible Computing Advanced

M3 koHTekcTa BM ycTaHaBnmBaeTcs NONUTUKA XPaHEHUS MeTagaHHbIX:

PYKOBO,D,CTBO nonb3oBaTtensa

r—l
J atp-sp-1
Powered on
Security Tags

Hardware
Remaovable Media
Hard Disks
Compute
NICs

Guest OS Customization
Guest Properties
Sharing

Metadata

Monitor
Tasks
Events

All Virtual Machines » atp-sp-1

POWER OFF LAUNCH WEB CONSOLE

EDIT

Name

State

Computer Mame

Description

Guest OS

LAUNCH REMOTE CONSOLE

ALL ACTIONS ~

atp-sp-1
Powered on

atp-sp-1

Ubuntu Linux (64-bit)

Istorage Palicy

H#SYSTEM-sitel I

Boot Firmware

Boot Delay

Failed Boot Recovery
Enter Boot Setup
Virtual Data Center
Owner

VMware Tools

Virtual Hardware Version

BIOS

0 Milliseconds
Disabled

Disabled
vdc-startrek.com-01
system

12325

Hardware Version 18
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Edit VM atp-sp-1 X
General Settings A
Mame * atp-sp-1
Computer Name * atp-sp-1
Description
4
Storage Policy HSYSTEM-sitel v
Operating System
Operating System Linux A
Family
Operating System Lpuntu Linug (64-bit) v
Boot Options
Boot Firmware w
You cannot change this setting whike the WM is powered
N OF SUSDEented.
Boot Delay * W] o
To delay the boot operation, specify the time in
milliseconds.
Enter Boot Setup »
L'

DISCARD SAVE
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YcTaHoBKa NONUTUK XpaHeHus ana guckos BM:

wvw VMware Cloud Director Data Centers  Applic: working Libraries Administration Monitor Morev

| AllvApps > ATP-1.0 > orange-atp |

i1 Compute v
-
@ orange-atp POWER OFF  LAUNCH WEB CONSOLE  LAUNCH REMOTE CONSOLE  ALL ACTIONS v
VAPPS Powered on

Virtual Machines
General

Affinity Rules VM Storage Policy wmstore-cloud-platinum
) . Hardware
@ Networking v
Removable Medi EDIT
Networks Hard Disks
Compute Index MName Shared Size Policy 1OPS Bus Type
Edges
- Advanced
Security NICs 0 - No 4GB vmstore-cloud-silv. Q LSl Logic Parallel (SC..
2 Storage ~ Guest OS5 1 - No 205TB vmstore-cloud-silv 0 LS| Logic Parallel (SC
g Customization
Named Disks

Storage Policies TR R IS

Edit Hard Disks for orange-atp X

A Some hard drive properties cannot be modified while the virtual machine is powered on

ADD

Index Name Shared Size Policy 10PS Bus Type Bus Number Unit Number

4] - No 4 > GB vmstore-clouc Not Applicable LSl Logic Para (4] (4] 1)
vmstore-cloud-gold

vmstore-cloud-platinum

Applicable LSI Logic Para Q 1 i}
vmstore-cloud-silver

Py WM default policy >

DISCARD SAVE

1 - No 200 = GB

12.9. UmeHoeaHHbIe ducku BM (Named Disks)

[aHHbI TN AMcKoB co3gaéTtcs Ha ypoBHe VDC, a He BUPTYarnbHOW MalUvHbl, U MOXET OblTb NOAKITIOYEH
OAHOBPEMEHHO K Heckomnbkum BM.

B ocHOBHOM 3TO HEOOXOOUMO ANs KNACTEPHbIX PELLUEHWUN.

BapwuaHTbl 1 onucaHne HacTPONKM AOCTYMNHbI B IOKYMEHTaLMN.

BHumaHue: ana BM ncnoneaytomx named disks HegoCTynHO co3aaHue CHAMLWWOTOB, U Kak Cneacteue pes3epBHoe
KOnuMpoBaHWe Ha YpOBHe rmnepemnsopa.

12.10. Pa3meweHue BM e onpedenéHHom LJO

Mo ymonyaHuio BM pasmelyatotca cuctemon B npomssonbHoM LIO[ aBTomaTnyeckun, OCHOBLIBAsCb HA MeTpUKax
npousBoguTensHOCTM 1 Npasunax affinity(ecnu oHn 6Ny 3agaHbl).

CyuiecTByeT BO3MOXHOCTb OrpaHnM4nTb pasmelleHne BM ogHum 3 LLO[. Hanprmep, 3T0 MOXET ObiTb MCNONb30BaHO
npu co3gaHum OTKa3oyCTOMYMBOIO KnacTtepa NpuIioXeHus, korga ocHoBHOM Habop BM npussasaH k ogHomy LIO[, a
pe3epBHbIi Habop BM — ko BTOpomy.

[aHHbBIN NnapameTp HEOBX0ANMO HACTPOUTL ANs Kaxgon BM.

M3ameHeHne napameTpa BO3MOXHO B Ntob6oe BpeMsi 6e3 BbIKITHOYEHMS U NpepbiBaHnst paboTel BM. MNMepemeweHne BM
OyaeT BbINOMHEHO 3a CYET TexHonormm vMotion.
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Mpumep 1 — npuesaska k LJO He ykasaHa:

PYKOBO,D,CTBO nonb3oBaTtensa

| All Virtual Machines » crange-atp
il Compute hd -
E__q orange-atp POWER OFF  LAUNCH WEB CONSOLE  LAUNCH REMOTE CONSOLE  ALL ACTIONS v
EE Powered on
Virtual Machines
General
Affinity Rules
Security Tags EDIT
@ Networking w
Hardware I Placement Policy - I
Networks _
e ETE Sizing Policy Systemn Default
Edges Hard Disks
. v cPy
Security
NICs cPU 2
E Storage w
. Guest OS Customization Cores per socket 2
Named Disks
. Guest Properties Number of sockets 1
Storage Policies
& Settings Sharing Virtual CPU hot add Disabled
s
Kubernetes Policies Metadata Expose hardware-assisted CPU virtualization to guest OS Disabled
Monitor ~ Memory
Tasks
Memory 1GB
Events
Memory hot add Disabled

Mpumep 2 — ycTtaHoBneHa npuesAska k LIOA1:

i:: Compute w

r_|
E__'] orange-atp POWER OFF LAUNCH WEB CONSOLE  LAUNCH REMOTE CONSOLE  ALL ACTIONS
IR Powered on
Virtual Machines
General
Affinity Rules
Security Tags EDIT
& Networking v
Hardware Placement Policy WM placement to Sitel
Networks _
Removable Media Sizing Policy System Default
Edges Hard Disks
) Compute v CPU
Security
Nics cPU 2
E Storage w
Guest OS Customization Cores per socket 2
Named Disks
Storage Policies Guest Properties Number of sockets 1
& Settings Sharing Virtual CPU hot add Disabled
v
P BT s Metadata Expose hardware-assisted CPU virtualization to guest OS Disabled
Monitor ~ Memory
Tasks
Memory 1GB
Events
Memory hot add Disabled
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[na ynaneHuns npussAskn Heo6XoanMOo UCMNONb30BaTh KKPECTUKY:

Edit Compute

Placement Policy 1 Mone

——e VM placement to Sitel

Sizing Policy
Sitel

CPU —pe VM placement to Site2
Sited

Cores per socket 2

MNumber of sockets 1

Memory 1

L

GE ~

Virtual CPU hot add

»

Expose hardware-
assisted CPU
virtualization to guest

»

0s
Memory hot add 2»
12.11.  Affinity u anti-affinity npaeuna BM

PyKOBOLI,CTBO nonb3oBaTend

Affinity rules - aTo npaBuno coBmectHoro pasmelleHnss BM Ha ogHOM runepBum3ope, TO eCTb Ha 0AHOM (hrn3n4ecKom
cepBepe. MoXeT Mcnonb3oBaTbCs, HanpuMep, ecnu angd pabotsl BM Heobxoguma MyHMManbHas ceTeBas 3agepkka

Mexay HUMu.

Anti-affinity rules - aTo npaBuno pasmeleHms BM Ha pasHbix runepsusopax. Kak npasuno ncnonb3yercs npu
Knactepmusauumn Ha ypoBHE MPUIOXKEHUI, AN UCKITIOYEHUS CUTyaumumn korga Ase Hoabl 6yayT BbINOMHATLCS Ha OGHOM

N TOM Xe pn3n4ecKkom cepBepe.
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vimw ‘VMware Cloud Director Data Centers
¢ Al Virtual data centers Site: flexible-computing-advanced orange-businessru | Organization: vorg-startrek.com | Data center: vdc-startrek.com-01
« o
Affinity Rules
i3 Compute o
vADpS NEW
Virtual Machines Name Enabled
Affinity Rules
& Networking w
Networks
Edges
| Manage Columns |
Security
& Storage v Anti-Affinity Rules
Mamed Disks
NEW
Storage Policies
& Settings w Name Enabled
Kubernetes Policies
N
Manage Columns
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Create Affinity Rule X
Rule Metadata
Name * - TestAff
Enabled
Required []
WMs in Rule
()P show selected
[] | Name T T vApp Name T
[] | atp-sp- atp-sp-1-afdabbal-c653-46d6-0793-e0a0N2ef2f1
|:I atp-sp-2 atp-sp-2-ad13a4f5-616a-427 2-9c0d-2e0aafob553a
I:I atp-sp-3 atp-sp-3-5ddadde0-59d3-4158-99dc-50612%9e8e 41
1-3of 3 VM(s)

Onuuio “Required” yctaHaBnMBaTb HE PEKOMEHOYETCH, T.K. €CMM N0 KaKMM-TO MPUYMHAM MPaBuIio He CMOXET ObITb
yposneTsopeHo — BM He BknouunTcs.

13.N3eecmHbIe npobriemMbli

OnucaHue npobnemsbl PeweHue KB VMware

Ha OC Windows Server 2012 1 Bbiwe nponagaeT Mcnonb3oBatb Tun VNIC — VMXNET3 KB 2109922
ceTeBasi CBA3HOCTb. [locTyn BOCCTaHaBNMBaeTCA
nocrie nepesarpysku unu up/down ceteBoro
UHTepdenca.

lpumeyaHue: aHanoz2u4YHble Npobriemsl
Habnodanuce Ha Windows 7 u Server 2008R2.

OTcyTCcTBYET/HEKOPPEKTHO paboTaeT Mbillb Npu 1. Mpwn ycTtaHoBke ncnons3osate VMRC, -
ycTaHoBke Windows u nocrie BMecTo WEB-koHCcONU
2. YcraHoBuTb VMware tools ncnonb3ys
Knaeuarypy
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