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1. BeedeHue

Llenb HacTosLLero pykoBOACTBa — NPOAEMOHCTPMPOBAaTh NOPSAOK BbINONIHEHMS NepBOHAaYarnbHbIX Waros 1 6a3oBbiX
onepauuin Ha obnayHon nnatcopme Orange Flexible Computing Advanced.

Bonee nogpobHyo nHpopmMaLmMio MOXHO NONyYnTh B pykoBoAcTBe nonb3osaTens Cloud Director Tenant Portal Guide.

[nsa obecneyeHns 6eszonacHOCTU N PYHKUMOHANLHOCTM nnatgopmel, Orange cuctemaTU4eCckm Npon3BoaUT YCTaHOBKY
natyen n obHosneHun ang NO nnatopmbl, YTO MOXET NPUBOLAUTL K UIBMEHEHUAM B MHTEPdENCE N MOSBIEHUIO HOBOTO
(YyHKUMOHana, He ONMCaHHOro B JaHHOM JOKYMeHTe. B crnyyae BO3HMKHOBEHWS BOMPOCOB pEKOMeHAyeTCH 06paTnTbCs
B Orange unu Kk gokymeHtaumm VMware no HyxxHor Bepcun MO.

[aHHas Bepcus AokymeHTa ocHoBaHa Ha Cloud Director Bepcum 10.3.2.

2. Hasu2amop no onuusiM u 03MOXHOCMSIM

| Onucanue | Hactpoiika

Ba3oBbin (pyHKUMOHanN

Ynpasnexuve BupTyansHbiM [IL| (vDC) yepes WEB-uHTepderic 4,5 | 12
Vcnonb3oBaHue rotoBbix 1 cBoux obpasos BM (ISO/VApp template) 9
YnpasneHve BMpTyanbHbIMU CETAMMU 10
BuptyanbHbin firewall NSX Edge Gateway 3.11
ApeHga nuueHsun Ha MO 3.14
BHewHue ycTponcTBa
MogkntoyeHune BHewHuUx USB yctponcts (USB-to-1P) 3.17
MogkntoyeHre BHELHMX CETEBbIX YCTPOMCTB/cepBepoB pacnonoxeHHbix B L] Orange 3.18
Onummn oTKa3oycTom4MBOCTHU
ApxuTektypa nnatdopmbl yposHs Disaster Avoidance 3.1
PesepBupoBaHue pecypcoB + npnoputeTHbln 3anyck BM B cnyyae disaster 3.3
Pasmewexne guckos BM B AByx [IL| (cuHXpOHHas pennvkaums) 3.5
PasHeceHvne BM mexay AL 3.3
Cetb
OTtkasoycTonumBbin goctyn k cetn MiHTepHeT (Yepes asa AL, pasHblie PE, pasHble
nocnegHue munu) 3.10 11.3
OTtkasoycTonumsbin goctyn k cetn BVPN (4epes asa [IL, pasHbie PE, pasHble nocnegHve ' '
MUIIn)
Edge GW B pexunme High Availability 3.11 11.8
3awmTa ot DDoS-aTak 3.13
Storage
Silver
Gold
Platinum 3.5 128
Platinum DR (cvHXpOHHas pennukaums)

PesepBHoe KonnpoBaHue n apxmBunpoBaHue

PesepBHOe KonnpoBaHne Ha MaccmB B 0oCHoBHOM [L| 3.6

ApXVIBI/IpOBaHI/Ie 1 BOCCTaAHOBJ1IEHNE HA JNIEHTY 37

Offsite XxpaHeHne neHT

3. Apxumekmypa, onyuu, oco6eHHocmu u peKkomeHoayuu
3.1. O630p apxumekmypsbl

OCHOBHbIM MPUHLMMNOM NPU NOCTPOEHNU MHppaCcTPYKTypbl Ny6nmMyHoro obnaka anst Orange siBnsieTcs
0TKa30yCTOM4YMBOCTb. [11si 3TOro NPUMEHSAETCS KOMMIEKCHbLIA NOAXOA HA BCEX YPOBHSIX:

OcHoBHon faTa-UeHTp — | Xcellerate Moscow One yposH4 Tier IlI+ (MockBa, AnTydbeBckoe wwocce, 33I);
BTopown pgata-ueHTp — DatalLine Nord4 yposHs Tier Il (MockBa, KopoBuHckoe wocce, 41);

TpeTuii gata-ueHTp — TexHmdecknin LueHTp Orange «MeTtpoBka» (Mockea, yn. NeTpoeka, 15/13);
WcnonbayeTcsa obopynoBaHue 1 MO TonbKo NPOMBbILLNEHHOrO Knacca oT nuaepoB pbiHka: HPE, Juniper,
Huawei, VMware, Netapp, Veeam, CheckPoint, ADVA;

e [locTosiHHOE nogaepKaHve 1 NOBbILLIEHNE IKCMePTU3bl NHKEHEPOB;

o DWDM-kaHanbl Mexay gaTta-ueHtpamu (ganee [Ll) nponoxeHbl pasHbiMM MapLupyTamMu Nno ropoay, BXo4AaT B
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Flexible Computing Advanced PykoBoacTBO nonb3osaTtens

L yepes pasHble kabernbHble konnekTopbl, BHYyTpu Ll Tpacckl Takke He NepecekarTCs Ha ypoBHe
KabernbHbIX NOTKOB, paboTaloT Ha ABYX Habopax MOMHOCTBIO HE3aBMCMMOro 060pya0BaHuS;

3agepkka nepegaym gaHHbix mexay Ll 0,3-0,4Mc npu namepeHusix BM<>BM, T.e. Bknoyas BCe YPOBHU;
Bce obopynoBaHue nmeeT MUHMMYM ABa G6rioKa NUTaHUS U NOAKITKYEHO K pasHbIM NyvyaM NUTaHus;

Bce ceTeBble coeanHeHUs MeXAy YCTPONCTBAMU BbINOMHEHBI MUHUMYM ABYMSI KabenbHbIMU COEOUHEHUSIMA U
TEPMUHUPYHOTCS Ha pa3Hbix koMMmyTaTopax (MC-LAG);

[na nogknoyeHns cepBepoB UCMOMb3YTCA Kak MUHUMYM ABE (OU3NYECKN pasHble MHOMoNoOpTOBbLIE CeTEBbIE
KapThbl;

BHelwHue ceTeBble cepBuchl (Internet Direct, BVPN) nogatoTcsi ¢ ABYX He3aBMCUMbIX PE-mapLupyTmsaTopos,
pacnonoxeHHblx B pasHbix [ILL no pasHbim Tpaccam;

Bce knaccuueckne CX[ uMetoT Kak MMHMMYM [iBa KOHTponsiepa n pe3eperpoBaHne ANCKOB C nomollblo RAID.
SDS CX[] DA-knactepa NOMUMO pe3epBMPOBaHNsS OUCKOB BHYTPM [IL| XpaHWUT NOMHYO KOMWIO OaHHbIX BO
BTopoM [L| (npu 3akase onuun DA);

VMcnonb3yeTcs pusanyeckun BolgeneHHbI OTAerNbHbIN KnacTep ynpasneHusl, NTOCTPOEHHbIN Mo TexHonornn DA B
Asyx [LL;

Bce kpuTHYHbIE CEpBUCHI KNacTepa ynpaBrieHus 3ape3epBUpOBaHbl Ha YPOBHE NPUIOXEHWUA N pa3HECEHbI
mexay LI

KpyrnocyTo4HbI MOHUTOPWHI COCTOSIHUS 0O0pYAOBaHMSA U LOCTYNHOCTM CEpBMICa.

CoBOKYMHOCTb 3TMX Mep no3eonsieT Orange rapaHTUpoBaTh BbICOMAMLLMIA YPOBEHb AOCTYNHOCTU cepBuca Ans
KOHEYHOro 3akasuyuka.
O6ulas cxema:

Int.ernet BVPN

Direct

Datacenter #1 Datacenter #2
PE-routers PE-routers

g -

All-FlashStorage 7 i e et e it
. 40/1005 per server :
g 40/100G per server * \ 40/100G Der server N
7 . .

Backup storage’s

~ _/ T

4,(105 4x10G SAS Storage

Switch fabric Switch fabric /
o g

SAS Storage

All-Flash Storage

Backup storage’s

Replication:

Compute nodes
DA Cluster Compute nodes
DA Cluster

Compute nodes

Disaster Avoidance infrastructure
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IMogknoyeHne BbIMUCIIUTENBHbIX Y3J10B:

i Switch fabric

Compute nodes

XapaKTepl/ICTl/IKVI BblYUCIIUTESIbHbIX Y3J10B KI1aCTepOB:

nn CPU RAM
1.0 | 2x E5-2680 v3 @ 2.50GHz (12C, Turbo Boost 3.30GHz, Haswell) 608-768 Gb
2.0 | 2x E5-2698 v4 @ 2.20GHz (20C, Turbo Boost 3.60GHz, Broadwell) 768 Gb

2.1 | 2x Xeon Gold 6248 @ 2.50GHz (20C, Turbo Boost 3.90GHz, Cascade Lake) 768 Gb

2.2 | 2x Xeon Gold 6248R @ 3.00GHz (24C, Turbo Boost 4.00GHz, Cascade Lake) | 1536 Gb

OuckoBas émkocTb yposHen Silver, Gold n Platinum otnuyaetca napameTtpamu IOPS Ha 1 TB: 112, 420 n 3000
COOTBETCTBEHHO. PeanbHble nokasaTtenu IOPS 3aBUCAT OT napamMeTPOoB Harpy3ku 1, kak NnpaBuno, 6onbLue ykasaHHbIX
Bbilwe. [1pn caMOCTOATENBHOM CUHTETUYECKOM TECTUPOBAHMM NPON3BOAMTENBHOCTU AUCKOBOM NOACUCTEMBI
Heob6xoOMMO yUYnTbIBaTb, YTO Ha NNaTopMe NPUMEHSIIOTCSA TEXHONOMMN ONTUMM3ALLMN U KELUMPOBAHUS, NOBbILLAOLLME
CKOPOCTb paboTbl pearnbHbIX NPUNOXEHWUA, MOSTOMY PEKOMEHAYETCS UCMONb30BaTh TECTOBbLIE NAKETLI, IMYNMpyoLL e
peanbHy Harpysky, u 3anyckaTb UX Ha Bpems He meHee 30 MUHYT.

3.2.DA unu DR? lNokazamenu RTO u RPO

Ons 3awmTbl OT NPMPOAHBLIX U TEXHOTEHHbIX KAaTacTpod UM TepakToB U obecnevyeHnsi HenpepbIBHOCTY
BGu3Hec-npoueccoB He0HXoaNMO pe3epBUPOBaHME OCHOBHbBIX CUCTEM XpaHeHus 1 06paboTkun AaHHbIX. B cnyyae
KaTacTpodbl MOXET NOCTpagdaTh 34aHNe LeHTpa 06paboTkm AaHHbIX, MO3TOMY AN1si obecneyeHnsa HenpepbIBHOCTU
paboTbl cepBrca HeobxoaAMMO CO34aHNe TeppuTOpManbHO YAaneHHoN Nrnowankm — pe3epBHOro Aata-LeHTpa.
[daBawnTe paccMOTpMM B3aMMOCBSA3b MeXay aBapuiiHbiM BoccTaHoBneHeM (Disaster Recovery, DR) un
npepoTepalleHnemM katactpod (Disaster Avoidance, DA) onsi coBpeMeHHOro BMpTyanbHOro Aara-LeHTpa.

B uem pasHuua Mexay npegoTBpalleHueM KaTacTpod U aBapuiMHbLIM BOCCTaHOBIIEHMEM?

KaTtacTpodbl MOryT 6bITb Bbl3BaHbl MPUPOAHBLIMY NPUYMHAMM, TAKUMU KaK 3EMIETPSICEHNE UMK yparaH, OHW MOTyT
OblTb BbI3BaHbl HECYACTHbLIM CIlyYaeMm, Hanpumep, NoXapoMm, a Takke MOryT GbiTb UCKYCCTBEHHBLIMM, TAKUMM Kak
BOEHHbIe AeICTBUA UNn TeppopuamM. Ho B kaxkgom criydae katacTpoda SBnsieTcs HeaannaHupoBaHHbIM coBbITUEM,
KoTOopoe Hen3GexHo HapyLlaeT paboTy OCHOBHOIO BUPTYanbHOro Aarta-LeHTpa.

[MoHATME aBapMWHOIro BOCCTAHOBIIEHUA KacaeTcs cTpaTerMm, NCnorb3yeMon A58 MUHMMM3auny NocneacTammn
c60€eB 1 BOCCTAHOBEHMS KPUTUHECKN BaXKHbIX BU3HEC-PYHKUMIA nocrne kaTacTpodbl. CTpaTerus aBapuinHoOro
BOCCTaHOBIEHUs1 0ObIYHO BKMOYaeT B cebs onpegenexnve napametpoB RPO (MakcuManbHbIN Nepuog BpeMeHU, 3a
KOTOPbIN MOTYT ObITb NOTEPSIHBI AaHHbIE) N RTO (MpoMeXyTok BpEMEHU, B TEYEHME KOTOPOro CUCTEMA MOXET
OoCTaBaTbCsl HeJOCTYMHOW), a Takke annapaTHoe obecneyeHne, nporpammHoe obecneveHve n MeToapl, HeobxoanMble
ONst JOCTUXKEHUS 3TUX LiENEN.
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Hanpumep, TpaguUMOHHBIA NNaH aBapMUHOIO BOCCTAHOBIIEHUS MOXET COCTOSATb B TOM, YTOObI BOCCTAHOBUTL MSATb
KrntoYeBbIX BU3HEC-NPUITOXEHUIA 40 HOPMAaNbHOM PYHKLMOHANBHOCTM B TeYeHne 60 MUHYT nocrie codbiTus
katacTtpodbl (370 RTO), Tepss npu atoM Tonbko 4o 10 muHyT aaHHbIX (RPO). daktuveckme RPO u RTO oyayT
3aBUCETb OT BalLMX KOHKPETHbIX NOTPebHOCTel BM3HecCa U COOTBETCTBYIOLLMX MHBECTULMIA B 0O0OpyAoBaHue,
nporpammHoe obecneyeHne n nepcoHan. OpraHusaunm ¢ MHOXeCMeEOM KPUTUYECKN BaXKHbIX NPUNOXEHUA B YCITOBUSIX
kopoTkux TpeboBaHun RPO n RTO 06bIMHO AOMKHLI MHBECTUPOBATb 3HAYUTENbHO 6onbLue B MHPACTPYKTYPY
annapaTHOro u NnporpaMMHoro obecnedeHns ons AOCTUXKEHUS 3TUX Lienen No cpaBHEHNIO C BU3HECOM C HECKObKUMU
BaXKHbIMMW NMpUoxeHusaMn n bonee markmmm TpedosaHmsmn RTO/RPO. NMpocTbiM NpUMepoM aBapuUiHOro
BoccTaHoBneHus (DR) aBnaeTca BoCCTaHOBNEHNE pe3epBHbIX KOMUIA, rAe cepBepbl NepesarpyxarTcs U3 nocnegHero
Habopa pe3epBHbIX KOMUA, COXPAHEHHOro Ha NoKanbHbIX UKW yaaneHHsix CXM.

[na cpaBHeHus, cTpaTerys npepoTBpalwieHms kKatactpod (DA) - 370 ycunus, HanpasneHHbIe B NepByo ovepeab Ha
npedomepaujeHue c6oeB, CBA3aHHbIX C KatacTpoamn. DA — 37O YCTOMYMBOCTL, @ HE TOMbKO BOCCTaHOBMNEHNE — T.€.
nogaepxaHvwe AOCTYNHOCTW NPUIOXEHWI B CBETe NpeackasyeMbix cboeB. [pocTbiM NpyMepoM npeaoTBpalLeHns
KaTacTpod SBNSETCS MUrpaums BUpTyanbHON MalnHbl. Hanpumep, BUpTyanbHble MalWHbI MOTYT ObiTb NepeHeceH bl
Ha gpyrve xocT-cepsepa, 4Tobbl MOXXHO GbINO MPOM3BECTN 06CNyXMBaHME UM OBGHOBNEHNE NCXOOHOIO XOCT-CepBepa,
YTO NpeaoTBpaLLaeT annapaTtHble cbon (HebornbLume kaTacTpodbl). TOYHO Tak Xe, ecnu Bbl 3HaeTe, YTO yparaH
OnycKaeTcs Ha Ball OCHOBHOM LeHTp 06paboTku AaHHbIX, MOXXHO MepeHecTn pabodyto Harpy3Ky Ha cepsepbl B ApYromM
AL o Tex nop, noka He NponageT WTopM U He ByaeT Npon3BeaeH PEMOHT.

KnioueBbiM coobpaxeHnem B 060mx npumepax aBnseTcsa «npeackasyemMocTb» KatacTpodbl. HacTo HEBO3MOXHO
OCYLLECTBUTb UMM SKOHOMWYECKN HE BbIFOOHO NMaHMPOBaTh 3aLUMTY OT BCEX BO3MOXHbIX KatacTpod), No3ToMy npu
nnaHVpoBaHWK BCeraa CTpeMsATCs 3alUUTUTbL Bu3Hec oT Hambornee BEPOATHBIX CUTyaLMI.

Yto nyuwe: DR vnn DA?

TexHonornn aBapumnHoro BocctaHoBneHuns (DR) 06bI4HO NpeanaratoT camble pa3HoobpasHblie BapuaHTbI
pa3BepPTbIBAHNSA U LLEHOBbIE AMana3oHbl U 00bIMHO MCMONb3YTCA OpraHn3auusiMm, KOTopble MOTyT TEpPMNETb
HEKOTOPbIN YPOBEHb CH0A paboyen Harpysku unm NoTepu AaHHbIX. TEM HE MEHee, BOCCTaHOBMNEHNE HEOOX0aNMO
NnepuoanYECKN NPOBEPATL U NMPAKTUKOBATb, YTOOLI rapaHTUpPOBaTh, YTO OHO paboTaeT AOMKHLIM 06pa3om -
perynsipHbie TPEHNPOBKN MUHUMU3NPYIOT 3a4E€PXKKM BOCCTAHOBMNEHWS, BbI3BAHHbIE YETOBEYECKON OLLMOKON Nnm
HEOMbITHBIMWU COTPYOHUKAMW.

B cnyyae korga 6usHecy KpUTMYEH NPOCTON CEPBUCOB Aaxe B TedeHne 1 MUHYTbl Heo6XoaMMO paccmaTpmBaThb
BapuaHT c npegoTBpalleHnem katactpod (DA), KoTopbll ABnseTcss Hanbonee arpeccMBHOM hOPMON FOTOBHOCTU K
CTUXMNHBbIM GeacTeuAM. B aaHHOM cniyydae TpebyeTcsi COBMECTHOE UCMOMNb30BaHME HECKOSbKUX LLIeHTPOB 06paboTku
OaHHbIX ANst pacnpefeneHns BblYMCIUTESNbHBIX PECYPCOB, YTO MOBbLILIAET HE TONbKO OTKA30yCTONYMBOCTb, HO U
CTOUMOCTb peLueHmnsi. MNMocKkorbKy Bce LeHTpbl 06paboTku AaHHbIX MOCTOAHHO paboTatoT, MT-nepcoHan perynsapHo
paboTaeT co Bcem obopygoBaHuem, n UT-agMuHUCTpaToOpbl OCTAKOTCH B Kypce NapaMeTpoB paboTbl CUCTEM.

[Mo3TOMy KOHEUHbIV BbIGOp CTpaTerMm 3awmTbl OT KaTacTpod AOMKEH OCHOBbIBATbLCA Ha NOTpebHOCTAX GusHeca
(Takux kak RTO n RPO) 1 TpeboBaHMsaX COOTBETCTBMNSI HOPMATUBHBLIM aKTaM, @ HE Ha TEXHONOMMYECKON JOCTYMHOCTH.
BusHec, KOTOPbIV MPOCTO HE MOXET NO3BONUTL cebe GbITb odhcpnanH AormkeH Bbibupate DA, B TO BpeMs Kak MeHee
TpeboBaTenbHbI BU3HEC MOXET NOTEHUMAITbHO CIKOHOMUTL AEHBIM U YNPOCTUTb MHAPPACTPYKTYPY C MOMOLLbHO
ctparernn DR.

3.3. Kamacmpogoycmoudueocms (Disaster Avoidance, DA)

[ns nogaepxaHns HenpepbiBHOM paboTocnocobHocTu BupTyansHoro [lata-ueHTpa KnueHTa B criyvyae aBapum Ha
ogHoMm n3 [lata-ueHtpoB Orange, KIMMEeHT MOXET 3aka3aTb Onumio katactpodoycTtonumnBoro obnaka. B cnyyae
akTMBaumu gaHHomn onummn, BM pacnpegensiorcs cnyyanHbiM 06pasom unm no HaCTPOEHHBIM NpaBuiaM Mexay
OCHOBHOW 1 pe3epBHOM nnowagkon. lNpn Bo3HUKHOBEHUM aBapuu B ogHom m3 [iL} Orange, paboTaBwue Ha HEM BM
aBTOMaTu4yeckn 3anyckatotca Ha BTopom L. B o6oux [L, gocTynHbl ngeHTMYHbIE HABOPbI BHYTPEHHUX U BHELLIHUX
ceTen, YTO UckKvaeT HeobXoAMMOCTb N3MEHEHNs ceTeBbIX MapameTpoB BM B cnyyae katacTpodbl.

[nsa obecneyeHns MMHMMaNbHOrO BpEMEeHW NPOCTOsi CEPBUCA, B Criydae ecrnv NpuroxeHne nogaepxxmeaeT
Knactepusaumio, peKOMeHAYeTCA pa3MecTUTb YreHbl Knactepa npunoxeHus B pasHbix [LL ¢ nomoLwbio npasun (ans
3Toro Heobxoammo coobwnte Orange cnuckn BM ang pasmelyenuns B kaxaom m3 [iL; BM, He Bowleawine B cnucku,
pasmeLLaTcs cnyyYanHbiM 06pa3om).

3.4. AsapuuHoe soccmaHosrneHue (Disaster Recovery, DR)
O6nauHag nHgpacTpyktypa Orange moxeT 6bITb MCNONb30BaHa KNMeHToM kak DR-nnowaaka. TexHudecku
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BapWaHTOB peanu3auun Takoro cLeHapms 4OCTaTOYHO MHOMO U BbIGOP KOHKPETHOMO 3aBUCUT OT CYLLECTBYHOLLEN
NHPACTPYKTYPbI M NOTPeBHOCTEN KnneHTa. KnneHT MOXeT caMOCTOSITENBHO pasBepHYTb Takoe pelleHune (ecrnm He
TpebyeTcsl UHTErpauns Ha ypoBHE CUCTEMbI YNpaBreHusi obrnadHon nHpacTpyKkTypown), unu cneuymnanuctel Orange
MOryT pa3BepHYTb AN KNneHTa pelleHne knacca DRaaS (Hanpumep, Zerto nnun Veeam Cloud Connect).

3.5.Modcucmema xpaHeHusi

Bo3MOXHO ncnonb3oBaHWe pasHbiX TUMOB UCKOBOW EMKOCTW ANS OOQHOIO 1 TOro e BupTyaneHoro [arta-ueHTpa u
ans ogHom un Ton xe BM.

B cny4yae 3akasa onuuun katactpocoyctonumsocty (DA) BUpTyanbHble MaLVHbI Pa3MELLatoTCa Ha pacnpenenéHHomn
mexay asyms L All-Flash CX[, (cuHxpoHHas pennukauus). 9Tum obecnevmBaeTcs 4OCTYNHOCTb AaHHbLIX B Cryvae
KaTacTpodbl. Ho Takke BO3MOXEH 3aKa3 AMCKOBOro npocTpaHcTea ypoBHen Silver n Gold co cnegyrowmmm
OrpaHNYEHUSMMU:

. CX[ ons yposHen Silver n Gold pacnonoxeHbl B ocHoBHOM [IL| n obecneunBaoT 0TKa3oyCTONMYMBOCTb TOMbKO
B npegenax atoro L. T.e. B cnyyae katactpodbl B ocHoBHOM [1L| anckoBoe npoctpaHcTBo yposHen Silver n Gold He
Oyanet poctynHo n3 BToporo [L. B cnyyae katactpodbl Bo BTopom [L| — goctyn 6yaer;

. OwnckoBoe npocTpaHcTBo ypoBHer Silver n Gold moxeT 6bITb 406aBNEHO TOMNbKO Kak BTOPOW U nocneayoLme
aunckun BM;
. ABTOMaTuyeckmni nepesanyck BM, cogepxawmx gucku ypoeHen Silver n Gold, B cnyvae katactpodbl B

ocHoBHoM [1L| He rapaHTupyeTcs, Ans 3anycka MoXeT noTpeboBaTbCsi BMeLAaTENbCTBO MHXeHepoB Orange. [Ans
WCKIIOYEHUS1 3TOMO pUCKa pekoMeHayeTcs co3aaTh HyxHoe konmdectso BM ¢ yposHamu Silver n Gold, npegoctasuTb
pocTyn k anckam vepes CIFS/NFS v obpawiatbes K HUM ¢ NpoayKTUBHbIX BM yepes ceTb.

CBepx 3aka3aHHOro ANCKOBOro npocTpaHcTea (ypoBHel Silver, Gold u Platinum, Ho He gns Platinum-DA), ons kaxgoro
TMNa BblAenseTca ONONHUTENbHOE OUCKOBOE MPOCTPaHCTBO ANns ceon (swap) BM KnvueHTa us pacuyéta cymmapHoro
3akasaHHoro obbvéma O3Y, koTopbin fobaenaeTcs Orange K kaxxgoMy 13 3akasaHHbix TunoB. B MNoptane Cloud
Director 6yaeT ykasaH cyMMapHbin 06bEM BblgEeNEHHOro ANCKOBOIro NPOCTPaHCTBa (ykasaHHbIn B briaHke 3akasa +
pobaeneHHbIn Orange) n cymmapHbin 06bEM NOTPebneHHOro AUCKOBOro NPOCTPaHCTBA.

VMware Cloud Director yuntbiBaeT notpebneHne ANCKOBOro NpOCTpaHCTBa Mo cnefyowen opmyne (4na Kaxgoro
TMNa OTAENbHO):

CymMMmapHbIn 06bEM NOTPeBNEHHOro AMCKOBOro NpocTtpaHcTBa = OObLEM MecTa Ha KEeCTKOM OUCKE, BbIAENEHHbIN NoA
BM KnneHta (cymma o6bémos auckos BM) + O6bém namatn (O3Y), BblaeneHHbi nog Bce BM KnnenTa + LLabnoHbl 1
ISO-06pasbl + CnyxebHble darnsl BM (MeTagaHHbie) + CHaMWOTLI.

Vicnonb3oBaHne MecTa Ha XeCTKOM OUCKE CBEPX TOro, YTO yKa3aHo B bnaHke 3akasa, MOXeT Bbl3BaTb HEKOPPEKTHYIO
paboTy vdc KnneHTa C NOCNeayLWUM HapyLLeHneM paboTbl BCEX MPUITOXKEHUIA.

3.6. Pe3epsHoe KonuposaHue Ha duck (bakan Ha QuUCK)

B cny4ae notepu nnu nopum aaHHeix KnveHta no 3anpocy KnueHta BupTyanbHasa mawmHa MoXeT ObiTb
BOCCTaHOBIIEHa M3 NocrneaHen konun. [ns aktueauum AaHHON onuum Heobxoammo eé 3akasaTtb nyTem ochopmIieHus
COOTBETCTBYHOLLEro 6riaHka 3akasa Ha ycriyry.
BupTyanbHas mallnHa BoCCTaHaBNMBAETCS U3 PE3EPBHOM KOMUU «KaK eCTby». 10 NPUYMHE TEXHOMNMOTMYECKNX
orpaHmyeHun Orange He HECET OTBETCTBEHHOCTU 3a LIENTOCTHOCTb MHAOPMALMOHHBLIX CUCTEM U BU3HEC-MPUITOXKEHWIA.
Orange rapaHTupyeT BOCCTaHOBIEHME BUPTYasibHbIX MawnH A0 ypoBHS OC BHYTpY BUPTyanbHOW MaLUWHBbI.
[aHHas onuusa No3BONSAET XpaHUTb MNOMHY konuio vDC krMeHTa 1 HECKONMBbKO MHKPEMEHTHBIX TOYEK BOCCTAHOBIEHUS
Ha aucke. KnueHT BblbupaeT ogHy 13 3-xX CTaHAapPTHbIX CXEM PE3EPBHOrO KOMMPOBAHUSA Ha ANCK U KONTIMYECTBO TOYEK
BOCCTaHoBneHus (T>3)

e [ExepHeBHOE;

e 3 Touku B Hegento: MNoHegenbHMK, Cpeaa, MNaTHULa;

e 2 TO4kM B Hegento: BTopHuk, YeTtsepr.

3.7. Pe3epsHoe KornuposaHue (apxusuposaHue) Ha rieHmy (bakan Ha rieHmy)

[aHHbI MeToa NO3BONSET XPaHUTb Pe3epPBHbIE KOMUU AaHHbIX HA CbEeMHbIX HOCUTENSAX (NeHTax), KoTopble MOryT ObITb
nepemeLLeHbl Ha yaanéHHyto nnowaaky. [nsa aktmeaunm 4aHHOM onumMm HeOOXO4MMO e€ 3akasaTb NyTeM
odhopMMeHns CoOTBETCTBYOLLEro bnaHka 3akasa Ha ycnyry.

BoccTaHoBneHme gaHHbIX € NeHTbl TpebyeT 3HauymMTenbHO OornbLue BpeMeHU, YeM BOCCTAHOBIEHME OAHHbIX C AUCKOB.
PesepBHOE KONMpPOBaHWE Ha NEHTY UCMONb3YyeTCs, Korga Heobxoaumo ANNTENbLHOE XpaHEHUE AaHHbIX U XpaHeHne
pe3epBHbIX KONUI Ha yaan€HHOMW nnowlake, anbTepHaTuBHON AByM [ILl, ncnonb3yemblmM Ang okasaHus YCnyru.
Bbubnuoteka MSL4048 nogaepxmnBaeT annapaTHoe wudpoaHne AES 256-bit Ha ypoBHe NeHToYHON BGMBIMOTEKN.
LLincdpoBaHne 63kanoB Ha feHTE OMNLUMOHANBHO.

KnueHT BbIOUpaeT ogHy 13 3-x cTaHOapTHbIX CXeM PE3EPBHOMO KOMMPOBAHUS Ha NEHTY U KONMMYECTBO TOYEK
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BOCcTaHoBneHus (T>3)
e ExepHeBHOEg;
e 3 Touku B Hegento: NMoHenenbHuK, Cpeaa, MNaTHMua;
e 2 TO4kM B Hegento: BTopHuk, YeTtsepr.
Kaxkgyto Heaento no pacnucaHuio co3gaétcsa nonHas konust vDC knneHTa, KoTopasi 3anuncbiBaeTcs Ha NeHTy. JleHTta
BbIBO3UTCA Ha YAANEHHY0 NIOLWaaKy Ha eXXeMeCsMHOW OCHOBE, rae XpaHUTCS B OrHEYNOPHOM LKadyy.
KnneHT moxeT BbiOupaThb:
e  XpaHuTb X HegenbHbIX KOMWIA;
o  XpaHuTb Y MeCSAYHbIX KOMUN.

3.8. CamocmosimerbHoe yripasreHue pe3epsHbiM KoruposaHueM (Self Service Backup)

CamocTtosTenbHOE ynpaBrneHne pe3epBHbIM KONMPOBaHMEM BO3MOXHO Yepes nopTtarn caMmoynpasneHms Veeam
Enterprise Manager.

HaHHas onumsa He coBmecTuma ¢ PK Ha neHTOYHbIE HOCUTENN 1 pe3epPBHbLIM KONUPOBAHWEM Ha AUCK BbIMOSTHAEMbIM
Orange.

Mpwn 3akase gaHHom onuun KnueHTty HEO6X0OMMO CaMOCTOATENBHO paccunTatb TpebyeMbit 06BEM OUCKOBOrO
NPOCTPAHCTBA ANsl XpaHEeHMs pe3epBHbIX KOMWi ucxoas n3 obbéma gaHHbix BM 1 nnanmpyemoro pacnucaxus.

3.9. BoioeneHHblie GHz u vCPU

B pamkax ycnyrn FCA onsa KnneHta co3gaércs BupTyanbHbin [lata-ueHTp ¢ Habopom BblYMCIIMTENBbHBIX PECYPCOB
cornacHo nognvcaHHomy 6naHky 3akasa. B cnyvae BbigeneHus npoueccopHOn MOLLHOCTU CTOUT 06patuTe BHUMaHWe
Ha oTNn4YMe mMexay BblAensieMon NpoLecCOPHON MOLLHOCTLIO U kKonmdecTBoMm saep (VCPU).

[na npumepa npegnonoxum, 4to ang vDC BbigeneHo 48GHz npoLeccopHOM MOLLHOCTMW.

Mpu BkntoveHnn BM Ha kaxgbin vVCPU (aapo) Belgensetcs (T.H. Allocation) 1GHz — T.e. MakcMMyM MOXeT 6bITb
BkntoveHo 48 vCPU B gaHHow cutyauun (Hanpumep: 12 BM no 4 vCPU, nnm 2 BM no 12 vCPU 1 6 BM no 4 vCPU).

B nHgpacTpykType ectb hmsmyeckme npoueccopbl ¢ HoMMHanbHom Yactoton 2,2GHz n 2,5GHz, Bo3bMEM Ans
JanbHenwmnx pacvéton 2,5GHz.

Ecnu Bce vCPU 0yayT paboTaTb B NOMHY MOLWHOCTL: 48*2,5=120GHz. T.k. 120GHz 6onbLue BbiaeneHHbix 48GHz,
To obwee noTpedbneHne vDC GHz 6yaeT orpaHuumBatbes o 48GHz — ghaktudeckn Bce sgpa 6yayT pabotaTb Ha
yactote 1GHz. Ho Takas cuTyaums kpanHe peaka, kak npasuno 6onbwmnHcTBo VCPU novtun npoctameatoT (T.€.
peanbHO paboTalLlwmmM goctaHeTcs 6onblue, BNAoTb A0 BCex huandecknx 2,5) - aTo AaéT ONOMHUTENBbHYI0 TMBKOCTb
B KOHGUrypmpoBaHum n pabote BM.

Ecnu HyxHO n3bexaTtb NoTeHunansHOM CUTyaLumn orpaHnyeHms YacToTbl S4ep, MOXHO nocyntaTb Tak: 48GHz /
2.5GHz =19.2 vCPU — 1.e. HacTpouTb Ha BM 19 aaep 1 oHn rapaHTMpoBaHHO He ByayT OrpaHU4MBaThLCS.

3.10. Omkasoycmouduesiti 0ocmyn Kk cemsm MIHmepHem u BVPN

Bce BHelHWe ceTeBble COEAMHEHUS 3ape3epBUPOBaHbl Ha YPOBHAX (OU3NYECKMX COeaUHEHUN, (PU3N4ECKOro
obopynoBaHusa, cetu MEN, PE-mMaplipyTn3aTopoB U OpraHusylTca depe3 ABa AartaueHTtpa. [lpu aTom He umeeTt
3Ha4YeHus1, MO KaKoMy MapLlpyTy (4epes3 Kakom AaTaueHTp) MAET B TEKyWUA MOMEHT TpadvK — Ansi BUPTyasbHbIX
MaLunH B vDC 3T0 Npo3payvyHo 1 HEe MMEET 3HaYUMbIX OTSIMYUN B 3aLEpPKKax.

Hwxe npuBeaeHbl cxembl opraHmdauumn goctyna K cetm MHTepHeT, ansa cetn BVPN oHY aHanornyHbi:
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e CraHgapTtHas cxema ¢ NSX Edge (moxeT 6b|Tp B pexunme HA, cm. Huxe 3.12)
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e licnonb3oBaHue 3aka3yMkoM COGCTBEHHOIO BUPTYaribHOrO MapLipyTusatopa (npumep BO3MOXHON
apXUTeKTypbl)
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3.11. VMware NSX Edge

VMware NSX Edge — 310 pelueHue, obecneudmBatoLlee Ans BUPTyanbHOro gaTa-LUeHTpa yHKUMm
mapuwpyTtmsaumu, Firewall, NAT, DHCP, Site to Site VPN, SSL VPN-Plus, Load Balancing, High Availability, syslog. B
nHppacTpykType obnaka Orange cywiectByeT Aga knacca VMware NSX Edge Gateway:

o «EGW-CE» - BbinonHseT dyHKUmMM Knaccmnyeckoro CE-mapLipyTtusaTtopa. Ansa goctyna B IHTepHeT n BVPN
ncnonbayTca pasHble EGW-CE. HacTponka aTnux napameTpoB HaXOAUTLCSA B 30HE OTBETCTBEHHOCTU
Orange;

e «EGW» - NONHOCTbIO AOCTYNEH ANA yrnpaBreHus knneHTomM n3 web-nHtepdeiica Cloud Director .
O6ecneunBaetr DHCP, NAT, VPN, mapwpyTtusauuto, hunbTpauutio n 6anaHcupoBKy Harpyskum ans
BHYTpeHHux ceTen vDC.
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Internet BVPN

-

PE1

| PE2

Edge Gateway CE-Internet Edge Gateway CE-IPVPN
(CE-GIN) (CE-IPVPN)
" [egw-ce-gin-DOMAIN-XX] / " [egw-ce-ipvpn-DOMAIN-XX]
. \ ,
L External netwon{lf Internet (GIN) J L External networ@ Internet (IPVPN) J
[extnet-gin-DOMAIN-XX] [extnet-ipvpn-DOMAIN-XX]

Pl- nnn PA-cetb

«cepas» ceTb

Edge Gateway
“ [egw-DOMAIN-XX]

«cepas» ceTb

Routed VDC network

Ons cetn NHTepHeT «Edge Gateway CE-Internet (CE-GIN) [egw-ce-gin-DOMAIN-XX]» - MONHOCTbIO ynpaBnsaeTcs
Orange, BbINONHAET Tonbko dyHKumMn CE 1 npegoctasnseT B ceTb «External network Internet (GIN)
[extnet-gin-DOMAIN-X]» BblaeneHHbIN npedukc.

Ons cetn BVPN «Edge Gateway CE-BVPN (CE-BVPN) [egw-ce-ipvpn-DOMAIN-XX]» - TOMHOCTbIO ynpaBnsdeTcs
Orange, BbINOMHSET ToNbko yHKUUM CE 1 obecneunBaeT cBA3HOCTL ¢ EGW vepes OSPF.

Edge Gateway [egw-DOMAIN-XX]» NONHOCTbIO 4OCTYNEH ANS YNPaBleHUs KNMeHTom 13 vCD.

3.12.  NSX Edge High Availability

Mpun 3akase gaHHOM onumK co3fatoTes active-passive knactepsl 13 AByx NSX Edge, aBToMaTuU4ecku pasmeLlatoLLmxcs
Ha pa3sHbIX X0CTax, a B criydae DA B pasHbix [L:

e [Ins BbibpaHHoro EGW ynpaBnsiemMoro KnmeHToMm;
e [Ina EGW-CE-GIN (B crniyyae Hanuumsa goctyna B MIHTepHeT);
o [ina EGW-CE-IPVPN (B crniyvae Hanuuusa goctyna B ceTb BVPN).
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OT0 No3BOMsSeT MUHMMU3NPOBAaTbL BPEMS MPOCTOSA CETEBOro AOCTyNna B Criyyae Bbixoda U3 CTpos on3n4ecKkoro xocTa,
Ha koTopom paboTtaeT NSX Edge, unu npobnem ¢ BM NSX Edge.

OpUEHTUPOBOYHbIE BPEMEHHbIE NapamMeTpbl (AaHHbIE OCHOBaHbI Ha NOTMke paboTbl TEXHOMOIUIA, X HACTPOKax M
npoBeféHHbIX Orange Tectax):

CueHaphit MepepbiB Bpewms,
gocTtyna CeKyHA

ABapuiHoe nepeknveHme ¢ OCHOBHOro kaHana MutepHet unu BVPN Ha pe3epBHbIv Oa 15*
LtaTHoe nepekntoyeHne (ob6ecnyxmBaHme) ¢ OCHOBHOro kaHana NHTepHeT nnn BVPN Ha Oa 15*
pe3epBHbIN
BosBpaT Ha ocHoBHOM kaHan NHTepHeT nnn BVPN Het -
Mepesarpy3ska NSX Edge, nocne aBapuu Ha XocTe Ha 45
MepekntodeHre Ha pe3epBHbIn NSX Edge npu Hanuaum onuun High Availability Oa 15 **

* [No cneyunanbHOMY 3anpocy MOXET ObiTb YMEHbLUEHO A0 3 CEK.
** Mo cneumanbHOMY 3anpocy MOXET OblTb YMEHbLUEHO A0 6 Cek.

3.13. 3awuma om DDoS-amak

Onsa nopta NHTepHeT, nogknioyaemoro B VDC, moxeT 6biTb 3akasaHa ycnyra sawmTtbl oT DDoS-atak «Internet
Umbrella» nmetowias B cBoer ocHoBe koMmnnekc obopyaoBaHus Arbor n niterpauuio ¢ cetoto Orange.

«Internet Umbrella» — coBokynHocTb genctaui Orange, HanpaseHHbIX Ha NPOTUBOAENCTBNe aTakam Tuna DDoS,
HaLeneHHbIX Ha NepenonHeHne napasnTHbIM Tpadurkom npegocTasneHHbIX Orange kaHanos JOCTyna K ceTu
UHTepHerT.

Orange Internet
PeanbHble Umbrella

nonb3oBarenu Coe}lMHeHMﬂ TONbKO

C peasnbHbIMU
nonb3oBaTeNs Mm

3N0YMbILLNEHHUK,
ynpasnsoLmn
arakom

CepBep KnueHTa

" JlaBuHa 3anpocos
OT aTaku

3apaxeHHble ..
- #*
KOMMNbIOTEPbI <2

3.14. ApeHda nuueHsut Ha N0

B pamkax ycnyrn FCA Orange MOXeT NpefocTaBnaTh KNMEHTY NuueH3un no mogenun Software as a Service.
CrtaHpapTHO NpefoCTaBnsloTCA B apeHay JMLEH3NK:

e Microsoft Windows Server standard*;

e Microsoft Windows SQL Server standard*;
* K apeHae [ocTynHbl akTyanbHble Bepcun O, npu 3Tom, Kak npaBuIio, NO3BONsALLMeE Ucnonb3oBaTth 6onee crapble
BEPCUMN.

Mo 3anpocy AOCTYNeH WNPOKMIA CnekTp nuueHsui Ha MO Microsoft.

3.15. Akmueauyus 10O Microsoft no npoepamme SPLA yepe3z KMS

Ona aktmeauum MO Microsoft ncnonssyetcsa KMS-cepsep Orange, 4OCTYMHbIN Yepe3 ceTb HTEpHET ¢ aapecos,
BblaensieMblx knueHtam. Ecnv BM He nmeet goctyna B IHTepHeT, Heobxoaumo obpatutbes B Orange Ans akTMsauum
MAK-knto4yom.

Mpouenypa aktneaumu:
e [lpoBepuTb, 4To Ha EGW oTkpbIT nopT TCP1688 B HTEepHeT
e [lpoBepuTb, 4TO Ha BM ycTaHOBREHO KOPPEKTHO Bpemsi!
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e YcTtaHoBuTb IP KMS

simgr -skms 194.84.17.201:1688
e AktmBmpoBatb online

slmgr.vbs /ato
¢ [lpoBepsieM akTMBaLUIO

simgr /div

* Ecnu KMS-cepBep HegocTyneH, Heobxoammo obpatuTtbes B Orange.

3.16. Kak nodkntoyume riokanbHyro cemb K obriaky Orange?

Cyl.l.l,eCTByeT ABa OCHOBHbIX MeTOo4a NOAKIM4YeHUaA:

1. C wncnonb3oBaHne BVPN cetn Orange.

Ly
mm ]

Customer

Customer 4 3E Ha

branch FHE

Customer ~
’

i J

BVPN

) Customer
CE2

Customer VRF

IPVPN-PEO1 s IPVPN-PEO2

Orange
Moscow MEN

l
Switch fabric

L /
AN
Edge GW CE[EGW-CE] E‘ 7z
. :> OSPF

Routed VDC network IPVPN

w@m
L

Mnocamu Takoro MeToaa ABMATCS:
e KauecTtBeHHble napameTpsbl kaHana (RTD, jitter, PLR) nyywe, 4yem B ceT VIHTepHeT
e OTkasoycTonumBoe coefmHeHne obnako-cetb BVPN
e B03MOXHOCTb peanu3auumn 0TKa30yCTONYMBOro NOAKMOYEHNS CO CTOPOHbI CETU KIMEHTa
e OnuwmoHanbHbIM SLA
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e PabotocnocobHocTb kaHana — 30 Orange
e Onums nogknoveHus yaanéHHbix canTtoB k ceTu BVPN uepes ycnyry «Internet VPN»(IPSEC go
BVPN-y3noB yepe3 VIHTepHeT)

2. Yepes IPSEC-tyHHenb NSX Edge

Customer

Customer HQ

branch

Customer é
-

CE1

IPSEC /|p5|:_c
\ /

\ Internet )

\ L
N
Edge GW[EGW] |

Routed VDC network IPVPN
[vdcnet-ipvpn-DOMAIN-XX]

Customer
CE2

|
@ & Nz

e

& O

[ntocsl:
e CTommocTb
o  CKOpOCTb NOAKMIOYEHUSA HOBbIX YAanéHHbIX CakToB

* [ipyrue Tunbl nogkntodeHnn yepe3 NSX Edge onucaHbl B pasgene 11.7 «VPN».

3.17. lNodknroyeHue sHewHux USB ycmpoticme (USB-to-IP)

[ns o6ecneyeHnsa npobpoca BHewHUX USB ycTponcTB (kak npaBuno annapatHbix USB kntoven 3awuTel M0O),
ucnonb3yetca obopygosaHme Digi*:

e Digi AW08-G300, 8 USB noptos, multihost

e Digi AW24-G300, 24 USB noptos, multihost

Kaxgbin 3 USB-noptos npussasbiBaeTcs k BM (k oaHon BM moxeT 6bIT NpMBsi3aHO HECKOMbKO NMOPTOB).

[na kaxporo 3akas4yvka ycTtaHaBnuBaeTcs oTaenbHoe yctponctso Digi.

CnenyeT OTMETUTb, YTO Ha TEKYLLUMIA MOMEHT NPOOPOC KMtoYen B BUPTyaribHblE MaLUVHbI BO3MOXEH TOSbKO ANs
rocteBbix OC cemenctea MS Windows. Takoe orpaHuyeHune CyLecTByeT B CBSI3U C OTCYTCTBMEM ApaniBEPOB Anst
Linux OC y npoussogutens yctponcts USB-to-IP.

Takke He pekoMeHayeTCa UCNOoMb30BaTb AaHHbIEe YCTPONCTBA ANA NOAKNHYEHNA BbICOKOCKOPOCTHbLIX USB yCTPOUCTB,
Takux Kak BHewwHwe HDD, dnaw-HakonuTenu u T.n.

* [poussodumersib u Modesiu Mo2ym bbimb UBMEHEHbLI 8 X00e npopabomku 3arnpoca

3.18. lNodknoyeHuUe 8HeWHUX cemesbix ycmpolicme/cepeepos pacronoXeHHbIX 8 [L]
Orange

CyluecTByeT BO3MOXHOCTb 06benHEHUA PU3N4ECKON CETU 1 BUpTyarnbHow ceTn VDC Ha ypoBHe L2. 3To MOXeT 6bITb
vDC ceTb B KOTOPOW HENOCPEACTBEHHO HAXOAATCSA BUPTYarbHble MaLUWHbLI, NN OTAENbHBIN CErMEHT U30NTMPOBAaHHbIN
Edge.

OTO MOXeT BbITb HEOBX0AMMO B Crny4vae pasMelleHns obopyaosaHus knueHTa B L Orange (ycnyra «Nethosting»).
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Takke faHHas onuusi MOXeT OblTb MCNONb30BaHa Asls noAkmoyeHns VDC k CTOpOHHEMY onepaTopy CBSI3W, HamnpsiMyto
UK Yepes dU3MYECcKUii MapLLpyTU3aTop.

B 3aBucumocTy oT TpebyeMon CKOpoCTH, 3TO MOXET ObITh:
e OgawvH nnn gBa nopta(MC-LAG) 1000BASE-T Ha 0gHO yCTPOWCTBO, OpraHm3yeTcst MeaHoe kabenbHoe
coeavHeHne 0o 0b6opyaoBaHNS KITMEHTA;
e OgawvH nnn aea nopta(MC-LAG) 10GBASE-SR Ha 0gHO yCTPONCTBO, OpraHu3yeTcs ontuyeckoe kabenbHoe
coeguHeHne o obopynoBaHus knneHTa. He sensemcsa cmaHOapmHbiM 8apuaHmom, mpebyemcs
npopabomka.

4. OcHoeHble anemeHmbl VMware Cloud Director

BupTyanbHas opraHusauus (organization, vOrg) — camblil BEpXHUIN aneMeHT B nepapxumn obbektoB abetpakuum Cloud
Director . CogepxuT B cebe MHopmaLnio 0 Nonb3oBaTENbCKNX akkayHTax Ballen opraHnsaLlmm u obLime napameTpsbl.

BupTtyanbHas opraHusaumsa (vOrg) — KOpHEBOW FIOrMYECKNIA 3NIeMeHT, coaepxxalwuin B cebe Bce Bawwm VDC, y4éTHble
3anvMcy agMUHUCTPaTOPOB, NapameTpbl ayTeHTUdUKaLUs, yBe4OMIEHNI U T.1.

BupTyanbHbii gaTtaueHTp (virtual datacenter, vDC) — 3To COBOKYNHOCTb BaluMX 06nayHbIX pecypcoB (BUpTYyarnbHble
npoLeccopsbl, NaMATb, MECTO Ha AUCKe, CETU U T.4.). ATO cpeaa, B KOTOPOW co3aaTcs BUPTyarbHble MallVHbI,
Habopbl BUPTYanbHbIX MalLWH, 06beAUHEHHBIX B O4HY rpynny - VAPP, CETU 1 Np. Bbl MOXeTe yBenMuneaTh ero
pa3mMepbl No Mepe HeOGXOAMMOCTU, AOKyNas HYXXHble pecypchbl (MpoLeccopbl, NaMmsTe MW AUCKK) NyTeM NOANNCaHus
COOTBETCTBYIOLLEro GnaHka 3akasa.

B Bawen opranmnsauumn vOrg moryT 6biTb ABa (Mnun 6onee) vDC B crnyyvae, ecnu, HanpumMmep, 0OAHOBPEMEHHO 3aKa3aHbl
06b14HbIN VDC 1 ¢ onumen Disaster Avoidance.

VApp — 3710 Habop BUPTyanbHbIX MaLUWH, 06beanHEHHbIX B OfHY rpynny. Ero MoxHo co3gatb nycTbiM Unv cpasy ¢
BMPTyanbHbIMK MawHamu. bnarogaps vApp rpynnon BUpTyasbHbIX MallMH MOXHO YNpaBnsaTb Kak O4HOW eANHULIEN.
9710 ocobeHHO yaobHo, ecnu Bbl ynpasnsaeTe 60MbLLON BUPTYyanbHOW MHpacTpykTypon. Ha ocHoBe VAPP MOXHO
co3paBath WabnoHbl. Ecnv y Bac ecTb HEO6XOAMMOCTb NEPUOANYECKU CO34aBaTb OQHOTUMHbIE IPYMMbl BUPTYanbHbIX
MalLlUWH, TO 3TO CBOWCTBO VAPP NO3BOMUT BaM C3KOHOMUTL BpeMsi. Cloud Director Takke npeocTaBnsieT BO3MOXHOCTb
co3faBaTh OTAENbLHYIO0 CeTb Ha YpoBHE VApPP, N03BOMsst o6ecneynBaTh AONOMHUTENbHYIO U30MSALMI0 MEXAY ABYMS
VApPp. VApp MOXHO MCMOSb30BaTh ANs rPYNMMPOBKUA BUPTYarnbHbIX MaLUWH, OTHOCALLUXCS K OAHOMY
6u3Hec-npunoxeHuto. Takke Ha OCHOBE VAPP MOXHO pasrpaHuyMBaTth 4OCTYN MexXay aAMUHUCTpaTopamMu Ballei
opraHusaumu.

BuptyanbHble mawmHbl (VM, BM) moxHO co3gasaTh 13 wabnoHos B katanore (cpady ¢ OC) unm «c Hynsy,
ycTaHaBnumBas Hy>Hyto OC u3 3arpyxeHHoro wabnoHa unu obpasa.

KaTtanoru (Catalogs) — 910 nanku, B KOTOPbIX MOXHO XpaHWUTb WabnoHsl VAPpP, BUPTyanbHbIX MaLIUH 1
meamna-dannos (1ISO-o6pasbl).

CeTb ypoBHs opraHusaumm (Org VDC Network) — 3710 ceTb, JOoCTynHas no ymonyanuio Ans scex VApp. CeTb ypoBHs
opraHm3aumm MoxeT OblTb U30MIMPOBaHHOM OT BHELLHUX ceTel (isolated), mapLpyTuaupyemoii Yepes Edge Gateway
(routed) unu HanpsiMyto COeMHEHHOW C BHELUHUMU ceTamu Ha L2 (direct).

MomunmMo ceTu ypoBHS opraHu3auum, KoTopas AOCTyMnHa Ans BceX VAPP U MOXeT ObiTb «pacTaHyTa» Mexay pasHbiMu
vDC ogHon opraHusauum Bbl MOXeTe co3aaTb ceTb ypoBHSA VApp. o aTon ceTn ByayT B3aMmoaencTBoBaTb
BMPTyarbHble MallVHbl TOMbKO AAaHHOro VAPP: ANs BUPTYarnbHbIX MalUWH M3 Apyrnx VApp oHa He OyaeT gocTynHa.
CeTb ypoBHsi VAPP MOXHO NOACOEAMHUTL K CETU YPOBHSA OpraHM3auum, TeM cambiM NO3BONUB AaHHOMY VAPP
B3aMMoOJencTBOBaTh C ApYyruMu VApp opraHusaumm unu 3a ee npegenamm, npu aTom mMexay cetbio VApPp u ceTblo vOrg
OyOeT HaxoauTca cneumnannaMpoBaHHbIi, «ManeHbkuin», Edge Gateway npegocTaBnsitowen orpaHUYeHHbIN
dyHKumoHan (Toneko FW,NAT n DHCP).

B o6nake Orange NpuHsTb CTaHAAPTHbIE cornaweHus 06 MMeHOBaHNN 06 HLEKTOB:

O6beKT LWa6noH umeHm Mpumep ana "startrek.com"

Organization vorg-DOMAIN vorg-startrek.com
Virtual Datacenter vdc-DOMAIN-XX vdc-startrek.com-01
Edge Gateway CE-Internet (CE-GIN) egw-ce-gin-DOMAIN-XX egw-ce-gin-startrek.com-01
Edge Gateway Internet (GIN) egw-gin-DOMAIN-XX egw-gin-startrek.com-01
Edge Gateway CE-BVPN egw-ce-ipvpn-DOMAIN-XX egw-ipvpn-startrek.com-01
Edge Gateway (managed by customer) egw-DOMAIN-XX egw-startrek.com-01
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Routed VDC network Internet (GIN)

PyKOBOD,CTBO noJsib3oBaTens

vdcnet-gin-DOMAIN-XX vdcnet-gin-startrek.com-01

Routed VDC network BVPN

vdcnet-ipvpn-DOMAIN-XX vdcnet-ipvpn-startrek.com-01

Internal VDC network

vdcnet-DOMAIN-XX vdcnet-startrek.com-01

Direct connected VDC network L2VPN

vdcnet-12vpn-DOMAIN-XX vdcnet-I2vpn-startrek.com-01

Distributed Port Group CE-Internet (CE-GIN)

dpg-ce-gin-DOMAIN dpg-ce-gin-startrek.com

Distributed Port Group CE-BVPN (CE-BVPN)

dpg-ce-ipvpn-DOMAIN dpg-ce-ipvpn-startrek.com

Distributed Port Group Internet (GIN)

dpg-gin-DOMAIN-VID dpg-gin-startrek.com-2925

Distributed Port Group Internet (BVPN)

dpg-ipvpn-DOMAIN-VID dpg-ipvpn-startrek.com-2924

Distributed Port Group Internet (L2VPN)

dpg-12vpn-DOMAIN-VID dpg-12vpn-startrek.com-2999

External network Internet (GIN)

extnet-gin-DOMAIN-XX extnet-gin-startrek.com-01

External network BVPN

extnet-ipvpn-DOMAIN-VID extnet-ipvpn-startrek.com-2924

External network L2VPN

extnet-12vpn-DOMAIN-VID extnet-12vpn-startrek.com-2999

OCHOBHOW aiMWUHUCTPATOP OPraHM3aL MK

adm_DOMAIN adm_startrek.com

5. Bxo0 e supmyasnbHbIlU Oama-ueHmp

Nocne okoHYaHMA co3gaHusa U HAaCTPOMKK Ballero BUpTyarnbHOro gata-ueHTtpa (ganee vDC — Virtual DataCenter) Bbl

nonyyumte ot Orange URL 1 agMMHUCTPaTUBHBIN akkayHT gns goctyna kK vDC.
Ha Tekywmnn momeHT goctyneH toneko HTMLS  WEB-uHTepdeiic:

e «Tenant portal»: nonHoYHKUNOHaNbHbLIN MHTEpdenc Ha 6ase HTML5.

HocTtyneH no agpecy Buaa (B KOHLE He06X0AUMO yKasbliBaTb UMsSi CBOEFO VOrg):
https://flexible-computing-advanced.orange-business.ru/tenant/vorg-startrek.com/

OTkpbiBaem B 6pay3epe URL, BBoAMM B COOTBETCTBYHOLLME MONS UMS NONb30BaTeNs U Naposib, BXOAUM B OCHOBHOE

OKHO ynpaBreHusi o6nakom:

vmw VMware Cloud Director

Data Centers Applications Networking Libraries Administration Monitor More v

Virtual Data Center

Environment Running Applications Used Resources

© sites: 1 &, Organizations: 1 ¢ Virtual Data Centers: 3 @ VMs: 1 5 vApps: 2

& vde-startrek.com-ha-01
@ vorg-startrek.com, @ flexible-computing-advanced.orange-business.ru

Applications CPU Memory Storage

4 GHz 512 MB 5GB

Tof1 \

Running VMs

50 GHz allocated 64 GB allocated 700 GB allocated

& vde-startrek.com-da-02
@ vorg-startrek.com, @ flexible-computing-advanced.orange-business.ru

Applications CPU Memory Storage

2
e 0 MHz o MB 9GB
0of 2

Running VMs
8 GHz allocated 10 GB allocated 30 GB allocated

{J} CPU: 4GHz @ Memory: 512 MB B storage: 2 1B

Find by Name

6. Tunu4Hbie npobnemsbi Npu NoGkNO4YeHUU u pabome ¢ WEB-uHnmepgeticom

e B cny4ae ncnonb3oBaHus SSL-uHcnekumm npu Beixoge B MHTepHeT, nnbo npu nepesanmcy KOpHEBbIX
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cepTudukaToB (HanpumMep, Yepes nonuTukn AD), MoxeT He paboTaTb yaanéHHas koHconb BM u 3arpyska
obpasos/VApp.

Onsa peweHus npobnembl HEO6X0AMMO Yepes TOT-xe bpay3ep 3ainTh Nno agpecy
https://proxy.orange-business.ru/ n Bpy4Hyt NnogTBEPANTL JOBEPUE CEPTUAMKATY.

7. lpoeepka docmynHocmu pecypcoe VDC u cemeeoli cessi3Hocmu

3aBepLualoLLMM WaroM HacTpolikv Bawero VDC co cTopoHbl Orange siBRsieTcs hakTuyeckas NpoBepka JOCTYNMHOCTU
PECypCOB U HanM4usi CETEBOW CBSI3HOCTY.

[lns aTOro Mcrnonb3yeTca npeaHacTPoeHHbIN WwabnoH VApp «Orange-ATP». Mbl pekoMeHayeM Bam NoOBTOPUTL
NpPOBEPKY.

7.1.posepka docmyrnHocMu pecypcos

Haxopgsck B ocHoBHOM pasgene «Data Centers» Boibepute uHtepecytowmi vDC:

vmw VMware Cloud Director Data Centers  Applic ns Networking Libraries Administration Monitor

Virtual Data Center

Environment Running Applications Used R

@ Sites: 1 & Organizations: 1 ¢y Virtual Data Centers: 3 @ VMs: 1 HE wApps: 2 o CP

N

& vde-startrek.com-ha-01
@& vorg-startrek.com, @ flexible-computing-advanced.orange-business.ru

Applications CPU Memory Storage
1
4 GHz 512 MB 5 GB
10f 1 \
Running ¥Ms
50 GHz allocated 64 GB allocated 700 GB allocated
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CneBa B MeHI0 «General»:

vimw ‘VMware Cloud Director Data Centers Applications Networking Libraries Administration Monitor
&
General
;11 Compute v
~ Info
vAppsS
vVirtual Machi Name vdc-startrek com-da-02
irtual Machines
. Description -
Affinity Rules P
© Networking v Status & Enabled
Networks v Metrics
Edges Allocation Model Allocation pool
Security vCPU 1GHz
= Storage " CPU (Allocation Used/Quota) 0 MHz / 8 GHz (0%)
Named Disks Memory (Allocation Used/Quota) 0 MEB /10 GB (0%)
Storage Policies
i Settings v
General
Metadata
Sharing
Kubernetes Policies
Bepcusa 3.1 © Orange Business Services, 2023 Orange Restricted 19

| Business
Ul Services



Flexible Computing Advanced PykoBoacTBO nonb3osaTtens

JlocTynHble ANCKOBbIE Pecypchl AOCTYMHbI B MeHto « Storage Policiesy:

vmw VMware Cloud Director Data Centers A

&
Storage Policies

i1 Compute v

VAppSs

. Name T Status Default Used Limit Capabilities
Virtual Machines

- > vmstore-cloud-gold - 4GB 10 GB 1
Affinity Rules

@ Networking . > vmstore-cloud-platinum-da s s 5GB 10 GB 4

MNetworks > vmstore-cloud-silver -~ O MB 10 GB 1

Edges

Security

]

Storage v

Named Disks

Storage Policies

i Settings v
General
Metadata
Sharing

Kubernetes Policies

7.2.posepka cemesbix pecypcos

B pasgene «Data Centers» BbibpaTe VDC, BbiGpaTh B MEHIO CrieBa «VApPPS», 3alNTu B TECTOBLIN VAPP:

vmw VMware Cloud Director Data Centers

&
vApps
it CDmpUtE‘/ e Find by: Name
vApps
1Virtual Applications | Expired: No % Clear all
Virtual Machines
Affinity Rules NEW ™
@ Networkin v
- 3 ATP-10
Networks Powered off
Never SJEDE’TCZ:,:
Edges 0B/16/2018, 5:56:30 PM
B adm_startrek com
Security
VMs Manage
= storage ~ 1 VM Cansoies
Named Disks @ &5
CPUs Storage Memary
Storage Policies 2 206TBD  512MB
{5 Settings v SADGES
General ACTIONS v DETAILS
Metadata
Sharing
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BupTyanbHasi MawnHa "orange-atp" y>xe OoIpKkHa ObITb BKIOYEHA, ECIM 3TO He TakK - 3anycTute VAPP LEeNMKOM,
nepengute B BM:
All vApps » ATP-1.0

E] ATP-1.0 rower oFF STOP RENEW LEASE CHANGE OWNER ALL ACTIONS v

Powered on
General / Find by: Name ADVANCED FILTERING Sort by: Name I
Virtual Machines 1 Virtual Machines
Start and Stop Order (P Multiselect
Network Diagram Name Console Status Lease Created On os

Networks
: =] VM Console Never Suspen.. ®  05/16/2018, 5:56:33 PM  Ubi

Guest Properties

Sharing

[lns gocTtyna B KOHCOMb BUPTYasribHON MaLlMHbl MOXHO ncnonb3oBate WEB-koHconb unm VMRC (pekomeHayeTcs, HO
TpebyeT ycTaHOBKM knneHTa Ha [1K):

AllvAapps > vapp-ebfl8528-ece7-4d7e-83e9-b3e65cf8346a » vm-82834197-c87f-4a3¢-8089-ba3adb3579f0

@ orange-atp POWER OFF | LAUNCH WEB CONSOLEI |LAUNCH REMOTE CONSOLE | ALL ACTIONS ~
Powered on \ /
General
EDIT
Hardware
) Name orange-atp
Removable Media
Hard Disks Status Powered on
Compute
Computer Name orange-atp-0
Advanced
NICs Description
Bepcus 3.1 © Orange Business Services, 2023 Orange Restricted 21
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YctaHoBka VMRC (TpebyeTcsa akkayHT VMware, unm Bbl MoXxeTe cBsidaTbcs ¢ Orange, 4Tobbl Nony4YnTb €ro):
[ I— |

All vApps > vapp-ebfl8528-ece7-4d7e-83e8-b3e65cf8346a

—
m orange-atp POWER OFF  LAUNCH WEB CONSOLE  LAUNCH REMOTE CONSOLE  ALL ACTIONS v
Powered on
Power
General con Snapshot /
Hardware
Name I VM Console
Removable Media Launch Web Console
Statu ~ i edia
ratus Launch Remote Console
EEIE I Download WM Remo tall vV
Description

Guest OS5
Customization

Operating System

Boot Delay o]

Guest Properties -
Storage Policy

Metadata

Virtual Data Center Edit Badges
Monitor owner aq
Tasks
Events VMware Tools 2l rauouss
Virtual Hardware Version Hardware Version 10
vAnD ATP-10

BM u3 gaHHoro vApp aBTomaTudeckn Bxogat B OC 1 nony4yatoT ceTeBble HacTpowkn Yepe3 VMware Tools. OcTtaértcs
NpoBEpPUTL AOCTYMNHOCTb ceTen, Ansa NHTepHeT aTo OyaeT, Hanpumep, komaHaa «ping yandex.ru» B pedynbtaTe
BbINOMTHEHNS KOTOPbINA JOMMKHBI ObITb Nony4eHbl ICMP oTBeTbI:

© & nhttpsy//flexible-cco

mputing-advanced.orange-business.ru/tenant/vorg-startrek.com /wmks-console/index.html T *** kg

Orange-ATP - orange-atp

FULL SCREEM

| CTRL+ALT+DEL | | OPTIONS |

Last login: Wed Dec 9 15:08:33 MSK 2020 on ttyl
elcome to Ubuntu 14.04.3 LTS (GNU-Linux 3.19.0-Z25-generic x86_64)

#* Documentation: https:- shelp.ubuntu.coms
System information as of Wed Dec 9 15:08:51 MSK 2020

System load: 0.0
Usage of ~: 36.7% of 3.11GB

Processes: 90
Users logged in: O

Memory usage: 13
Suap usage: 0

Graph this data and manage this system at:
https: slandscape.canonical .com/

tpRorange-atp:~5 ping yandex.ru
PING yandex.ru (5.255.255.77) 56(84) bytes of data.

C

rtt min‘avgsmax-ndev
tp@orange-atp:™5 _

IOnsa cetn BVPN (BM atp-BVPN) npouenypa aHanornyHa, Ho NpoBepsiTb creayeT AOCTYNHOCTb yAanéHHoro Xxocra B

64 bytes from yandex.
64 bytes from yandex.
64 bytes from yandex.
64 bytes from yandex.

™
ru
™
ru

(5.255.255.77):
(5.255.255.77):
(5.255.255.77):
(5.255.255.77):

—— yandex.ru ping statistics ——
1 packets transmitted, 4 received, 07 packet loss, time 3003ms
4.957,5.089-5.164/0.079 ms

icnp_seq=1 tt1=249 time=4.95
icmp_seq=2 tt1=249 time=5.13
icmp_seq=3 tt1=249 time=5.16
icmp_seq=4 tt1=249 time=5.10
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Bawen BVPN cetn.

PyKOBO}J,CTBO noJsib3oBaTens

8. YnpaeneHue y4émHbIMU 3anucsiMu nosib3oeameJsied

Cloud Director nossonsieT ynpasnaTb NpaBaMmu 40CTyna nonb3oBaTtenen kK obnavHbiM pecypcam. BeibpaTb HyxHyt0
pOnb MOXHO MpK CO34aHMN HOBOIO NONb30BaTeNs.
Mpn nepBoHavYanbHOM HACTPONKe Ballero obnaka co3gaérca oanH NoNb3oBaTernb C NoNHbIMKU NpaBamu Organization
Administrator, B cnyyae Heo6xogMMOCTK Bbl MOXeETe co3aaTh Noboe KoNM4ecTBO Nonb3oBaTenen ¢ pasHbiMu

npasamu.

vmw VMware Cloud Director

Data Ce

Networking

Libraries

Administration  Monito

«

Users
% Access Control v
Users NEW EXPORT USERS
Groups Name Full Name State Locked Role Type
Roles adm_startrek.com 1 Enabled 5l [Ed Crganization Administrator Local
Tokens csr Enabled ' [Eq vApp User Local
ce Identity Providers ~ veeamtest Enabled & ER Organization Administrator Local
ML

3anonHute napamMeTpbl HOBOIo NnoJfib3oBaTenda U yCTaHOBUTE POIb:

Create User

Credentials

User name *
Password *
Confirm password *

Enable

Configure user's guota

Role
Available roles *
Contact Info

Full name
Email address

Phone number

X

Input is required

Select a role

Name

Organization Administrat...
vApp Author

Console Access Only
vApp User

Defer to Identity Provider

v
Description

Built-in rights for admi
Rights given to a user
Rights given to a user
Rights given to a user

Rights will be determir

M 1- 5 of 6 role(s)
Quotas
All VMs quota Uniimited @
v
DISCARD
Tunel ponen:

ned based on information re

nistering an organization

who uses catalogs and cre:
whao can only view virtual m

who uses vApps created by

e AgmuHuncTtpaTop opraHusaumm (Organization administrator) — nonHble npaBa 4OCTyNa KO BCeW opraHv3aunm un

eé nepapxuu.

Cospartenb katanora (Catalog Author) moxeT co3gaBaTb 1 NybnukoBaTb KaTanoru.
Cospatenb VApp (VApp Author) MOXeT ucnonb3oBaTb KaTanorn n cosgasatb VApPP.
Monk3oBaTtens VApp (VApp User) MOXeT UCNonb30oBaTh CyLLeCcTBYoLLme VApPP.
KoHconbHbI goctyn (Console Access Only) no3BONUT NOMb30BATENO C TAKOW POSIbIO TONLKO NpOCMaTpuBaTh

CBOWNCTBA BMPTyanbHbIX MaLUVH U NONb30BaTbCHA KOHCOMbIO rocteBon OC (6e3 BO3MOXHOCTU ynpaBneHus eé

«MUTaHNEMY).
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lMpaBa gocTyna k onpeaenéHHeiM VAPP Ans nonb3oBaternen ¢ ponbio VApp User 3agatoTca B HACTPONKaX KOHKPETHOMo
VApp:

vmw VMware Cloud Director Data Centers Applications N orking Libraries Administration Monitor
«
vApps
2 c::mpute/ h Find by: Name ADVANCED FILTERING
vAppS
. . 1Virtual Applications  Expired: No x Clear all filters
Virtual Machines
Affinity Rules NEW
@ Networkin w
- < Orange-ATP
Networks Powered on
Lease 52 minutes {Suspends) @
Edges Created On 12/09/2020, 3:07:37 PM
. Orerner system
Security
VMs Manage
&= storage v 1
Power »
Named Disks
CPUs Renew Lease
- 2
Storage Policies Snapshot »
&) Settings W
General ACTIONS ~
Metadata Copy
Sharing \ Change Cwner
Kubernetes Policies Share
Add >
Share X
Share with All Users and Groups
° Specific Users and Groups
Users @ Groups @
(I show selected
Name Access Level
adm_startrek com
Read Only
Ccsr
Read Only
veeamtest ReadMWrite
Full Control
Users
DISCARD m
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9. 3aepy3ka obpa3soe (ISO) u wabnoHoe BM

9.1. Co3daHue Kamairsozaa

Ons nony4yeHnsa BO3IMOXHOCTU 3arpy3kun noboro TMna gaHHbIX, B nepByro o4epenb HeobxoaMMo co3aaThb KaTanor ansi
NX XpaHeHnA:

vmw VMware Cloud Director Data Centers  Applications working | Libraries Administration Monito Morev

Catalogs
[ Content Libraries v
NEW
vApp Templates
. Name 1 Version Status Shared External Owner Created On vApp
Organization VDC Templ... Templates
Media & Other t | cisco 23 Ready ) - system 2/16/2017, 3:3245PM 1
Catalogs Ciseo BT & Ready E . system 3/30/2016, 85353PM 0
[ Services e Linux Shared 25 Ready & - system 12/17/2015,12:36:55 P 0
Service Library
Microsoft Shar. 26 Ready & - system 12/16/2015, 8:58:51 PM s}
Custom Entity Definitions
Shared catalog 44 Ready & - system 9/24/2015, 4:28:51 PM 2
Bbibepute MecTo xpaHeHusi KaTanoros:
Create Catalog X

Name this Catalog

You can use a catalog for sharing vApp templates and media with other users in your organization. You can also have a private catalog for vApp templates and
media that you frequently use.

Name * test-catalog

Description

Pre-provision on specific (:) /

storage policy

Storage Policy Select a storage policy
Storage Policy Organization VDC
vmstore-cloud-gold vdc-startrek com-01
vmstore-cloud-gold vdc-startrek.com-da-02
vmstore-cloud-silver vdc-startrek.com-ha-01
vmstore-cloud-platinum-ha vdc-startrek com-ha-01
vmstore-cloud-platinum-da vdc-startrek.com-da-02

1- 5 of 9 storage policies 172 » 2

Mo YMOI4aHuUo KaTanor 6yp,eT OOCTyneH BCeM noJib3oBartenam BaLlen opraHu3auun B pexmme ToNbKo A4 YTeHud, B
Clny4ae HeobxoaMMOCTN 3TO MOXHO U3MEHUTb:
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Catalogs
NEW
Name T Version Status Shared External Owner Created On vApp Medi
Templates Othe
Cisco 23 Ready o - system 2/16/2017, 3:32:45 PM 1 4
Cisco IPT 6 Ready o - system 3/30/2016, 8:53:53 PM 0 2
Linux Shared 25 Ready o] - system 12/17/2015,12:36:55 P... 0] 13
Microsoft Shar... 26 Ready o] - system 12/16/2015, 8:58:51 PM o] 10
Shared catalog 44 Ready o] - system 9/24/2015, 4:28:51 PM 2 2
E test 10 Ready o] - adm_startrek.co... 6/16/2020, 1:58:14 PM 1 0]
< >
1- 6 of 6 items
Linux Shared 75
Edit
: Delete
. Publish settings
: Share
< Metadata
Storage Policies
Change owner
1 1
Share Catalog 'test X
Users and Groups Qrganizations
Share with © 21 Users and Groups
Specific Users and Groups
Access Level Full Control

9.2. 3aepy3ka 4yepes Cloud Director

Mocne co3naHus kaTanora NosiIBNSAETCA BO3MOXHOCTb 3arpy3nTb |SO-06pasbl (“Media & Other”) nnu wabnoHel VApp B
dopmate OVA nnn OVF («vApp Templates»).

BHumaHue:

e O6pasbl fomkHbl 6bITh B hopmaTe OVF, nubo OVA. MakcumarnbHasi Bepcus nogaepxvsaemoro Virtual
Hardware — 19;

e K mMalwwmrHe He OOMMKHbI ObiTb MOAKMYEHbI AOMONHUTENbHBLIE YCTPOKCTBA, Kpome SCSI HDD, IDE CD-ROM,
VMware Video Card, Network Adapters (Mcnonb3oBaHue Takux yCTPOMCTB, KakK 3ByKOBble kapTbl, SATA
OVCKOBbIE YCTPOWCTBA U Ap. He noaaepxmBaeTcs). [103aToOMy ecnu y Bac eCcTb BUpTyarnbHas MalluHa B
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dopmate VMX (Hanpumep, 13 nokanbHON nHcTannaumm vSphere unm VMware workstation), 1o nx
npeaBapuTenbHO Heobxoammo akcnopTupoBaTh B popmate OVF/OVA nnmn ckoHBEPTUPOBATb YTUITUTOM
ovftool.

wvmw VMware Cloud Director Data ic s Networking Libraries Administration Mo

&«

vApp Templates

[ Content Libraries v -
NEW IMPORT FROM VCENTER
vApp Templates
) i Name T Status Expired ® Catalog C.
Organization VDC Templ... T
Media & Other 4= BE-TEMPL (D Critical No [T test L

9.3. 3aepy3ka yepe3 FTPS-cepsep Orange

AnbTepHaTUBHBIM cnocobom 3arpy3ku wabnoHoB BM sBnsaetca ncnonb3oBavve FTPS-cepsepa Orange. [aHHbIn
BapuaHT 6onee yaobeH B crnyyae HeobxoaumMocCTh 3arpy3ku 6onbLioro konmyectsa BM unm ecnu Bbl 3aka3anu ycnyry
murpauumn BM cunamm Orange (B 3TOM crnyvyae BO3MOXHa 3arpy3ska cannos BM 6e3 koHBepTauum B OVA/OVF).
PekBnanTbl goctyna k FTPS-cepBepy Bbl MOXeTe nony4uTs, obpatmsewmnce B HelpDesk Orange nnbo kK akkayHT
MeHeaxepy.

[Mocne okoH4YaHUS 3arpy3ku Bbl AOMKHbI coobwnTb 06 3ToM B Orange Ans nposegeHus npoueaypbl mMnopra.

lNpumeydaHue: onsa goctyna k ftp cepsepy HyxHO ncnonb3oBaTb pexum FTP «TLS/SSL Explicit encryption»
Hanpumep, B WinSCP:

By Login — et
é’ Mew Site Session

File protocol: Encryption:
FTP ~ | | TLSfS5L Explict encryption w
Host name: Port number:
|fca—ﬂ:ps.nrange -business.ru | | 21 = |
User name: Password:
|adm_startrek.c0m | |-.oo..oo..ol |

[ ] anonymous login

Save hd Advanced... |V
Tools - Manage - Login |v Close Help

9.4. Baepy3ska yepe3s ovftool

YTtunuta ovftool sensietca kpanHe ygobHon npu padote ¢ vCloud 1 nokasbiBaeT 605bLUy0 CKOPOCTb PaboTbl MO
cpaBHeHuto ¢ WEB-nHTepdencom. MogpobHyo 4OKYMEHTaLNIO MOXHO NOMY4YMTb HA CTPaHULLE YTUMUTHI.

Hwxe npmBeaeHbl HECKOMNBbKO NPUMEPOB CUHTAaKCUCa:
e Export vApp Template from vCloud

ovitool.exe --targetType="OVA"
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"vcloud://USERNAME@flexible-computing-advanced.orange-business.ru?org=vorg-startr
ack.com&vdce=vorg-startrack.com-0lsvapp=vApp 01" "C:/Users/test/Desktop/vm.ova"

e Import vApp Template from vCloud

ovftool.exe --sourceType="OVA" "C:/Users/test/Desktop/vm.ova"

"vcloud://USERNAME@flexible-computing-advanced.orange-business.ru?org=vorg-startr

ack.com&vdc=vorg-startrack.com-0lscatalog=test&vappTemplate=testtemplate"

e Upload ISO

ovftool.exe --sourceType="ISO" "C:/down-file.iso"

"vcloud://USERNAME@flexible-computing-advanced.orange-business.ru?org=vorg-startr

ack.com&vdc=vorg-startrack.com-0lscatalog=testamedia=image"

10.Cemu vOrg u vApp

10.1. CosdaHue vOrg cemu

vmw VMware Cloud Director Data Centers  Applications Networking Libraries Administration Monitor Morev
&« \
Networks

i Compute v

T NEW -t

Virtual Machines Name T Status Gateway CIDR Network Type Connected Ta IP Pool Shared Route

Consumed Advertised
Affinity Rules
Shared-net-test & Normal 192.168.83.1/24 solated - % @

© Networking / v

Networks

Edges

Security
£ storage v
New Organization VDC Scope
Network

ﬁ Current Organization Virtual Data Center
1 Scope ) |
Fr B5 i ECTVITY T VMs in the ent Vi

B 3aBucumocTy oT 3agayu, BeibMpaem M30NMPOBaHHYI0 ceTb IMBO NOAKMOYEHHY0 K EGW.

New QOrganization VDC Network Type
Network

Select the type of network that you are about to create

1 Scope
° Isolated

2 Network Type

Routed

YkasbiBaem napameTpbl CETU. Ecnn nnaHnpyeTca ncnonb3oBaTb DHCP, Heobxoanmo YMEHbLUNTb Ha pa3mMep nyna

DHCP-agpecos Static IP pool. Ecnu Bawa nHdpacTpykTypa numeet 6onee ogHoro vDC, ceTb MOXHO caenaTtb
[OCTYMNHOM Ans ocTanbHblX VDC, Ans 3Toro He06Xo0AMMO BKMOYMTL NapamMeTp:
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New Organization VDC General
Network
Name *
1 Scope

Gateway CIDR *

=y
L)

2 Network Type

Description
3 General

Shared @ ] @

10.2. Co3sdaHue VApp cemu

Hactpolika VApp ceTu Npon3BoauTcs 13 okHa VAPP (B oTinumne ot vOrg ceTu).

vmw VMware Cloud Director Data Centers king Libraries Adi
AllvApps > ATP-10
i Compute v
@) ATP-1.0 | POWEROFF START  STOP  RENEW LEASE CHANGE OWNER  ALL ACTIONS v
VAPDS Powered off
Virtual Machines
General . . . .
Affinity Rules vApp Fencing vADPp is not fenced (1)
. Virtual Machines
@ Networking ~ new
Start and Stop Order
Networks B
. Name T Status Gateway CIDR Connection Retain the IP/MAC Resources.
Edges Network Diagram
% Shared-net-te. @ 192.168.83.1/24 Direct: Shared-net-te...
Security Networks
< >
= storage ~ Guest Properties 1-10f 1vApp network(s)
Named Disks Sharing
Storage Policies Metadata
@ settings h Monitor
General Tasks
Events
Metadata

B vApp moxHo gobasutb Hanpsimyto(L2) vDC ceTb unu cgenatb N30fMpPOBaHHYIO:

Add Network to ATP-1.0 X

Type CrgVDC Network vApp Network

CANCEL
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M3onupoBaHHyto ceTb VAPP MOXHO NOAKMYNTL K ceTun VOrg cetn yepes «vApp Edge» (4obaBnTbCA BO3MOXHOCTb
akTuBmpoBatb FW n NAT):

Add Network to Orange-ATP

Type CrgVDC Network ° vApp Network

Name *

Description

Address and DNS

Gateway CIDR *

Primary DNS

Secondary DMNS

DNS suffix

Allow Guest VLAN

Static IP Pools
Enter an IP range (format: 192.168.1.2 - 192.168.1.100)

Static IP Pools
Enter an IP range (format: 192.168.1.2 - 192.168.1.100)

Total IP addresses: O

Connect te an orgVdc [ @)

network
Name T Status Organization VDC Gateway CIDR Network Connected IP Pool Sh

Type To Consumed
© Shared-net-test @) vdc-startrek.com-ha-... 192.168.83.1/24 |solated = | 1% &

shared-routed @] vdc-startrek.com-ha-... 192.168.100.1/25 Routed - | %

<
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NAT, DHCP n FW ans takoro BapvaHTa HacTpamBatoTCH BHYTPU CeTU:

All vApps » Orange-ATP » fest

% test DELETE  SYNC SYSLOG

General
EDIT

IP Management

) Firewall Enabled
Static Pools
DMNS MNAT Enabled
DHCP -~

IP Allocations

/

~ Firewall Rules

Services
# Name Enabled Action Prg

Routin
9 Allow all outgoing traf.. Yes Allow Ar

11.NSX Edge Gateway
11.1. Pa3amepsi u npouzsodumernbHocmb NSX Edge Gateway

Mo ymonuaHmto NSX Edge Gateway pasamep Compact 1 orpaHn4yeHne Ha NoAKYEHNE A0 5 BHYTPEHHUX KITMEHTCKMX
BMUPTYarbHbIX ceTe. MoXHO 3aka3aTb uameHeHne pasmepa NSX Edge Gateway Ha Large, X-Large n Quad-Large, a
TakKke yBENUYMTb KONMYECTBO MOAKITIOYAEMbIX ceTen 1 akTuBmnpoBaTth onuuio high availability gns NSX Edge.

Ot pasmepa EGW 3aBUCUT Npon3BOAUTENBHOCTb €ro (PyHKLMI:

NSX Edge NSX Edge NSX Edge NSX Edge
(Compact) (Large) (Quad-Large) (X-Large)
vCPU 1 2 4 6
Memory 512MB 1GB 1GB 8GB
Disk 512MB 512MB 512MB 4.5GB + 4GB
Interfaces 10 10 10 10
Sub Interfaces 200 200 200 200
(Trunk)
NAT Rules 2,048 4,096 4,096 8,192
ARP Entries 1,024 2,048 2,048 2,048
Until Overwrite
FW Rules 2000 2000 2000 2000
FW Performance 3Gbps 9.7Gbps 9.7Gbps 9.7Gbps
DHCP Pools 20 | 20,000 20,000 20,000
ECMP Paths 8 8 8 8
Static Routes 2,048 2,048 2,048 2,048
LB Pools 64 64 64 1,024
LB Virtual Servers 64 64 64 1,024
LB Server / Pool 32 32 32 32
LB Health Checks 320 320 320 3,072
LB Application 4,096 4,096 4,096 4,096
Rules
L2VPN Clients Hub
to Spoke 5 5 5 5
L2VPN Networks 200 200 200 200
per Client/Server
IPSec Tunnels 512 1,6 4,096
SSLVPN Tunnels 50 100 100 1
SSLVPN Private 16 16 16 16
Networks
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Concurrent
Sessions

64

1,000,000

PyKOBO}J,CTBO noJsib3oBaTens

1,000,000

1,000,000

Sessions/Second

50

50

50

LB Throughput L7
Proxy)

2.2Gbps

2.2Gbps

3Gbps

LB Throughput L4
Mode)

6Gbps

6Gbps

6Gbps

LB Connections/s
(L7 Proxy)

46

50

50

LB Concurrent
Connections (L7
Proxy)

60

60

LB Connections/s
(L4 Mode)

50

50

50

LB Concurrent
Connections (L4
Mode)

600

1,000,000

1,000,000

BGP Routes

20

50

250

250

BGP Neighbors

10

20

100

100

BGP Routes
Redistributed

No Limit

No Limit

No Limit

No Limit

OSPF Routes

20

50

100

100

OSPF LSA Entries
Max 750 Type-1

20

50

100

100

OSPF Adjacencies

10

20

40

40

OSPF Routes
Redistributed

2000

5000

20

20

Total Routes

20

50

250

250

11.2.

Hacmpotika DHCP

Mepengute Ha 3aknagky Networking, Edge Gateways, BbiGepute HyxHbIh EGW, HaxmunTe Services:

vimw VMware Cloud Director

Edge Gateways

Data Centers

Applications

Networking

Libraries

Administration

Monitor

More v

NEW EDIT OPEN IN VDC CONTEXT REDEPLOY ENABLE DISTRIBUTED ROUTING SYNC SYSLOG DEL
\ MName T Status Scope Distributed Routing Used NICs External Networks
° egw-startrek. com-da-.. () Normal ¢ vdc-startrek.com-ha-_.. Disabled ] 2
Bknounte cepsuc DHCP, HaxxmuTe Add
Bepcus 3.1 © Orange Business Services, 2023 32

Business
Services




Flexible Computing Advanced PykoBoacTBO nonb3osaTtens

Edge Gateway - egw-startrek.com-da-01

Firewall DHCP NAT Routing Load Balancer VPN Certificates Grouping Objects Statistics Edge Settings

Pools Bindings

DHCP Pools
& You have unsaved changes.
DHCP Service Status

IP Range Primary Name Server Auto Configure DNS Default Gateway

3apavite napameTpbl nyna

Add DHCP Pool X

IP Range * 1616.100-172.16.16.200

Domain Mame example.com

Auto Configure DNS (:]

Primary Name Server 17216161
Secondary Name Server 172161610
Default Gateway 17216161
Subnet Mask 255.255.255.0)
Lease Mever Expires (]

Lease Time (Seconds) 86400

DISCARD KEEP

BHumaHwue: gnanasoH atux IP agpecoB He JomkeH nepecekatbes ¢ Static IP Pool cetu ypoBHsi opraHusaumm.
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OTO MOXHO NOCMOTPETb N USMEHUTbL 34€eCb:

PyKOBO}J,CTBO noJsib3oBaTens

Filter by All

Connected To IP Pool Shared
Consumed

| m @

vmw VMware Cloud Director Data Centers Applications ~Networking Libraries Administration Monitor
Networks Edge Gateways Data Center Groups
NEW
Name T Status Scope Gateway CIDR Network
Type
Shared-net-test &) Normal ¢y vde-startrek com-ha- 192168 831/24 Isolated
shared-routed (&) Normal ¢y vde-startrek com-ha- 192.168.100.1/25 Routed

5+ egw-startrek.com-da- | 1%

vmw VMware Cloud Director ) Applications ~ Networking

Libraries Adminis

All Networks > shared-routed

# shared-routed

OPEN IN VDC CONTEXT DELETE

General

IP Management
Static IP Pools
DNS
IP Usage

EDIT

Gateway CIDR

Static IP Pools

192.168.100.1/25

192.168.100.2 - 192.168.100.100

Total IP addresses: 99

11.3. Hacmpouika NAT

NAT (Network Address Translation) - TpaHcnaumsa npuBaTHbIX («cepbix», RFC1918) IP-agpecoB BO BHeLWHWE
(«Benble») n HaobopoT. bnarogaps aTomMy nNpoueccy Balla BUpTyanbHas MalivHa nonyyaeTt goctyn B VIHTepHeT. [nsd
HacTpowkun atoro MexaHusma B Cloud Director Hy>xxHO HacTpouTb npasuna SNAT n DNAT.

11.3.1. Co3daHue npasuna SNAT

SNAT (Source Network Address Translation) - mexaHn3Mm, CyTb KOTOPOro COCTOUT B 3aMeHe afpeca MCTOYHUKA Npu

nepechblike nakeTta.

MepenagnTe Ha 3aknagky Administration, BeibepuTe ceom vDC, Bknagka Edge Gateways, HaxxmuTe Ha Hy>xkHom EGW
BblibepuTe nyHKT Edge Gateway Services.
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vmw VMware Cloud Director Centers 4 Networking Libr:

Networks Edge Gateways Data Center Groups

A~

NEW

Name T Status Scope Distributed Roud

egw-startrek.com-da-_. @ Mormal ¢y vde-startrek.com-ha- . Disabled

vimw VMware Cloud Director Data 8 Networking Libraries

All Edge Gateways > egw-startrek.com-da-01

+
> egw-startrek.com-da-O1 ebir SERVICES  REDEPLOY  ENABLE DISTRIBUTED ROUTING  SYNC SYSLOG  OPEN IN VDQ

General

External Networks Name T Subnets IP Addresses
Networks & subnets
Default Gateway
Rate limits

IP settings

IP Allocations

extnet-gin-startrek.com-01 194.84.17.241/29 194.84.17.242

extnet-ipvpn-startek.com-01 17216.253.1/24 172.16.253.2

IP Usage
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MoMMMO OCHOBHOIO agpeca EGW, moryTt ObITb Ha3Ha4Y€eHbI AOMONHUTESbHbIE agpeca ns NOAKITHOYEHHBbIX K HEemMy ceTen:

vmw VMware Cloud Director )a s Applic s Networking Libra Administratic

All Edge Gateways » egw-startrek.com-da-01

«» egw-startrek.com-da-O1 EepiT  SERVICES REDEPLOY  ENABLE DISTRIBUTED R

General
EDIT

External Networks
Networks & subnets External network T Sub-allocated IP pools
Default Gateway
Rate limits extnet-gin-startrek.com-01 194.84.17 243 - 194.84.17.243
P ESIE extnet-ipvpn-startek.com-01 -

I IP Allocations I
IP Usage

3akponTe OkHO, Ha HykHOM EGW BbiGepuTe NyHKT Services.

vmw VMware Cloud Director Data C ns | Networking Libraries Administration

Networks Edge Gateways Data Center Groups

NEW EDIT CPEN IN VDC CONTEXT SERVICES REDEPLOY ENABLE DISTRIBUTED ROUTING SYNC SYSLOG DEL

\ Mame T Status Scope Distributed Routing Used NICs External Networks

° egw-startrek. com-da-_. (Z) Normal (Y vdc-startrek.com-ha-... Disabled 3 2

Mepenaute Ha Bknagky NAT, Haxumaem kHonky Add SNAT
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Edge Gateway - egw-startrek.com-da-01

Firewall DHCP MNAT Routing Load Balancer VPN Certificates Grouping

NAT Rules

[ 4 DMAT RULE l [ +5va:1 RULE l

1D Type Action Applied on Original

IP Address Port

Mo MAT rules defined.

3anonHsem napameTpsbl
e B none Applied on yka3sbiBaem BHeLLHIOO ceTb (BMaa extnet-gin-DOMAIN-XX);
o B none Original source IP/range yka3biBaeM BHYTPEHHWUI Anana3oH agpecos, Hanpumep 172.16.253.0/24;
e B none Translated source IP/range BHeWHUI agpec, Yepes KOTopbI OyaeT OCyLLEeCTBNATLCSA BbIXOS B
WHTepHeT 1 koTopbI Mbl MOCMOTPeNu Bo Bknagke Sub-Allocate IP Pools nnun Ha ocHoBHoW agpec.

Add SNAT Rule X

~
Applied On: extnet-gin-startrek.com-01 =~ ]
Original Source IP/Range * 17216.253.0/24
Translated Source IP/Range * 194.8417.243 =
Destination IP Address H
Destination Port
Description

v
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11.3.2. Co3daHue npasunia DNAT

DNAT- mexaHn3M, N3MeHsIIOLUN agpec HasHaYeHns nakeTa, a Takke NopT HasHayvyeHusa. Mcnonb3yeTcsa ons
nepeHanpasneH1s BXOOALWNX NakeToB C  BHELLHEero agpeca/noprta Ha npmBaTHbIV IP-agpec/nopT BHYTpY YacTHON
ceTu.

Ha saknagke NAT Haxumaem kHonky Add DNAT

Edge Gateway - egw-startrek.com-da-01

Firewall DHCP NAT Routing Load Balancer VEN Certificates Grouping Objects

"

NAT Rules
[ + DMNAT RULE ] l + SMAT RULE ]
1D T Action Applied on Original Transly

IP Address Port IP Add

Mo MAT rules defined.

3anonHsem napameTpbl:
e B none Applied on ykasbiBaem BHeLLHOKW ceTb (Buaa extnet-gin-DOMAIN-XX);
B none Description ykasbiBaeM onucaHue npasuna DNAT,;
B none Original IP/range yka3biBaeM BHeLLHUN agpec (agpec us gnanasoHa Sub-Allocate IP Pools);
B none Protocol - npoTokon;
B none Original Port — nopT Ha BHeLWHeM nHTepdeiice;
B none Translated IP/range - ykaxute BHyTpeHHun IP-agpec, Hanpumep 172.16.253.50
B none Translated port — nopT Ha3Ha4YeHUs Ha BHYTPEHHEM cepBepe
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Add DNAT Rule
L)
Applied On: extnet-gin-startrek.com-01
Original IP/Range * 194.8417243
Protocol TCP L
Original Port 443 -
ICMP Type
Translated IP/Range * 17216.253.50
Translated Port 443 - -
DISCARD KEEP

Mocne atoro Heobxoanmo HacTpouTb Firewall Ha nponyck COOTBETCTBYIOLLMX NAKETOB.

11.4. Hacmpodka Firewall

MepenagnTe Ha 3aknagky Administration, Beibepute ceon vDC, Bknagka Edge Gateways, HaxxmuTe NpaBon KHOMKOW Ha
Hy>kHoMm EGW BbiGepuTte nyHkT Edge Gateway Services.

vimw VMware Cloud Director )E ns  Networking Libraries Administration Monitor

rks Edge Gateways Data Center Groups
NEW EDIT OPEN IN VDC CONTEXT | SERVICES | REDEPLOY ENABLE DISTRIBUTED ROUTING  SYNC SYSLOG  DEL

\ Mame T Status Scope Distributed Routing Used NICs External Networks

° egw-startrek. com-da-.. ) Normal ¢ vdc-startrek.com-ha-_.. Disabled 3 2

B nosiBuBLLeMcs okHe Services nepenaute Bo Bknaaky Firewall, Haxmute Add.
Mo ymonyanmio B nyHkTe Default action BeiGpaHa onuwns Deny, 1. e. Firewall 6yget 6nokuposatb Becb Tpaduk. YTobbl
3TOro He NPOUNCXOAMUIO HYXXHO HacTpouTb Npasuna.
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Edge Gateway - egw-startrek.com-da-01 X

Firewall ~DHCP  NAT  Routing  LoadBalancer VPN  Certificates  Grouping Objects  Statistics  Edge Settings

Firewall Rules

A\ This rule set has unsaved changes. Save to start deploying.

;/O
L= 1]

Show enly user-defined rules ()

Save changes Discard changes

No. Name Type Source Destination Service Action

v firewall Internal High  vse Any Any Accept
3w default rule for ingress traffic  Default Policy Any Any Any Deny

3anonHnTe napameTpbl HOBOTO Npasuna:
e B none Name (Ha3BaHwve) 3agaiiTe Ha3BaHWe npaBuna;

e B none Source (McTouHuK) BBEAMTE HEOOXOAMMbIE afgpeca UCTOYHMKA: eauMHUYHBIN IP-agpec, omanasoH
IP-agpecos, CIDR, ANY unun o6bekTbl BUPpTyanbHOW MHPaCTPYKTYypbI:

+ JL = JL» ]

Show only user-defined rules  (JJ)

No. Name Type Source De
v firewall Internal High  vse An
2v allow icmp any-any User
3V New Rule User
4w default rule for ingress traffic Default Policy Any An
Select objects X

Browse objects of type: Gateway Interface5§ v

GATEWAY INTERFACES » Gateway Interfaces

) VirtualMachines
Filter... er..
B OrgVdchetworks

extnet-ipvpn- Ip Sets
Security Groups

N

startek.com-01

@ extnet-

gin-startrek.com-01

€ Internal

Current page:

DISCARD

e B none Destination ykaxute agpec nonyyatens. B Takom e cdopmaTte, Kak 1 gns nons Source;
e B nosne Service BbibepnTe NPOTOKOMbI M NOPTbI NonyyaTtens. MoxHo octaButb Any, Hanpumep, ansa 1-1 NAT
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Add Service X

Protocol Any |

TCP Ib
Source Port ubP

ICMP

Leaving this field empty will make this rule apply to any port

Destination Port

Leaving this field empty will make this rule apply to any port

DISCARD KEEP

¢ B none Action Boibepute Heobxoammoe 3HadeHue (allow - paspelwmnTs, deny - 3anpeTnThb).
BHumaHue: ecnn B rmobansHon nonutuke Firewall 3agaHo Allow, To B npaBune FW 3agatoTcs napameTpbl CECCUN,
koTopble Firewall 6yaeTt 6rnokvpoBaTh. s 9TOro B OKHe npasuna HykHo BbibpaTtb onuuio Deny. Ecnu B rmobansHomn
nonuTuke BbicTaBrneHa onumsa Deny, To B NpaBuie 3agatTcsa napameTpbl ceccui, koTopbin Firewall 6yget nponyckaTtb.

Edge Gateway - egw-startrek.com-da-01 X

Firewall ~DHCP  NAT  Routing  Load Balancer ~ VPN  Certificates  Grouping Objects  Statistics  Edge Settings

Firewall Rules

/A This rule set has unsaved changes. Save to start deploying. Save changes Discard changes
Enabled [ o)

Show only user-defined rules (i)

No. Name Type Source Destination Service Action

v firewall Internal High ~ vse Any Any Accept
2v allow icmp any-any User Any Any icmp:any:any Accept
3v New Rule User Any Any Any Accept
4w default rule for ingress traffic  Default Policy ~Any Any Any [Deny]
Accept
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11.5. Hacmpolika Static routing

B cny4ae HeobxoammocTn Ha EGW MoryT 6bITb yka3aHbl CTaTU4eCKne MapLupyThbl.

Edge Gateway - egw-startrek.com-da-01

Firewall DHCP NAT Routing Load Balancer VPN Certificates Grouping Objects Statistics Edge Settings
Routing Configuration StaticE\
Static Route N

Type Network Next Hop Interface MTU Description

No static routes defined

Add Static Route
[

Metwork *

Metwork should be entered in CIDR format e.g. 192.169.1.0/2

Mext Hop *

MTU 1,500

Interface extnet-gin-startrek.com-01 (extnet-gin-startre ~

Description

DISCARD

11.6. GanaHcuposuwuk Haspy3sku (Load Balancer)

BanaHcupoBLLMK SBMSETCA 4OCTAaTOYHO CIOXHbBIM CEpBUCOM, NpegocTaBnsemMbiM NSX Edge Gateway, nosTomy
Orange pekoMeHAyeT 03HaKOMUTCA C JoKyMeHTauven VMware n coctaBuTb nnaH KoHdurypauum LB.

[na Hayana HacTponky BanaHcMpoBLLMKa He0b6Xx04MMO BbIOpaTh BHelwHue IP-agpeca (Sub-Allocated IP Pools, cm.
BbILLIE) M BHYTPEHHME agpeca CEPBEPOB.

MepenagnTe Ha 3aknagky Administration, Beibepute cBon vDC, Bknagka Edge Gateways, HaxxmuTe npaBoW KHOMKOW Ha
Hy>kHoMm EGW BbiGepuTte nyHkT Edge Gateway Services.

[anee cneayeTt pykoBOACTBOBaTLCS NNaHOM KOHUrypauumu n pasgenom gokymeHTtaumun «Load Balancing».

11.7. VPN

NSX Edge Gateway npepocTtaensiet criegytowme Tunel VPN-KaHanos:
e SSL VPN-Plus, no3BonsieT yaaneHHsIM Nosib3oBaTeNsaM noslydatb OCTYN K KOPNOPaTUBHBIM MPUIOXEHWSM
paboTatowmm B obnake;
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e |Psec VPN, obecneunBaeT MexceTeBoe CoeMHEHNE Mexay norpaHnyHbiM wito3om NSX Edge Gateway n
yOaneHHbIMM y3namu, Kotopble Takke MoryT ObiTb NSX Edge Gateway unuv nobbiM Apyrnm
annapaTtHbIM/MporpaMMHbIM MapLupyTuaTtopom unm VPN-wno3om, nogaepxvsatowmm ctaHgapT IPSEC.
JocTynHbl ABa BapuaHTa:

o Policy-Based IPSec VPN — npocTon BapuaHT ansa kaHanoB 6e3 pe3epBupoBaHus;
o Route-Based IPSec VPN — no3sonseT BbINOMNHATbL pe3epBrnpoBaHne kaHanos IPSec yepes VTl n BGP.

e L2 VPN, MOXHO UCNonb30BaTh AN pacluupeHns nMmeroLenca usnyeckon nokansHom cetu B obnako 6e3
nepeHymepauum (cMeHbl) |P-agpecoB cepBepoB nNpu nepeHoce mexay cermeHtamu. L2 VPN TyHHenb
yCTaHaBnMBaeTcs Tofbko mexay AByms VMware Edge Gateway.

MoapobHee MOXXHO 03HAKOMUTLCS B pasgene aokymeHTauun Virtual Private Networks (VPN).

11.8. NSX Edge High Availability

CocTtosHue High Availability ana Edge ynpaBnsiemoro KnmeHToM MOXHO NMpoBEPUTL TYT:

vmw VMware Cloud Director Networking Libraries Administration Monitor More v
Networks Edge Gateways Data Center Groups
NEW EXPORT EDGE GATEWAYS

Name T Status Scope Distributed Routing Used NICs External Networks Org VDC Networks HA State

egw-startrek com-da- -\:/) Normal ¢ vdc-startrek.com-ha- Disabled 3 2 1 Up

«Up» — HA BKITHOYEH.

vimw VMware Cloud Director Data Centers Applications = Networking Libraries Administration Monitos

Networks Edge Gateways

NEW EXPORT EDGE GATEWAYS

MName T Status Scope Distributed Routing Used NICs External Networks Org VDC Networks HA State

egw-demec-medium-01- ) Normal ¢ vde-demo-medium-01-nen Disabled 3 1 2 Disabled

«Disabled» — oTknto4yeHo.

HA Status

Mot Active

«Not active» — koHpuUrypauusa HA BknioveHa, HO He akTUBHA.
lMpumeyvarue: Ans BkntodeHus pexuma HA, k Edge gomkHa 6bITb nogkntoyeHa xoTa-6bl OfHa BHYTPEHHSSI CETb — OHA
OyneT ncnonb3oBaTtbea Ans heartbeat.

12. Hacmpouka u ynpaesieHue supmyasbHbIMU MawuHamMu u VApp
12.1. Co3daHue Ho8o20 VAPP

HoBbI VAPP MOXHO co3faTb MyCcTbiM, 13 WwabnoHa VApp unm ¢ nycton BM (6e3 OC).
[anee paccmoTpum npouecc cosganns VApp ¢ nycton BM.
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BbibpaTtb HyxHbI VDC:

vnw VMware Cloud Director Data Centers Applications MNetworking Libraries Administr
Virtual Data Center /

Environment Running Applications

@ sites: 1 & Organizations: 1 ¢y Virtual Data Centers: 3 @ VMs: O i vApps: 2

O vd@-startrek.com-ha-01
@ vorg-startrek.com, @ flexible-computing-advanced.orange-business.ru

Applications CcPU Memory Storage
1
vADpSs
0 MHz O MB 512 MB
0 of1
Running VMs
50 GHz allocated 64 GB allocated 700 GB allocated

O vde-startrek.com-da-02
@ vorg-startrek.com, @ flexible-computing-advanced.orange-business.ru

Applications CPU Memory Storage
2
vApps
0 MHz O MB LGB
0 of1 \
Running VMs
8 GHz allocated 10 GB allocated 30 GBE allocated
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vmw VMware Cloud Director Data Centers Applications Networ

&«
vAPRPS

X Compute v
P / Find by: Mame

2 Virtual Applications  expired: No x C

VApPS

Virtual Machines

Affinity Rules NEW ~
@ Networking v New vADD -
Networks Add vApp From OVF

red @
Edges Add vApp From Catalog 1o

Import from vCenter
Security

Ve Manane

= Starans v i

B nosiBMBLLIEMCS OKHE 3agaem numsa VApp u gobaensem BM:

New vApp X
Name * vApp test
Description testing

Power on

Virtual Machines (o] Compute

ADD VIRTUAL MACHINE e——

CANCEL CREATE

B nosiBuBieMcs okHe 3agaem nms VApp u gobaensem BM.

Bepcus 3.1 © Orange Business Services, 2023 Orange Restricted 45

| Business
Ul Services



Flexible Computing Advanced

PyKOBO}J,CTBO noJsib3oBaTens

New VM X
Name * test-vm .
Computer Name * test-vm
Description
Type QO New
From Template
Operating System
OS family * Select...
Operating System * Select...
Boot image Select... M
Storage
Disk Storage Policy I1OPS Size
Use custom storage policy:
Netwarkina  cieraunre %
Bo Bknagke Add Virtual Machines Bbl MoxeTe:
e o6aBuTb LLIA6oOH BVIpTyaJ'IbHOVI MaLllnHbl U3 KaTarnora
e CO37aTb BMPTYyarbHYO MallWHY C HYNSA U yKasaTb 3arpy3o4yHbin ISO
e 0OCTaBUTb VAPP NyCTbIM U UMMOPTMPOBAaTL TyAa WabnoH BUPTyanbHOW MalluHbl UM obpas nosxe
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12.2. Co30aHue supmyarsbHOU MawuHbl u3 wabroHa

BeiGepuTe yxxe cywecTByowmin VApp, nepengute Ha Bknagky Virtual Machines:

vmw VVMware Cloud Director Data Centers A ons  Ne ¢ Libraries Administration

«
AllvApps > ATP-DA

ii Compute v
/ ] ATP-DA POWER OFF START  STOP  RENEW LEASE CHANGE OWNER  ALL ACTIONS v

VAPPS Powered off

Virtual Machines Power >
General Find by: Name ADVANCED FILTERI

Affinity Rules Renew 7ea5.?..............

Virtual Machines 1 Virtual Machines Snapshot

® Networking v

. Start and Stop Order (]

Edges Network Diagram Name Console Status Lease

Copy
i Networks

Securlty orange-a.. Powered ... MNever Marks as exf »05 PM
. i Change Owner
= Storage v Guest Properties

Share
Named Disks Sharing
- Add >
Storage Policies Metadata Add WM ——t—
i Import VM from vCenter Create Template

& Settings v Manitor P p!

General Tasks Add Network Convert To VM

Events )

Metadata Edit Badges

Sharing

Kubernetes Policies

Add VMs to Orange-ATP X

You can search the catalog for virtual machines to add to this vApp or add a new, blank VM. Once the vApp is created, you can power on the new VM and install an
operating system.

Virtual Machines os Compute

ADD VIRTUAL MACHINE e
CAMNCEL

Bepcus 3.1 © Orange Business Services, 2023 Orange Restricted a7

| Business
Ul Services



Flexible Computing Advanced PykoBoacTBO nonb3osaTtens

BbibepuTte wabnoH BM 13 ceoero unu nyénmyHoro katanora:

New VM X
Name * @ 2
Input is required
Computer Name *
Description
Type New
© From Template g
Templates
Name vApp Name Catalog os Compute Sty
ubuntu-test ubuntu-server-14.04 3 Shared catal.. Ubuntu Linux (64-bit) cpu 2 Po
Memory 1GB
orange-atp Orange-ATP Shared catal.. Ubuntu Linux (64-bit) cpu 5 Po
Memory 512 MB
ISE-2.2.0.470-virtual-600GB-5N534.. ISE-2.2.0.470-virtual-600GB-5N534... Cisco Red Hat Enterprise Linux 7 (64-b... cpu 4 Po
Memory 16 GB
< >
Storage
Storage Policy vmistore-cloud-platinum-ha (VDC Default)
E i SN N . &
CAN

[anee 3againte mecto XpaHeHusA BM un npo4yne napameTpbl. B 3aBucumocTu oT Tvna wabrnoHa OOCTYMNHbI T€ UINN UHbIE
napamMeTpbl Ana KactomMmm3auumn BM:

Storage

Storage Policy vmstore-cloud-platinum-ha (WDC Default)
Custom Properties
There are no user configurable properties.

End User License Agreements

There are no EULAS to review.

CANCEL

MogkntoyeHue K ceTam:

NICs

ADD VAPP NETWORK

Primary NIC NIC Connected Metwork MNetwork IP Mode IP Address External IP Address MAC Address
Adapter
Type
1
VMXN None None - 00:50:56:01:0¢
0
(-] VMXN MNone None - 00:50:56:01:0¢
< >
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MpoBepbTe NnapameTpbl U 3aBepunTe co3gaHne BM kHonkon Finish.

12.3. Co30aHue supmyarsrbHOU MawUuHbl «C Hyr1s»

vmw VMware Cloud Director Data Centers ns  Ne C Libraries Administration

«
AllvApps » ATP-DA

ii Compute v
/ Eﬂ ATP‘DA POWER OFF START STOP RENEW LEASE CHANGE OWNER ALL ACTIONS v

VApPs Powered off

Virtual Machines Power >
General Find by: Name ADVANCED FILTERI

Affinity Rules Renew 7eas.?..............

Virtual Machines 1 Virtual Machines Snapshot

© Networking v

Networks Start and Stop Order (]

Edges Network Diagram MName Console Status Lease

Copy
i Networks

S orange-a . Powered Mever Marks as exp ):05 PM
— ! Change Owner
= Storage v Guest Properties

Share
Named Disks Sharing
i Add >

Storage Policies Metadata Add WM — —
& Settings ~ Monitor Import VM from vCenter Create Template

General Tasks Add Network Convert To VM

Events )

Metadata Edit Badges

Sharing

Kubernetes Policies

Add VMs to Orange-ATP X

You can search the catalog for virtual machines to add to this vApp or add a new, blank VM. Once the vApp is created, you can power on the new VM and install an
operating system.

Virtual Machines os Compute

ADD VIRTUAL MACHINE i

CANCEL
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New VM

Name * test
Computer Name * test
Description

Type O New

From Template

Operating System

Os family * Microsoft Windows
Operating System * Microsoft Windows Server 2016 (64-bit)
Boot image Select.
MName + Catalog
Compute Bootable_UCSInstall_UCCX_11_0_1_UCOS_11.0.1.10000-75.sgn.i..  Cisco IPT
Select a Size Bootable_UCSInstall_UCOS_UNRST_11.0.1.20000-2.sgn.iso Cisco IPT
Cent0S-7-x86_64-DVD-151.is0 Linux Share
CheckpointGatewayR80-20Q.iso Shared cat
Csr1000v-universalke .03 15.00 5.155-2.5-std SPA iso Cisco Storage (GB)
Small csri000v-universalk8.03 1704 5156-1.54-std iso Cisco 40
csr1i000v-universalk9.16.03.07 iso Cisco 30
° Medium
csri000v-universalk8.16.06.04 iso Cisco
Large DaRT8 1 Shared cat 180
debian-8.2.0-amd64-DVD-1.isc Linux Share
debian-8.2.0-amd64-DVD-2iso Linux Sharg
debian-8.2.0-amd64-DVD-3iso Linux Share
Fedora-Server-DVD-x86_64-23.s0 Linux Shar
OracleLinux-R7-U3-Server-x86_64-dvd.iso Linux Share
rhel-server-6 6-x86_64-dvd. iso Linux Share
< >
3apaiiTe napameTpbl BUPTYyanbHOro obopyaoBaHus
Compute
Select a Size ° Pre-defined Sizing Options
Custom Sizing Options
CPU Cores Memaory (MB) Storage (GB)
Small 1 1 512 40
© Medium 2 1 1024 80
Large 4 1 1024 160
Storage  aoo
Disk Storage Policy 10PS Size
! i * :  cB .
VM default policy Not Applicable ]
Input is required
Use custom storage policy:

Hosas BM nosiBUTbLCS B crimcke
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Add VMs to Orange-ATP X

You can search the catalog for virtual machines to add to this vApp or add a new, blank VM. Once the vApp Is created, you can power on the new VM and install an
operating system.

Virtual Machines os Compute

test Microsoft Windows Server 2016 (64-bit) CPU 2 m
Memory 1GE
Disk 100 GB

ADD VIRTUAL MACHINE

MoxHo cpa3sy gobasutsb ewwé BM.

12.4. YcmaHoska OC Ha eupmyarbHy MawuHy

UTtobbl ycTaHoBUTE OC Ha NOATOTOBEHHYIO BUPTYanbHYH MaLUUHY, HY>KHO Nogkntounts 1SO-06pa3 ycTaHOBOYHOIO
Jucka. OTo MOXHO cenaTb C NokanbHOro Aucka unu u3 katanora vCD.

Hayvunas ¢ eepcuu vCloud 10.0, ecnedcmeue ydaneHusi cmapoeo FLASH uHmepgbelica, Hem 803mMoxHocmu
rnooknoyeHus obpasoes yepesz VMRC unu WEB-KOHCO/b.

MpeaononaraeTcs, YTO yXXe Co34aH KaTanor 1 B HEro 3arpy>eH HyxHblh |SO-06pa3 ycTaHOBOYHOro aucka.
U3 koHTekcTa BM BbiBepute Insert Media:

vmw VMware Cloud Director Data Centers A

| AllvApps » Orange-ATP » test |

2 Compute v
=
@ test POWER ON ALL ACTIONS ~
VARPS Powered off
Wirtual Machines Power >
Affinity Rules General CD/DVD drive Snapshot >
Hardware i
& Networking v ; (REFATCIS WM Console >
- Removable Media
- Media 4_____,_,_)_—-—-"
Networks Hard Disks . R
Compute
Edges Advanced Eject Media
Security NICs
& Storage v Guest OS Move
. Customization ;
Named Disks copy

storage Policies Guest Properties

i Metadata
& settings v Consolidate Disks
General Monitor Edit Badges
. Tasks
Metadata
Events Delete
Sharing

Kubernetes Policies
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Insert CD X
-~

Select the media file to insert in the VM.

Media available now:
Name Catalog Owner Created On Storage

Used
CheckpointGatewayR80-20.iso Shared catalog system 4/14/2019, 4:29:26 PM 3248 41 MB
debian-8.2.0-amd64-DVD-2is0 Linux Shared system 12/17/2015, 1:37:47 PM 447229 MB
OracleLinux-R7-U3-Server-x86_64-dvd.iso Linux Shared system 6/6/2017, 3:47:41 PM 442500 .
rhel-server-6.9-x86_64-dvd.iso Linux Shared system 5/25/2017, 41453 PM 3707.00 ...
SW_DWVD9_SGL_Swvr_Standard_Edtn_2008_R2_Russian_MLF_X16-29612 1SO Microsoft Shar. system 9/28/2016, 7:00:56 P 410075 MB
debian-8.2.0-amd64-DVD-3.is0 Linux Shared system 12/17/2015, 1:38:07 PM 4477.71 MB
ubuntu-14.04 3-server-amd64.iso Linux Shared system 12/17/2015, 1:39:09 PM 574.00 MB
Bootable_UCSInstall_UCCX_11_0_1_UCOS_11.0.1.10000-75.sgn.iso Cisco [PT system 3/30/2016, 9:13:09 PM 473417 MB
csr1000v-universalkd.03.17.04.5.156-1.54-std iso Cisco system 7/4/2018,12:42:49 PM 42541 MB
SW_DVDO_NTRL_SQL_Svr_Standard_Edtn_2016_64Bit_English_OEM_VL_X20-97264.iso Microsoft Shar system 6/21/2018, 6:48:15 PM 2832.65 MB
SW_DVD9_Windows_Svr_Std_and_DataCtr_2012_R2_64Bit_English_-4_MLF_X19-82891.IS5.. Microsoft Shar... system 12/16/2015, 8:59:07 P.. 5149.95 MB
SW_DVD9_NTRL_SQL_Svr_Standard_Edtn_2017_64Bit_English_OEM_VL_X21-56945.iso Microsoft Shar... system 6/21/2018, 10:49:55 P... 1474.61 MB
SW_DVD5_SA_Win_Ent_7w_SP1_64BIT_English_-2_MLF_X17-58882.150 Microsoft Shar.. system 12/29/2016, 54152 PM 303517 MB
L

Mo ymonyaHuio DVD-npuBoa NpMcyTCTBYET B CMCKE 3arpy3ku, HO He nepBbiM. Ecnn ecTb HEO6XOAMMOCTE NOMEHATD
04YepeaHOCTb 3arpy3km — Heobxoammo caenatb 310 vYepe3 BIOS/UEFI, ana aToro He06xoaumMo yCTaHOBUTL OMNLUIO
aBTOMaTu4eckoro Bxoaa B BIOS/UEFI npu cnegytoiiem BknrodeHun BM:

vmw VMware Cloud Director Data Centers A

&«
| AllvApps » Orange-ATP > test |
i Compute v
-
m test POWER ON ALL ACTIONS v
vApps Poweriv
Virtual Machines
General
Affinity Rules EDIT
. Hardware
& Networking v ) Name test
Removable Media
Networks Hard Disks Status Powered off
Edi SIEE Ci ter N. test
es omputer Name es
e Advanced
Security NICs Description -
= Storage hd Guest OS Operating System Microsoft Windows Server 2016 (64-bit)
§ Customization
Named Disks Boot Delay 0
: Guest Properties
Storage Policies P Storage Policy vmstore-cloud-platinum-ha
i5h Settings - icadata Virtual Data Center vdc-startrek.com-ha-01
General Monitor Owner system
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Edit VM test X
Name * test
Computer Name * test
Description
Operating System Family Microsoft Windows
Operating System Microsoft Windows Server 2016 (64-bit)
Boot Delay * 0 +
Storage Policy wmstore-cloud-platinum-ha
Enter BIOS Setup &
12.5. Mo+HumopuHe pecypcos

[ns npocmoTpa Tekylen yTunusaumm pecypcoB VDC nepenguTe Ha 3aknagky Data Centers:

vmw VMware Cloud Director Data Centers A ations M orking  Libraries  Administration  Monito!

Virtual Data Center
Environment Running Applications Used Resources
@ sites: 1 & Organizations: 1 ¢\ Virtual Data Centers: 3 @ VMs: O 4 vApps: 2 {3} CPU: O MHz M Memory: O MB & Storage: 2 TB
Find by Name

& vde-startrek.com-ha-01
@ vorg-startrek.com, @ flexible-computing-advanced.orange-business.ru
Applications CPU Memory Storage
1 -
e 0 MHz 0 MB 2GB
0 of 2
Running VMs

50 GHz allocated 64 GB allocated 700 GB allocated
& vde-startrek.com-da-02
& vorg-startrek.com, @ flexible-computing-advanced.orange-business.ru
Applications CPU Memory Storage /
2
vADpS

0 MHz O MB 5 GB

0 of1 \
Running ¥Ms

8 GHz allocated 10 GB allocated 30 GB allocated

Bonee noapobHyo nHdopMaL Mo MOXHO NOCMOTPETb BHYTpu VDC:
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vmw VMware Cloud Director Data Centers Applications Networking Libraries Administration Monitor

&
General
i1 Compute v
~ Info
vAppS
Virtual Machi Name vdc-startrek.com-ha-01
irtual Machines
- Description -
Affinity Rules P
© Networking v Status (&) Enabled
Metworks 7 T
Edges Allocation Model Allocation pool
Security vCPU 2.2 GHz
= Storage o CPU (Allocation Used/GQuota) 0 MHz / 50 GHz (0%)
Named Disks Memory (Allocation Used/Quota) O MB /B4 GB (0%)
Storage Palicies
{6 Settings v
General
Metadata
Sharing
Kubernetes Policies

vimw \Mware Cloud Director Data Centers Ay Networking Libraries Administration Monitor Morev
&«
torage Policies
i Compute v
vApps
. . Name T Status Default Used Limit Capabilities
Virtual Machines
§ > vmstore-cloud-gold -~ OoMB 100 GB 1
Affinity Rules
@ Networking o > vmstore-cloud-platinum-ha - " 55 GB 500 GB 4
MNetworks > vmstaore-cloud-silver v 100 GB 100 GB 1
Edges
Security
= Storage w
Named Disks
Storage Policies
& Settings v
General
12.6. Bbiepy3ska wabnoHa vVApp u3 Cloud Director

[ns skcnopta wabnoHa vApp (BM), B nepsyto odepeab VApPP AomkeH BblTb ocTaHoBNeH. fJaxe ecnu Bce Bm B VApp
BbIKIIOYEHbI, cam VAPP cumTaeTcs paboTarolwmm noka He OyaeT cneunanbHO OCTAHOBIIEH.
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vimw VMware Cloud Director Data Centers Applications Networking Libraries Administration
&
VAPPS
i Compute e . .
Find by. MName ADWVANCED FILTERING
vAPPS
_ _ 1 Virtual Applications | Expired: No Clear all filters
Virtual Machines
Affinity Rules NEW™
2@ Networkin W
= 9 Qrange-ATP
Lease 59 minutes (Suspends)
Edges Created On 12/09/2020, 3:07-37 PM
. Craner system
Security
VMs Manage
= storage v 2
=™ power
Named Disks [—% BT O
PUs Renew Lease
Storage Policies * Snapshot
Stop
) Settings v
\ Reset
General ACTIONS v Suspend
Metadata Copy
Sharing Change Owner

Mocne ocTaHOBKKM CTaHeT AocTyneH NyHKT Download

12.7. Yema+Hoska VVMware tools Ha BM

VMware Tools — 310 Habop yTUNnT, KOTOPbIN NOBLILLIAET NPOM3BOAUTENBHOCTL ONEPaLIMOHHON CUCTEMbI BUPTYalbHON
MalUWHbI U yryyllaeT ynpasneHue BUMpTyanbHON MallnHOW. Ecnu B BUPTyanbHOW MalluHe He YCTaHOBMEH AaHHbIN
Habop yTUNuT, TO B rOCTEBOW OMNEPaLNOHHON CUCTEME OTCYTCTBYIOT HEKOTOPbIE BaXKHblEe (PYHKLUN 1 BO3MOXHOCTU NO
WHTerpawmmn ¢ runepBM3opoM, Takke OTCYTCTBYIOT ONTUMU3MPOBaHHbIE ApanBepa ANs BUPTyarbHbIX YCTPOUCTB U
BO3MOXHOCTHU MO yrnpasneHuo nutaHuem (reboot/shutdown) rocteson onepaumnoHHoOn cucteMbl Yepes cpeacTea
ynpasneHuns VMware

YctaHoBka VMware Tools B onepaunoHHyo cucTemy BUPTYasibHON MalUWHbI HAXOAUTCS B 30HE OTBETCTBEHHOCTU
KnueHTa u aBnsetcs obasatensHon. B cnyyae ncnonb3oBaHusa cneumnduyeckon OC ang KOTOPOW HET MHCTPYKLUMK NO
ycTaHoBke nnu guctpmnbytmnea VMware Tools, knMeHT gomkeH obpatntbcsa B Orange Ans KOHCynbTauumn n oukcaumm
tbakTa Hannums Takon BM.

B cny4ae oTcyTCTBMSA YyCTAHOBMNEHHbIX (MPOLLECC YCTAaHOBKW 3aBEpPLLEH, OC Nepe3arpyxeHa, obpa3 OTMOHTMPOBaH) U
paboToCNOCOOHbIX (TMNEPBU30OP MMEET BO3MOXHOCTL noakntoveHns) VMware Tools B onepauyoHHON cuctemsl
BMPTYanbHON MalUWHbI:

. pe3epBHble Konun BM mMoryT 6biTb HEKOHCUCTEHTHBIMU C B0MnbLUEn BEPOATHOCTLIO;

. B Crny4yae ecnv npu npoBefeHnn aBapuinHo-BOCCTaHOBUTENbHbIX paboT BM knneHTa He MoXeT BbITb
nepeMeLLeHa Ha Apyrov rmnepem3op 1 3TuM onokmpyet pabotel, BM MoxeT 6bITh NnepesarpyxkeHa 6e3 cornacoBaHms ¢
KNNEHTOM;

. B criydae aBapum Ha xocte unu B [1L], Orange He rapaHTupyeT 3anyck BM Ha gpyrom xocte unu nepesanyck
MOXEeT 3aHsTb bornee NpoJoMKNTENBHOE BpEMS.

AKTyanbHble U NOAPOOHbIE MHCTPYKLMM HAaXOOSTCS 34€eCh.
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Insa nogkntoyerHns ISO-o6pasa ¢ VMware Tools k BM Haxmute npaBow kHonkor Ha BM u BiGepute nyHkT Install
VMware Tools, 3To npuBegéT Kk MoHTMpoBaHuto |ISO-obpasa k BM, nocne 4yero Heo6xoanmo Npoun3BecTy YCTaHOBKY B
OC.

vmw VMware Cloud Director Data Centers Ap

¢ All Virtual data centers
«
Virtual Machines

ifi Compute Find by: MName

VAPPS Power >

) ) 1V ilters
Virtual Machines Snapshot 3
Affinity Rul N
ity Ruies WM Console >

@ Networking v Media 3

Networks \

i Install VMware Tools
Edges
Security
Move

&= storage v Copy

Named Disks

Storage Policies

Edit Badges

& Settings v

General

Metadata ACTIONS ~ DETAILS

Sharing

12.8. Bbi6op muna CX/[ dns BM

Twn ucnonbdyemoro CX[ ans BM 3agaétcsa ¢ NOMOLLIO Ha3HaYeHUs HY>XHOW NOMNUTUKM ANS QUCKOB U Ans obbekTa
«vm home»(meTagaHHble BM). MeTagaHHble JOIMKHBI MCNOMNB30BaTh TYXXE NOMIMTUKY, YTO U OCHOBHOM Anck BM.

N3 koHTekcTa BM:
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vmw ‘VMware Cloud Director

‘i Compute
vAppS
Virtual Machines
Affinity Rules

@ Networking
Networks
Edges
Security

&= Storage
Named Disks

Storage Policies

«

All vApps » ATP-1.0 > orange-atp

@ orange-atp
Powered on

General

Hardware
Removable Media
Hard Disks
Compute
Advanced
NICs

b Guest OS5
Customization

Guest Properties

Data Centers App

PyKOBO}J,CTBO noJsib3oBaTens

POWER OFF

EDIT

MName

Status

Computer Name

Description

Operating System

Boot Delay

Storage Policy

LAUNCH WEB CONSOLE

Administration Mo

orange-atp

Powered on

orange-atp-0

Ubuntu Linux (64-bit)

0

vmstore-cloud-platinum

LAUNCH REMO

Mame *

Computer Name *

Description

Operating System Family

Operating System

Boot Delay *

orange-atp

orange-atp-0

Linux

Ubuntu Linux (64-hit)

Storage Policy

vmstore-cloud-platinum

Enter BIOS Setup

»
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@) Settings b e Metadata Virtual Data Center vdc-startrek.com-01
General Monitor owner adm_startrek.com
Tasks
Metadata Events VMware Tools 2147483647
Sharing Virtual Hardware Version Hardware Version 10
Kubernetes Policies vApp ATE-10
Edit VM orange-atp X
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YcTtaHoBKa nonutuk ans gmckos BM:

wvmw VMware Cloud Director Data Centers  Applications Networking Libraries Administration Monitor Morev

| AllvApps > ATP-1.0 > orange-atp

Powered on

Virtual Machines
General

Affinity Rules VM Storage Policy vmstore-cloud-platinum
© Networking v Hardware §
Removable Medi EDIT
Networks Hard Disks
Compute Index Name Shared Size Policy 10PS
Edges Advanced
Security NICs o - No 4GB vmstore-cloud-silv 0
2 Storage v Guest 0S5 1 - No 205TB wmstore-cloud-silv (9]
R B Customization

Storage Policies e nees

i Compute v
-
@ orange-atp POWER OFF  LAUNCH WEB CONSOLE  LAUNCH REMOTE CONSOLE ~ ALL ACTIONS v
VADPS

Bus Type

LSl Logic Parallel (SC..

LS| Logic Parallel (SC

Edit Hard Disks for orange-atp

A Some hard drive properties cannot be modified while the virtual machine is powered on

ADD
Index Name Shared Size Policy 1OPS Bus Type Bus Number

o - No 4 > GB vmstore-clouc Not Applicable LSl Logic Para o
vmstare-cloud-gold
vmstaore-cloud-platinum

Applicable LSl Logic Para 0
vmstore-cloud-silver

< WM default policy

1 - No 2100 = GB

Unit Number

DISCARD SAVE

(Use VM default) — o3HauaeT Tyxxe NonuTuKy, KoTopas HasHavyeHa Ans MeTafaHHbIX.

12.9. UmeHoeaHHbIe ducku BM (Named Disks)

HaHHbI TN gMckoB co3gaéTtcs Ha ypoBHe VDC, a He BMPTYyarnbHOW MallWHbI, U MOXET OblTb NOAKIMTIOYEH

OHOBPEMEHHO K Heckornbkum BM.
B ocHOBHOM 3TO HEOOXOAMMO AN KNacTEPHbIX PeLLEeHNA.
BapuaHTbl 1 onucaHne HacTPONKM AOCTYMNHbI B IOKYMEHTaLIMN.

BHumaHue: ana BM ncnoneaytowwmx named disks HeoCTynHO co3aaHue CHAMLWOTOB, U Kak cneacTeue pesepBHoe

KOnupoBaHune Ha ypoBHe runepsunsopa.

13. 38ecmHbie npobnembi

OnucaHue npobnemsbl PewweHue KB VMware
Ha OC Windows Server 2012 1 Bbilwe nponagaet Mcnone3sosatb Tvn VNIC — VMXNET3 KB 2109922
ceTeBasi CBA3HOCTb. [locTyn BOCCTaHaBnMBaeTcs
nocne nepesarpysku unu up/down cetesoro
UHTepdenca.
lMpumeyvaHue: aHanoau4yHble rnpobrnemsl
Habntodanucs Ha Windows 7 u Server 2008R2.
OTcyTcTBYET/HEKOPPEKTHO paboTaeT Mbllb Npu 1. MNpwu yctaHoBke ucnonb3oBatb VMRC, -
yctaHoBke Windows u nocne BMecTo WEB-koHconu
2. YcraHoBuTb VMware tools ncnonbsys
Knasuatypy
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