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1. BeedeHue

Llenb HacTosiLero pykoBoacTBa — NPOAEMOHCTPUPOBaThL NOPSAAOK BbINONTHEHUS NEPBOHaYarbHbIX LWaroB 1 6a3oBbix
onepaumn Ha obna4vHon nnatdopme Orange Flexible Computing Advanced.

Bonee nogpobHyto MHOPMAaLMIO MOXHO NONYy4YUTh B pyKOBOACTBE nonb3oBaTtend vCloud Director Tenant Portal Guide.

[nsa obecneyeHns 6e3o0nacHOCTM N PYHKLMOHANBLHOCTM NnatgopMbl, Orange cuctemaTuyeckm Npon3BoauT YCTaHOBKY
nartyen n obHoenenun ans MO nnatdopMbl, 4TO MOXET NPUBOAMUTL K UBMEHEHMAM B MHTEpdence 1 NOSBIEHNIO HOBOrO
byHKUMOHana, He onNMcaHHOro B JaHHOM JOKyMeHTe. B crniyyae BO3HUMKHOBEHMSI BONMPOCOB PeEKOMeEHAYETCS 0bpaTuTbCs
B Orange unu kK gokymeHTauun VMware no HyxHow sepcuu MO.

[daHHas Bepcus fokymeHTa ocHoBaHa Ha vCloud Director Bepcum 10.2.0.17008054.

2. Haeueamop no onuyusiMm U 803MOXXHOCMSAM

| Onucanue | Hactpoiika

Ba3oBbin chyHKLUMOHaN

Ynpasnenue suptyansHbiv AL (vDC) yepes WEB-uHTepdenic 4,5 | 12
Vicnonb3oBaHue rotoBbix 1 cBomx obpasoe BM (ISO/VApp template) 9
YnpasneHvne BUpTyanbHbIMW CETAMU 10
BuptyanbHbin firewall NSX Edge Gateway 3.11
ApeHpa nuueHsui Ha M0 3.14
BHelwHue ycTponcTBa
MoakntoveHune BHewHUX USB yctponcts (USB-to-IP) 3.18
MogknioveHne BHELLHNX CeTEBbIX YCTPONCTB/CEPBEPOB PACMONOXEHHbIX B iX 3.19
(HegocTynHbI B cryvae asapum B iX) '
Onuun OoTKa3oyCTOMYMBOCTHU
Apxutektypa nnatdopmbl ypoBHsi Disaster Avoidance 3.1
PesepBurpoBaHue pecypcoB + npuopuTeTHbIN 3anyck BM B cnyyae disaster 3.3
Pasmeuwlenne guckos BM B aByx [} (CMHXpOHHas pennukaums) 3.5
PasHecenne BM mexgy 0L 3.3
CeTb
OrTkasoycTonumBbin gocTtyn k cetn MHTepHeT (Yepes aea [Ll, pasHble PE, pasHble
nocriegHue Munmn) 310 11.3
OrtkasoycTonumebin goctyn k cetn IPVPN (4epes gea [iLl, pasHbie PE, pasHble nocneaHue ' '
MUnn)
Edge GW B pexume High Availability 3.11 11.8
BupTtyanbHbii mapwpyTtmdaTtop Cisco CSR1000v 3.17
3awmTta ot DDoS-aTak 3.13
Storage

Silver (pacnonoxeHo B iX, HegOCTYNHO B cny4yae aBapum B iX)
Gold (pacnonoxeHo B iX, HegOCTYMNHO B cny4yae aBapum B iX)

. . - 3.5 12.8
Platinum (pacnonoxeHo B iX, HE4OCTYMHO B criyvae aBapum B iX)
Platinum DR (cMHXpOHHasa pennukaumsi)

PesepBHOe kOonupoBaHWe U apXuBUpoBaHne

PesepBHOe KonnpoBaHne Ha MaccuB B iX 36
Pe3epBHOe konnpoBaHue Ha MaccuBbl B ABYX [Ll (acuHxpoHHas pennvkaums) '
APXUBMPOBAHME N BOCCTAHOBIIEHNE HA NEHTY 37
Offsite xpaHeHne neHt '

3. Apxumekmypa, onyuu, ocob6eHHOCmMu u peKomeHOayuu

3.1. O630p apxumeKkmypbl

OCHOBHBLIM NPMHLUMOM NPY MOCTPOEHUN MHAPACTPYKTYPbI NyGnuyHoro obnaka gna Orange siBNsAeTcs
OTKa30yCTOMYMBOCTb. [ANnsl 3TOro NPUMEHSIETCA KOMMIEKCHbIA NOAX04 Ha BCEX YPOBHSX:
o  OcHoBHOM faTta-ueHTp — | Xcellerate Moscow One ypoBHs Tier |lI+ (Mocksa, AnTydbeBckoe wocce, 33I);
o BTtopon gata-ueHTtp — Dataline Nord4 yposHs Tier Il (Mocksa, KopoBuHckoe wwocce, 41);
¢ Vicnonbayetcs obopynoBanme u MO ToNbko NPOMBILLIIEHHOTO Kacca oT nuaepoB pbiHka: HPE, Juniper,
Huawei, VMware, Netapp, Veeam, CheckPoint, ADVA;
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AKTVBHbIE CepBUCHbIE KOHTPaKTbl N0 BceMy obopyaosaHuto u MO;

lMocTosiHHOE NopAep)KaHWe U NOBbILLEHWE 3KCMEPTU3bI NHKEHEPOB;

DWDM-kaHanbl Mexay aata-ueHtpamu (ganee [Ll) nponoxeHbl pasHbiM1 MapLupyTamMmu Mo ropoay, BXOAAT B
[Ll yepes pa3Hble kabenbHble KonnekTopbl, BHyTpW [LL Tpacckl Takke He nepecekaloTca Ha YpOBHE
kabenbHbIX NOTKOB, paboTatoT Ha ABYx Habopax NOMHOCTbI0 HE3aBMCUMOro 000pyAOBaHUS;

3apepxka nepefayn gaHHblx Mexay Ab: 0,3-0,4mc npu nsamepeHnsax BM<>BM, T.e. Bknio4as BCce ypOBHU;
Bce ob6opyaoBaHne uMeeT MUHUMYM ABa Orioka NUTaHUS U NOQKMIYEHO K pa3HbIM fydam NUTaHWS;

Bce ceTeBble coeMHEHUsI MEXIY YCTPOMCTBAMM BbINOMHEHbI MMHUMYM ABYMS KabenbHbIMU COEAMHEHUSIMU 1
TEPMUHUPYIOTCA Ha pasHbIX kKoMmyTaTopax (MC-LAG);

[na nogknoyeHus cepBepoB UCMOMb3YIOTCH Kak MUHUMYM ABe (hn3NYEeCKN pasHble MHOTONopTOBblE CETEBbLIE
KapTbl;

BHewHue ceTeBble cepBuchkl (MHTepHeT, IPVPN) nogatTca ¢ AByX He3aBUCUMbIX PE-mapLupyTu3aTopos,
pacnonoXxeHHbIX B pasHbix ALl no pasHbiM Tpaccawm;

Bce knaccuyeckme CX[1 umetloT ABa KOHTponsepa u pesepsnpoBaHue UCkoB ¢ nomollbio RAID. SDS CX[
DA-knactepa NnoMMMO pe3epBUpOBaHUS OUCKOB BHYTpW [L|, XpaHUT NOMHYO KOMUIO AaHHbLIX BO BTopom [L|
(npw 3akase onuumn DA);

VcnonbayeTcs huanyeckn BolaeneHHbIN OTAeNbHbIA KnacTep ynpasneHns, TOCTPOEHHbIN No TexHonorun DA B
Asyx ALL;

Bce KpuTuYHbIE CepBUCHI KnacTepa ynpaBrneHns 3apes3epBmMpoBaHbl Ha YPOBHE NPUINOXEHU N pa3HECEHbI
vexay AL;

KpyrnocyTo4HbIi MOHUTOPUHI COCTOSAHUS 060pYyAOBaHMA 1 AOCTYMHOCTU CepBuca.

CoBoOKynHOCTb 3TMX Mep no3eorsieT Orange rapaHTUPOBaTh BbICOYaNLLMI YpOBEHb JOCTYNHOCTM cepBuca as
KOHEYHOro 3aKkas4uka.
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O6uwas cxema:

i datacenter

PE-routers

~

5106 : datacenter

SAS St :
orage Switch fabric Switch fabric

SSD Storage 2x106 H 2x10G

2x10G6

/ 40G per server

406 per server
40G per server

l Replication

Backup storage #2 Backup storage #2
Slave : Master

Backup storage #1

| Replication

Compute nodes Compute nodes

iX Cluster DA Cluster Compute nodes
: H DA Cluster
. Disaster Avoidance infrastructure

IR R R R R A I R R I I I I AT

R I R I I I I I I I I I I R R R R R R I I R R A A )

Bepcus 3.0.4 © Orange Business Services, 2021 5

Business
orange Services



Flexible Computing Advanced PykoBoacTBo nonb3osaTtensi

MNogkntoyeHmne BblYNCITUTENBHbIX Y3I0B:

¢ Switch fabric

Compute nodes

XapaKkTepuCTUKM BblMMCIINTENBHBIX Y3M0B KnacTtepa iXcellerate:
CPU | 2xE5-2680v3 @ 2.50GHz (12C, Turbo Boost 3,3GHz, Haswell)
RAM | 256-768 GB

XapaKkTepuCTUKM BbIMUCIIUTENBHBLIX Y3noB knacTtepa DA:
CPU | 2xE5-2698 v4 @ 2.20GHz (20C, Turbo Boost 3,6GHz, Broadwell)
RAM | 512-704 GB

Iunckosas émkocTb ypoBHen Silver, Gold n Platinum otnnyaetca napametpamum IOPS Ha 1 Tb: 112, 420 1 3000
COOTBETCTBEHHO. PearnbHble nokasatenu IOPS 3aBUCAT OT NapameTpoOB Harpy3ku U, kak npaBuio, 6orblue ykazaHHbIX
Bbilwe. [pn camoCTOSATENBHOM CUHTETUYECKOM TECTUPOBAHUM NPOU3BOAUTENBHOCTU ANCKOBOW NOACUCTEMBI
HeobX0ANMO YUMTLIBATb, YTO Ha NaTopMe NPUMEHSOTCSA TEXHONOMMMN ONTUMM3ALIAN U KELLMPOBaHUSI, NOBbILLAOLNE
CKOPOCTb paboTbl peanbHbIX MPUIOXKEHWI, NO3TOMY PEKOMEHAYETCS UCMOMb30BaTh TECTOBbLIE NAKETbI, AIMYNUPYHOLLME
peanbHyt HarpysKky, 1 3anyckaTb UX Ha BpeMsi He MeHee 30 MUHYT.

3.2.DA unu DR? lNokaszamenu RTO u RPO

[nsi 3aWwunTbl OT NPUPOAHbBIX Y TEXHOTEHHBIX KaTacTpod v TEPAKTOB U obecneyeHnss HenpepbIBHOCTH
O13HeC-NpoLIeCCOB HEOOXOONUMO pe3epBMpPOBaHME OCHOBHBIX CUCTEM XpaHeHMs U 06paboTkM gaHHbIX. B criyvae
KaTacTpogbl MOXET NOCTpagaTb 34aHMe LeHTpa 06paboTkM AaHHbIX, NO3TOMY Anst obecneyeHnss HenpepbIBHOCTU
paboTbl cepBrca He0bX0AMMO CO3[aHe TEPPUTOPUANbLHO yaareHHON NoLLaAKkM — pe3epBHOro AaTta-LeHTpa.
[aBante paccMOTpMM B3aMMOCBS3b MEXAY aBapuUHbIM BoccTaHoBreHneMm (Disaster Recovery, DR) n
npegoTeBpalleHmem katactpod (Disaster Avoidance, DA) ons COBpeMEHHOro BUPTYyarbHOro garta-LeHTpa.

B yem pasHuua Mexay npeaoTBpaLleHneM KatacTpod) U aBapuiHbIM BOCCTAaHOBIIeHUEeM?

KaTtactpodbl MOryT GbITb Bbi3BaHbl MPUPOAHBIMU MPUYMHAMM, TAKUMM KaK 3eMIETPSICEHME UMK yparaH, OHW MoryT
ObiTb Bbl3BaHbl HECYACTHbLIM CIlyYaeM, HanpyMep, NoXapoMm, a Takke MOryT OblTb UCKYCCTBEHHBIMU, TakUMU Kak
BOEHHbIe OENCTBUSA UK Teppopuam. Ho B Kaxaom crnyyae katacTpodpa SBNAeTcs HesannaHnpoBaHHbIM CODbITUEM,
KOTOpOe Hen3bexXHO HapyLuaeT paboTy OCHOBHOIO BUPTYanbHOro gata-LueHTpa.

MoHATME aBapUIMHOro BOCCTAHOBIIEHUA KacaeTcsi cTpaTeriy, UCNonb3yemMon AN MUHUMKU3aUUn NocneacTBuii
c60eB 1 BOCCTAHOBIEHUS KPUTUYECKM BaXKHbIX OU3HEC-byHKLMIA nocne kaTacTpodbl. CTpaTerst aBapuinHoro
BOCCTaHOBIeHMs1 0ObIYHO BKIoYaeT B cebsl onpeaeneHre napameTpoB RPO (MakcMmarnbHbIN Nepuog BpeMeHu, 3a
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KOTOPbIA MOTyT BbITb NOTEPSHbI AaHHbIe) U RTO (MpoMeXyToK BpeMeHU, B TeYeHe KOTOPOoro cucTteMa MoXxeT
ocTaBaTbCsl HeOCTYMNHOW), a Takke annapaTHoe obecneyeHne, NporpamMmMHoe obecrnedyeHne U MeToabl, HeobxoanMble
AN OOCTWXKEHUS TUX Liene.

Hanpumep, TpaguUMOHHbIN NNaH aBapuUMHOro BOCCTAHOBMEHNS MOXKET COCTOSITb B TOM, YTOObI BOCCTAHOBUTL NATh
KMo4eBbIX BU3HEC-NPUNOXEHNI A0 HOPManbHOM (PYHKLIMOHANBHOCTM B TedeHue 60 MUHYT nocne cobbiTus
kaTacTpodbl (310 RTO), Tepssa npu atom Tonbko Ao 10 MuHyT aaHHbix (RPO). daktuyeckne RPO n RTO 6yayt
3aBUCETb OT BaLUUX KOHKPETHbIX NOTpebHOCTEN Gu3Heca 1 COOTBETCTBYIOLLMX MHBECTULIMIA B 0O0pya0BaHue,
nporpammHoe obecneyeHune n nepcoHan. OpraHnsaumm ¢ MHOXXeCmME8OM KPUTUYECKN BaXKHbIX NPUMOXEHWIA B YCNOBUAX
kopoTkmx TpeboaHun RPO n RTO 0bbl4HO OOMKHBI MHBECTMPOBATL 3HAYMTENbHO Gonblue B UHAPACTPYKTYpY
annapaTHOro 1 NporpaMMHoro obecneyveHus Ans JOCTUXKEHNS STUX Lienen No cpaBHEHNIO C BU3HECOM C HECKOTbKUMU
BaXXHbIMW NpUNoxeHnaMu n 6onee markumm TpeboaHmamn RTO/RPO. MNpocTbiM NpMmMepoM aBapunHOro
BoccTaHoBreHus (DR) sBnseTca BOCCTaHOBNEHNE pe3epBHbIX KONWUIA, rae cepBepbl nepesarpyatoTcsa 13 nocrneaHero
Habopa pe3epBHbIX KOMWUIN, COXPAHEHHOMO Ha MnokarbHbIX UK yaaneHHbix CX[.

[na cpaBHeHUs, cTpaTerns npeaoTBpalleHUAa kaTtacTpod (DA) - 370 ycunus, HanpasneHHbIe B NepBYI0 ovepeab Ha
npedomepaujeHue c6oeB, CBA3aHHbIX C katacTpodamu. DA — 3TO YCTOMUYMBOCTb, @ HE TOMbKO BOCCTAHOBIEHME — T.€.
nogaepxaHvue JOCTYMHOCTU NPUNOXEHUI B CBETE npeackadyemMbix c6oeB. [1pocTbiM NpuMepoM NpeaoTBpaLleHns
KaTacTpod SBNSEeTCH MUrpaums BUpTYanbHOW MalluHbl. HanpyumMep, BUpTyanbHble MaliHbl MOTYT ObiTb NepeHeceHb!
Ha apyrue xocT-cepepa, YTobbl MOXXHO BbINO NPON3BECTU 0BCMYXMBaHWE UNK OBHOBMNEHME NCXOAHOIO XOCT-CepBepa,
4YTO NpeaoTBpaLLaeT annapaTtHble cooun (HebonbLine kaTacTpodbl). TOUHO Tak e, ecnv Bbl 3HaeTe, YTO yparaH
ONyCKaeTCs Ha Ball OCHOBHOW LIEHTp 06paboTku AaHHbIX, MOXHO nepeHecTy pabouyto Harpy3sky Ha cepBepbl B APYrom
AL no Tex nop, noka He NpongeT WTopM 1 He ByaeT npon3BegeH PeMOHT.

KntoyeBbIM coobpaxeHnem B 060UX NpumMepax SBNAeTcs «npeackasyeMocTby katacTpodbl. YacTo HEBO3MOXHO
OCYLLIECTBUTb UM SKOHOMUYECKN HE BbIrOQHO MIaHUpOBaTh 3aLlUTy OT BCEX BO3MOXHBIX KatacTpod, NO3TOMy npu
nnaHnMpoBaHWUKM BCerga CTPeMaTCs 3aWwnTuTb GusHec ot Hanbonee BEPOSTHLIX CUTYaLUN.

Y10 nyywe: DR unu DA?

TexHonormm aBapmMmHOro BocctaHoBneHus (DR) oOblMHO NpegnaraloT caMmble pa3HOOOpasHble BapuaHThbI
pa3BepTbiBaHMSA U LEHOBbIE AMana3oHbl U 0ObIMHO NCMONb3YOTCA OpraHn3aunsaMmn, KOTopble MOTyT TepneTb
HEKOTOPbIV YPOBEHb oS paboyen Harpy3ku Unm noTepm AaHHbIX. TeM He MeHee, BOCCTaHOBIEHME HEOBX0AMMO
nepuoanYeckm NpoBepsiTb U NPaKTMKOBaTb, YTOOLI rapaHTUpPOBaThb, YTO OHO paboTaeT AOMKHLIM 0Opa3oMm -
perynsipHble TPEHUPOBKN MUHUMWU3NPYIOT 3a4EePXKKN BOCCTaHOBIIEHUS], BbI3BaHHbIE YEMNOBEYECKOM OLNBKOM nnn
HEONbITHLIMU COTPYAHUKAMMW.

B cny4yae korga 6usHecy KpUTUYEH NPOCTOM CEPBUCOB AaXe B TevyeHne 1 MUHyTbl He0OX0aUMO paccMmaTpuBaTh
BapuaHT ¢ npegoTepalieHnem katactpod (DA), koTopbin ABnsieTcs Hanbonee arpeccuBHOM hOPMON FOTOBHOCTU K
CTUXunHbIM 6eacteusiM. B gaHHoOM cnyyae TpebyeTca COBMECTHOE UCMONb30BaHNE HECKONbKUX LEHTPOB 06paboTkm
OaHHbIX AN pacnpeaeneHmnst BbIYUCIMTENbHBIX PECYPCOB, YTO NMOBbLILAET HE TOSIbKO 0TKa30yCTONYMBOCTb, HO U
CTOMMOCTb peLueHust. [lockonbKy Bce LieHTpbl 006paboTkm AaHHbIX NOCTOSAHHO paboTatoT, T-nepcoHan perynsapHo
paboTtaeT co BceM obopyaoBaHmeM, N T-agMUHUCTPaTOPbI OCTAKOTCS B Kypce napameTpoB paboTbl CUCTEM.

[MoaTOMy KOHEYHbIN BbIGOP CTpaTernn 3almThl OT KaTacTpod AOMKEH OCHOBbLIBATLCA Ha NOoTpebHocTAX BusHeca
(Takmx kak RTO 1 RPO) n TpeboBaHnsix COOTBETCTBMS HOPMATUBHBIM akTaM, a HE Ha TEXHOMNOrMYECKOW AOCTYMHOCTW.
BuaHec, KOTOpPbLIN NPOCTO HE MOXET NO3BONNTL cebe ObITb oddhnanH JormkeH BblonpaTb DA, B TO BpeMsi Kak MeHee
TpeboBaTenbHbI BU3HEC MOXET NOTEHUManbHO CIKOHOMUTL AEHbIN U YNPOCTUTL MHAPACTPYKTYPY C MOMOLLbIO
cTpatervm DR.

3.3. Kamacmpogoycmoudusocms (Disaster Avoidance, DA)

[nsa nogoepxaHusa HenpepbiBHOW paboTtocnocobHocTy BupTtyanbHoro [Jata-ueHTpa KnveHTa B cnyvae aBapum Ha
opHom 13 [lata-ueHTpoB Orange, KIMMEHT MOXET 3aKa3aTb OMUMI0 KaTacTpodoycTonunsoro obnaka. B cnyyae
akTmMBaumun ganHon onumn, BM pacnpepenstoTcs cnyyvyaviHbivM 06pa3om unm no HAaCTPOEHHbLIM NpaBunamMm Mexay
OCHOBHOW M pe3epBHON nnoLagkon. Npu Bo3HMKHOBEHUM aBapuun B ogHom u3 [IL| Orange, paboTaBwune Ha HEm BM
aBTOMaTUYeCKM 3anyckatoTcsa Ha BTopom [LL. B o6oux [L gocTynHbl oeHTUYHbIE HabOPbl BHYTPEHHMX Y BHELUHMX
CETEWN, YTO MCKIoYaeT HeOOXOAUMOCTb M3MEHEHUSI CETEBLIX NapameTpoB BM B cnyyvae katacTpodbl.

[nsa obecneyeHnss MUHMMarbHOrO BPEMEHU MPOCTOS CEPBMCA, B CIy4ae eCcnu NpuIioXXeHne NogaepxusaeT
KnacTtepusaumio, PEKOMEHAYETCS Pa3MeCTUTb YNeHbI Krnactepa NpunoxeHus B pasHbix AL ¢ nomolybto npasun (ans
3TOro Heobxogmmo coobmTb Orange cnnckn BM anst pasmellenus B kaxaom ms [iL; BM, He Bowewme B Cincku,
pasMeLlaTcs CriyYyanHbiM obpasom).
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3.4. AsapuuHoe soccmaHoerneHue (Disaster Recovery, DR)

O6nayHas nHdpacTpykrypa Orange MoxeT ObITb UCNONb30BaHa KNneHToM kak DR-nnowanka. TexHu4ecku
BapvaHTOB peanusauum Takoro cLeHapus 4OCTaTOMHO MHOMO M BbIGOP KOHKPETHOMO 3aBUCUT OT CYLLECTBYIOLLEN
NMHPACTPYKTYPbl 1 NOTpeOHOCTEN KnneHTa. KrnMeHT MOXEeT CaMOCTOATENbHO pa3BepHyTb Takoe peLleHre (ecnu He
TpebyeTcs MHTerpaums Ha ypoBHE CMCTEMbI yrpaBneHus obnavyHomn nHppacTpykTypow), unu cneuyuanuctel Orange
MOTyT pa3BepHyTb A KNneHTa pelleHne knacca DRaaS (Hanpumep, Zerto unu Veeam Cloud Connect).

3.5.Modcucmema xpaHeHuUs

B0o3MOXHO 1cnonb3oBaHWe pasHbIX TUMOB AMCKOBOW EMKOCTU AN OQHOro U Toro xe BuptyanbHoro Jata-ueHTpa u
Ans ogHowm n Ton xxe BM.

B cnyyae 3akasa onuuu katactpodoyctondmsocTn (DA) BUpTYyanbHble MallVHbI pasMmeLLanTcsa Ha pacnpegenéHHom
mexay asymsa AL All-Flash CX[ (cMHXpOHHas pennukauust). 3Tum obecneunmBaeTcs AOCTYNHOCTb AaHHbIX B Criyyae
KaTtacTpodbl. Ho Takke BO3MOXEH 3aKa3 AUCKOBOro nNpocTpaHcTBa ypoBHen Silver u Gold co cnegytowmmm
OorpaHN4eHnsaMU:

. CXO ona yposHen Silver n Gold pacnonoxeHsl B [1L} iXcellerate n o6ecneunBatoT 0TKa30yCTONYMBOCTb TOSNBKO
B npegenax atoro ALl T.e. B cnydae katactpodsl B [IL| iXcellerate anckosoe npoctpaHcTBO ypoBHen Silver u Gold He
6yneT goctynHo u3 BToporo [IL|. B cnyyae katacTtpodbl Bo BTopom [LL — goctyn 6yger;

. OunckoBoe npocTpaHcTBO ypoBHen Silver n Gold moxeT 6bITb ,06aBNEHO TONMBKO Kak BTOPOW M nocreaytoLime
auvckn BM;
. ABTOMaTmyeckui nepesanyck BM, cogepxawux gmckm yposHen Silver n Gold, B cnyydae katactpodbl B [1L4

iXcellerate He rapaHTupyeTcs, onsa 3anycka MoxeT noTpeboBaTbCa BMeLIaTenbLCTBO nHXeHepos Orange. [Ana
WCKITHOYEHNSI 3TOr0 pUcka pekoMeHAyeTcsa co3naTh HykHoe konuvecteo BM ¢ yposHamu Silver n Gold, npeagocrasutb
goctyn k auckam yepes CIFS/NFS n obpaliatbes kK HUM ¢ npogyKTnBHbIX BM yepes ceTb.

CBepx 3akasaHHOro AuckoBoro npoctpaHcTea (yposHen Silver, Gold n Platinum, Ho He ans Platinum-DA), ans kaxxgoro
TMNa BblAeNseTcsl AONOSTHUTENBHOE ANCKOBOE NPOCTPAHCTBO Afis ceBon (swap) BM KnuneHTta 13 pacyéta cymMapHoro
3aka3aHHoro o6béma O3Y, koTopbin fobaensetca Orange K kKaxxaomy M3 3akasaHHbIx TunoB. B Moptane vCloud
Director 6ygeT ykaszaH cymMMapHbIi 06 bEM BbIAENTEHHOIO ANCKOBOrO MPOCTPaHCTBA (YKka3aHHbIM B briaHke 3akasa +
nobaeneHHbIn Orange) u cymmapHbii 00 bEM NOTPEGNEHHOro 4MCKOBOrO MPOCTPaHCTBA.

VMware vCloud Director yuntbiBaeT notpebneHmne guckoBoro NpoCTpaHCTBa MNo crieqytoLlen doopmyne (4nst kaxgoro
TMNa oTAEeNbHO):

CyMmapHbIi 061bEM NOTpebnéHHOro 4MCKoBOro npoctpaHcTea = O6BHEM MeCTa Ha XXEeCTKOM AMCKE, BblAENeHHbIN NoA
BM KrnineHnTa (cymma o6bémoB anckos BM) + O6bém namatn (O3Y), BbigeneHHbin nog Bce BM Knnenta + LLabnoHbl n
ISO-06pasbl + CnyxebHble dannbl BM (MeTagaHHbie) + CHAMNWOTLI.

Vicnonb3oBaHWe MecTa Ha KeCTKOM QUCKe CBepX TOro, YTo yka3aHo B bnaHke 3akasa, MOXeT Bbl3BaTb HEKOPPEKTHYHO
paboTy vdc knMeHTa ¢ NocreayoLmMM HapyLieHneM paboTbl BCEX MPUITOXKEHWN.

3.6. Pe3epsHoe KornuposaHue Ha duck (bakarn Ha OuCK)

B cny4yae notepu nnu nopun gaHHbix KnneHta no 3anpocy KnveHTta BuptyanbHaa mawmnHa moxeT 6biTb
BOCCTaHOBIIEHa U3 nocrnegHen konuu. [ng aktmeaumm gaHHON onumn HeobxoomMMo e€ 3akas3aTb NyTeM OPOPMITEHUS
COOTBETCTBYIOLLEro braHka 3akasa Ha ycnyry.
BupTyanbHas MalivMHa BOCCTaHaBIIMBAETCH U3 PE3EPBHON KOMWUM «KakK eCcTby. [10 NpuYmMHe TEXHONOrMYECKMX
orpaHmyeHun Orange He HeCceT OTBETCTBEHHOCTU 3a LIENOCTHOCTb MHEPOPMALMOHHBIX CUCTEM Y BU3HEC-NPUOXKEHWIA.
Orange rapaHTMpyeT BOCCTaHOBIIEHNE BUPTYasibHbIX MalWH 40 ypoBHSA OC BHYTPU BUPTYarbHOW MaLUWHbI.
[aHHas onuus No3BonsAeT XpaHUTb NOMHy0 konuio vDC KnNneHTa 1 HECKOMBbKO MHKPEMEHTHbIX TOYEK BOCCTAHOBIIEHUS
Ha ancke. KnueHT BbibUpaeT ogHy 13 3-x CTaHgapTHbIX CXEM PEe3epBHOIO KOMMPOBaHUS HA OUCK U KOMMYECTBO TOYEK
BOCCTaHoBreHus (T>3)

e ExenHeBHOE;

e 3 Toukn B Hegento: MNoHegenbHuk, Cpena, MaTtHMua;

e 2 TOuKM B Hegento: BTopHuk, YeTtaepr.

3.7. Pe3epsHoe KonuposaHue (apxusuposaHue) Ha neHmy (bakan Ha neHmy)

[aHHbI METOA NO3BONSET XPAHUTb PE3EPBHBIE KOMWUM AaHHbIX Ha CbEMHBIX HOCUTENSX (NEHTax), KOTOPbIE MOTYT ObITb
nepemMeLLeHbl Ha yaanéHHyo nnowagky. s akTmeauum gaHHoW onuum Heobxoaumo e€ 3akasaTb nyTem
0hOpMIEHMS COOTBETCTBYIOLLIEro GnaHka 3akasa Ha ycnyry.

BoccTaHoBneHne JaHHbIX C NIEHTbl TPeOyeT 3HaunTenbHO H6onblue BpEMEHU, YEM BOCCTaHOBMEHUE AaHHbIX C AMNCKOB.
Pe3epBHOE KONMpOBaHME Ha NIEHTY UCMONb3yeTcs, Korga HeobXo4MMO ONUTENbHOE XPaHEHUE AaHHbIX Y XpaHEHWE
pe3epBHbIX KOMWUI Ha yaanéHHoW nnollaake, anbTepHaTtMBHon ABym [L, ncnonbdyembiM ANs OKka3aHUsa YCnyru.
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Bubnunoteka MSL4048 nopaepxuaeTt annapaTHoe wudgpoBaHme AES 256-bit Ha ypoBHe neHTo4HOM BUbnmoTeku.
LLncdpoBaHne 63kanoB Ha NEHTE OMNUMOHANBHO.
KnueHT BbIOGMpaeT ogHy u3 3-x cTaHAapTHLIX CXEM PE3EPBHOMO KOMMPOBAHUA HA JTIEHTY U KONIMYECTBO TOYEK
BOCCTaHoBreHus (T>3)

o [ExenHeBHoe;

e 3 ToukM B Hegento: MNoHegenbHuK, Cpeaa, MNatHuua;

e 2 TOuKM B Hegento: BTopHuk, YeTsepr.
Kaxkgyto Hegento no pacnucaHuio cos3gaétcea nonHasa konusa vDC knueHTa, koTopas 3anucbliBaeTcsa Ha neHTy. JleHTa
BbIBO3UTCH Ha YOANEHHYI0 NNOLLaaKy Ha eXXeMeCAa4YHON OCHOBE, rae XpaHUTCS B OFHEYNOPHOM LUKadyy.
KnueHT MoxeT BblbupaTb:

e  XpaHutb X HeAenbHbIX KOMUIA;

e  XpaHutb Y MECAYHbIX KOMUN.

3.8. CamocmosimernbHoe yripasreHue pe3epsHbiM KoruposaHuem (BETA)

lNMpumeyaHue: OaHHbIU hyHKUUOHaI Haxo0umcs 8 rpouecce mecmuposaHusi U ocmyrieH fo 3arpocy.

CamocToaTenbHoOe yrnpaBneHne pesepBHbIM KONMPOBaHNEM BO3MOXHO Yepes noprtan camoynpasneHs Veeam
Enterprise Manager.

[aHHas onuma He coBMecTuma ¢ PK Ha NEHTOYHbIE HOCUTENWN N PE3EPBHBIM KONMPOBaHMEM Ha AUCK BbINOMHAEMbIM
Orange.

3.9. BoiOesneHHblie GHz u vCPU

B pamkax ycnyrn FCA ana KnueHTta co3gaéTtca BupTyanbHbii [lata-ueHTp ¢ HabopoMm BbIYMCIIUTENBHBLIX PECYPCOB
cornacHo nognucaHHomy 6naHky 3akasa. B cnydae BblgeneHust npoLeccopHo MOLLHOCTU CTOUT 06paTuTb BHUMaHue
Ha OTNnYMe Mexay BblaensieMon NPoLEeCCOPHON MOLLHOCTBIO 1 konmdecTBoM sigep (VCPU).

[na npumepa npeanonoxmm, 4to ansa vDC BeigeneHo 48GHz npoLeccopHOM MOLLIHOCTW.

Mpwn BkntoyeHnn BM Ha kaxabii VCPU (aapo) Beigensietcs (T.H. Allocation) 1GHz — T.e. MakCcumMym MOXET ObIiTb
BKntoveHo 48 vCPU B gaHHon cutyaumm (Hanpumep: 12 BM no 4 vCPU, unu 2 BM no 12 vCPU 1 6 BM no 4 vCPU).
B MHdpacTpykType ecTb onanyeckme npoLieccopbl ¢ HOMUHanNbHOM Yactoton 2,2GHz n 2,5GHz, Bo3bmém anis
AanbHenwunx pacyéTon 2,5GHz.

Ecnun Bce vCPU 6yayT pabotatb B NOMHY MOLWHOCTL: 48*2,5=120GHz. T.k. 120GHz 6onblue BbiaeneHHbix 48GHz,
TO 06wee notpebneHme vDC GHz Byaet orpaHnymBatbes Ao 48GHz — daktnyecku Bce gapa 6yayt paboTtatb Ha
yactoTe 1GHz. Ho Takasa cuTyaums KpanHe peaka, kak npasuno 6onblimHcTBo VCPU noytn npoctameatoT (T.€.
peanbHO paboTaLlmm gocTaHeTcsa Gonblue, BAOTh 40 BCeX U3NYecknx 2,5) - 310 4aéT LONONTHUTENbHYI TMOKOCTb
B KOHpUrypupoBaHum n padote BM.

Ecnu HyxHO nsbexartb NoTeHUManbHOM CUTyaLumn orpaHUYeHnst YacToThbl SAep, MOXHO nocuntatb Tak: 48GHz /
2.5GHz = 19.2 vCPU - T1.e. HacTpouTb Ha BM 19 sagep n oHx rapaHTUpOBaHHO He ByayT orpaHnM4MBaTbhbCs.

3.10. Omka3soycmoud4uesbiti 0ocmyrn k cemsam MIHmepHem u IPVPN

Bce BHelHVe ceTeBble coeAuHEHWUs 3ape3epBUMpOBaHbl Ha YPOBHAX U3NYECKUX CoeauHeHUr, (U3NYECKOro
obopygoBaHus, cetn MEN, PE-mapLipyTn3aTtopoB U OpraHumsyloTcst Yyepe3 fBa AartaueHtpa. [lpy atom He mmeet
3Ha4YeHWs1, MO KakoMy MapLUpYTy (4epe3 Kakon AataueHTp) MAET B TeKyLMA MOMEHT Tpaduk — ANs BUPTyalbHbIX
MawwwuH B VDC aTo Npo3payHo N He UMEET 3HaYMMBbIX OTIIUYUIA B 3afiepXKKaXx.

Hwxe npuBegeHbl cxeMbl opraHmMsauumn goctyna k cetn MHtepHet, ansa cetn IPVPN oHuM aHanornyHb:
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o CraHpgapTHas cxema ¢ NSX Edge (MoxeT 6biTb B pexxume HA, cM. Hke 3.12)
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e lcnonb3oBaHue 3aka34ymMkoM COBCTBEHHOrO BUPTyanbHOro MapLupyTtusatopa (npumep BO3MOXHOMN
apXUTEKTYpbl)
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3.11. VMware NSX Edge

VMware NSX Edge — aT1o pelueHune, obecneumnBaroLlee Ans BUPTyanbHOro garta-ueHTpa yHKumMm
MapuwpyTtusaumm, Firewall, NAT, DHCP, Site to Site VPN, SSL VPN-Plus, Load Balancing, High Availability, syslog. B
nHdpacTpykType obnaka Orange cyliecTByeT ABa krnacca VMware NSX Edge Gateway:

o «EGW-CE» - BbinonHsAeT dyHKumK knaccuyeckoro CE-mapwpytusatopa. Ansa gocryna B UHTepHeT 1 IPVPN
ncnone3ytoTcs pasHole EGW-CE. HacTpoiika aTux napaMeTpoB HaxoauTbCA B 30HE OTBETCTBEHHOCTHU
Orange;

o «EGW» - nonHocTblo gOCTyneH Ans ynpasnexHus kKveHToM u3 web-nHtepderica vCloud Director.
O6ecneunBaet DHCP, NAT, VPN, mapwwpyTtunsaumto, dpunbTpaumio n 6anaHCcMpoBKy Harpy3ku ansi
BHYTpeHHuX ceTen vDC.
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Internet IPVPN
PE 1 PE2 PE 1 Q PE2

Edge Gateway CE-Internet Edge Gateway CE-IPVPN
(CE-GIN) (CE-IPVPN)

f " [egw-ce-gin-DOMAIN-XX] 7 " [egw-ce-ipvpn-DOMAIN-XX]

\ ) | h

L External netwoﬁ\k Internet (GIN) J L External networH; Internet (IPVPN) J
[extnet-gin-DOMAIN-XX] [extnet-ipvpn-DOMAIN-XX]
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Edge Gateway
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«cepaa» CeTb

Routed VDC network

Ons cetn UHTepHeT «Edge Gateway CE-Internet (CE-GIN) [egw-ce-gin-DOMAIN-XX]» - NOfHOCTbIO ynpaenseTcs
Orange, BbinonHsieT Tonbko yHKkumMn CE 1 npegoctaenseT B ceTb «External network Internet (GIN)
[extnet-gin-DOMAIN-X]» BblgeneHHbIN NpedmKe.

Onsa cetn IPVPN «Edge Gateway CE-IPVPN (CE-IPVPN) [egw-ce-ipvpn-DOMAIN-XX]» - NOMHOCTbIO ynpaBnseTcs
Orange, BbINOMHAET TonbKo yHKUMKn CE n o6ecneymnBaeT cBA3HOCTb ¢ EGW yepe3 OSPF. B cnydae HeobxogumocTy,
EGW CE-IPVPN moxeT 6biTb 3ameHEH Ha Cisco CSR1000v (cm. 3.17).

Edge Gateway [egw-DOMAIN-XX]» NONHOCTLIO AOCTYNEH AN yNpaBneHus KnmeHToM 3 vCD.

3.12. NSX Edge High Availability

Mpu 3akase gaHHOM onuum co3paroTcs active-passive knactepbl M3 AByx NSX Edge, aBTomatuyecku pasmeLLaroLmnxcs
Ha pasHbIX XocTax, a B cnyyae DA B pasHbix AL

e [Insa BeibpaHHoro EGW ynpaBnsemoro KiMeHToM;
e [Ina EGW-CE-GIN (B cny4ae Hannuns goctyna B IHTepHeT);
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o [Ina EGW-CE-IPVPN (B criyqyae Hanuuusa goctyna B ceTb IPVPN).
OTO0 No3BONSET MUHUMU3NPOBAaTb BPEMS MPOCTOS CETEBOrO AOCTYMa B Criydae Bbixoga U3 CTpos hmnsnyeckoro xocTa,
Ha koTopom paboTtaeT NSX Edge, nnm npobnem c BM NSX Edge.

OpHEHTMPOBOYHbIE BpEMEHHbIE NapaMeTphbl (4aHHblE OCHOBaHbI Ha JTOrMKe paboTbl TEXHOMOIMMIA, X HAaCTPONKax u
npoeeféHHbIX Orange TecTax):

CueHapmit MepepbiB Bpewms,
Aoctyna CeKyHA

ABapuiiHoe nepeknyeHme ¢ OCHOBHOro kaHana NHTepHet unu IPVPN Ha pe3epBHbIn Oa 15+
LLitaTHOe nepekntoveHne (obcnyxmnBaHue) ¢ ocHoBHoro kaHana NHtepHet unu IPVPN Ha Oa 15+
pe3epBHbIf
Bosspat Ha ocHoBHoM kaHan VHTepHeT unu IPVPN Het -
Mepesarpy3ka NSX Edge, nocne aBapum Ha xocTte Ja 45
MepekntoyeHve Ha pesepsHbIn NSX Edge npw Hanu4um onummn High Availability Oa 15 **

* Mo cneumanbHOMY 3anpocy MOXeT BbITb YMEHbLLEHO A0 3 cek.
** Mo cnewumanbHOMY 3anpocy MOXeT ObiTb YMEHbLLIEHO 10 6 cek.

3.13. 3awuma om DDoS-amak

Onsa nopta MHTepHeT, nogkniovaemoro B VDC, MoxeT BbITb 3akasaHa ycnyra 3awutbl o DDoS-atak «Internet
Umbrella» nmetowas B cBoen ocHoBe Kommnnekc obopyaoBaHmsa Arbor n nHterpauuio ¢ ceteto Orange.

«Internet Umbrella» — coBokynHocTb Aencteuin Orange, HanpaBrneHHbIX Ha NpoTUBog4enCcTBue atakam Tuna DDoS,
HaLerneHHbIX Ha nepenorHeHne napasnTHbIM TpadrKom npegocTasneHHbiX Orange KaHanoB JOCTyna K cetu
WHTepHerT.

Orange Internet
PeanbHble Umbrella

nonb3osarenv COG,QMHGHMFI TONbKO

C peanbHbIMU
nonb3oBaTeNs M

3NOYMBILLNEHHWK,
yrnpasnsoLmn
arakomn

CepBep KnueHTa

* JlaBuHa 3anpocos
OT aTaKu

3apaxeHHble ..
- o
KOMMbIOTEPbI <2

3.14. ApeHOa nuyeH3sut Ha 10

B pamkax ycnyrm FCA Orange MoXeT NpefoCTaBnsaTh KINMEHTY NyLEH3umn no mogenu Software as a Service.
CraHOapTHO NPegoCTaBnATCA B apeHay NULEH3nm:

e Microsoft Windows Server standard*;

e Microsoft Windows SQL Server standard*;
* K apeHge gocTynHbl aktyansHble Bepcun 10, npu 3ToM, Kak NpaBuIio, No3BOnsoLLME UCnonb3oBaTth 6onee crapble
BEPCUN.

Mo 3anpocy AOCTyNeH LWNPOKNIA CnekTp nmueHsmn Ha MO Microsoft.

3.15. Akmusauus O Microsoft mo npoepamme SPLA uepe3 KMS

Ona aktmeaumm INO Microsoft ucnoneadyerca KMS-cepsep Orange, AOCTYMNHbIN Yepes ceTb VIHTEPHET C aapecos,
Bblgensembix knuneHtam. Ecnu BM He umeeT goctyna B IHTepHeT, Heobxoaumo obpatuTtbes B Orange Ans akTuBaumum
MAK-kritouom.

Mpouenypa akTnBauum:
e [lpoBepuTb, 4To HA EGW oTkpbIT nopT TCP1688 B VIHTEpHET
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e [lpoBeputb, 4To Ha BM ycTaHOBRNEHO KOppekTHO Bpems!
e YcraHoBuTb IP KMS
simgr -skms 194.84.17.201:1688
e AktuBupoBaTb online
slmgr.vbs /ato
o [IpoBepsiem akTnBaumio
slmgr /div

* Ecnn KMS-cepBep HegocTyneH, Heobxoammo obpaTtutbes B Orange.

3.16. Kak noOkno4yume riokasnbHyt cems K obnaky Orange?

CyLIJ,eCTByeT OBa OCHOBHbIX MeToAda NOoAKMIoYeHNA:

1. C ucnonb3osaHue IPVPN ceTtn Orange.

"
3F--‘- Customer
Customer Il " HQ
branch s
Customer Customer
CE1 / CE2

Customer VRF

IPVPN-PEOL | & IPVPN-PEO2

BGP_2|
| Orange - ,l

Moscow MEN |

|
N1 I
witch fabric
S t
e J
e’

Edge GW CE[EGW-CE]
. :> OSPF

Edge GW[EGW]
v
L

I

Routed VDC network IPVPN |
[ ¢ VApp
N Ecw

l

Mntocamm Takoro metToga ABMATCA:
e KayecTtBeHHble napameTpbl kaHana (RTD, jitter, PLR) ny4ywe, 4yem B ceTn VIHTepHeT
e  OTkasoycTonuymBoe coeanHeHne obnako-cetb IPVPN
¢ B03MOXHOCTb peanusaummn 0TKa3oyCTONYMBOro NOAKIMOYEHNS CO CTOPOHbI CeTU KIneHTa

@
@
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e OnuuoHanbHbIn SLA

e PaboTtocnocobHocTb kaHana — 30 Orange

e  Onuua nogknoyeHust yaanéHHelx canTtoB k ceTu IPVPN uepes ycnyry «Internet VPN»(IPSEC go
IPVPN-y3noB 4yepe3 NHTEPHET)

2. Yepes IPSEC-TyHHenb NSX Edge

Customer

Customer HQ

branch

Customer é
-

CE1

IPSEC /IPSEC

Customer
CE2

_—
—

\ Internet )

\ L
\ /
Edge GW[EGW] E
I

Routed VDC network IPVPN
[vdcnet-ipvpn-DOMAIN-XX]

g ;t‘;c;

& |

¥

[Mntocsbl:
e CrtoummocTtb
e CKOpOCTb NOOKITHOYEHUST HOBbIX yAANEHHbIX CanToB

* Npyrne tunbl nogkrtoveHun yepe3 NSX Edge onncaHbl B pasgene 11.7 « VPN».

3.17. BupmyarnbHbit mapupymuszamop Cisco CSR1000v

B kayecTBe BMpTyanbHoro MapLupytuaatopa B vVDC MoxeT ObiTb ucnonb3osaH Cisco CSR1000v, cOBMECTHO v
3ameHss Edge n Edge-CE. [JaHHasa kOHpurypauusi aBnseTca HecTaHgapTHOM u npopabaTtbiBaeTCcsi COBMECTHO C
Orange. Cisco CSR1000v MOXeT ynpaBnsiTbCs KNMEHTOM CamMoCTosiTeNbHO unu cunamm Orange (ycnyra «Managed
Router»). Orange MoxeT NpeaocTaBnTb NULEH3UN Ha CSR HY>XHOIO YPOBHA (OYHKLMOHANBHOCTU U
NpON3BOANTENBHOCTN.

Bonee nogpobHas nigopmaumsa o CSR goctynHa cavite Cisco.

3.18. lNoodknoyeHue sHewHux USB ycmpoticme (USB-to-IP)

[nsa obecneyenns npobpoca BHewHUX USB ycTponcTB (kak npaBuno annapaTtHeix USB kntoyen 3awmtel [10),
ucnone3yetcsa obopygosaHue Digi:

e Digi AW08-G300, 8 USB noptos, multihost

o Digi AW24-G300, 24 USB nopTtos, multihost

Kaxgbii n3 USB-nopTtoB npuesabiBaeTcst K BM (k ogHort BM MoxeT GbIT NpMBA3aHO HECKOMBKO MOPTOB).

Onsa kaxgoro 3akasdvka ycTaHaBNMBaeTcsl OTaensHoe ycTporncTtseo Digi.

CnefnyeT OTMETUTb, YTO HA TEKYLLUA MOMEHT MPODBPOC KIHOYEN B BUPTYyaribHbIe MallWHbI BO3MOXEH TOSNbKO Anst
rocteBbix OC cemenctea MS Windows. Takoe orpaHudeHne CyLeCcTBYET B CBA3M C OTCYTCTBMEM APanBepoB A1
Linux OC y npounssoautens yctporicts USB-to-IP.

Takke He peKOMeHOYETCA NCMOMNb30BaTh AaHHbIE YCTPOWCTBA 419 MOOKIIOYEHMS BbICOKOCKOPOCTHbIX USB yCcTponcTB,
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Takux kak BHelHWe HDD, dneLu-HakonuTenu u 1.n.

3.19. lNoOkmnoyeHuUe sHeWHUX cemesbix ycmpoulcme/cepeepos pacrofioXeHHbIX 8 1X

CyLiecTByeT BO3MOXHOCTb 00beaHEHNS (DU3NHECKON CeTU 1 BUpTyarnbHou ceT VDC Ha ypoBHe L2. OTo MOXeT ObiTb
vDC ceTb B KOTOPOW HENOCPEACTBEHHO HAXOAATCA BUPTYyanbHble MalUVHbl, U OTAENbHbIA CETMEHT U30NTMPOBaHHbIN
Edge.

OT10 MOXeT ObITb HEOOX0AMMO B cryyae pasmelleHns obopyagoBaHus knueHTa B [L iXcellerate (ycnyra «Nethosting»).
Tarke faHHasa onumsa MOXeT ObiTb UCMONb30BaHa Ans noaknoyYeHus vDC K CTOPOHHEMY onepaTopy CBS3U, HaNpsiMyHo
UnNun Yyepes HU3NHECKUn MapLIpyTU3aTop YCTaHOBIEHHDIN B iX.

B 3aBucumocTn ot TpebyeMon CKOPOCTH, 3TO MOXET ObITb:
e OpuvH unn gea nopta(MC-LAG) 1000BASE-T Ha ogHO yCTpPOWCTBO, opraHM3yeTcs MeaHbln kabcoeq Ao
060pya0OBaHNSA KMUEHTA;
e  OpawvH vnu gea nopta(MC-LAG) 10GBASE-SR Ha ogHO YCTPOWCTBO, OpraHnsyeTcst ontuieckun kabcoeg MM
LC duplex no obopynoBaHus knueHTa. He sensemcs cmaHOapmHbiM 8apuaHmom, mpebyemcs npopabomka.

4. OcHoeHbIe annemeHmMbI VVMware vCloud Director

BupTyanbHas opraHusaums (organization, vOrg) — CaMmblil BEPXHUA 3NEMEHT B Mepapxum obbekToB abcTpakumm
vCloud Director. CoaepxuTt B cebe MHpopmauuio 0 Norb30BaTENbCKUX akkayHTax Ballen opraHusaumm n obuime
napameTpbl.

BupTtyanbHas opraHmsauus (vOrg) — KOpHEBOW NOTMYECKUA anNemMeHT, cogepawuin B cebe Bce Bawm vDC, y4éTHble
3anncyn agMMHUCTPATOPOB, NapamMeTpbl ayTeHTUdMKaums, yBegoMAeHUn 1 T.0.

BupTtyanbHbin gataueHTp (virtual datacenter, vDC) — 3TO COBOKYMHOCTb BalLMX 06rnayHbIX peCypCcoB (BUPTyarnbHble
npoLeccopbl, NamATb, MECTO Ha ANCKE, CETU U T.4.). ATO cpeaa, B KOTOPOW CO3Aal0TCA BUPTyarnbHble MallvHbI,
KOHTelrHepbl VAPP, ceTu 1 np. Bbl MoXeTe yBennumnsaTth ero pasmepbl N0 Mepe HeobXxoauMOoCTH, AOKyNas Hy>XHble
pecypchl (MpoLeccopbl, NamMATb UK UCKU) NyTeM NOANMCAHUSA COOTBETCTBYOLWero bnaHka 3akasa.

B Bawwen opraHmsaumm vOrg moryT 6biTb aBa (unu 6onee) vDC B criyvae, ecnu, Hanpumep, 04HOBPEMEHHO 3aKka3aHbl
06bI4HbIM VDC 1 ¢ onuuen Disaster Avoidance.

VApPpP — 3TO KOHTENHEpP, B KOTOPOM pa3MeLLalnTCcst BUPTYyarbHble MallWHbI. Ero MoxHO co3aaTh NycTbiM Unu cpasy ¢
BMPTYyanbHbIMWM MallnHamu. bnarogaps KOHTenHepam rpynmnomn BUPTYyarbHbIX MallMH MOXHO YNpaBnaTb Kak OaHOW
eguHuuen. 9t1o ocobeHHo yaobHo, ecnu Bbl yripaBnsaeTe GonbLLIOW BUPTYanbHOM MHpacTpykTypon. Ha ocHoBe VAP
MOXXHO co3faBaTb WabnoHbl. Ecnn y Bac ecTb HE06X0QMMOCTb NEPUMOANYECKN CO3aaBaTb OOHOTUMHbBIE TPYNMbI
BMPTYarbHbIX MaLUWH, TO 3TO CBOMCTBO VAPP NO3BONNT BamM CakoHOMUTL BpeMms. vCloud Director Takke
npeaocTaBnseT BO3MOXHOCTb Cco3aaBaTb OTAENbHY CETb HA ypoBHE VAPP, N03BOMss obecnevmBaTb
OOMNONHUTENbHYH N30MSALMI0 Mexay AByMS VAPP. VAPP MOXHO MCNOSb30BaTh AN rPYNNUPOBKM BUPTYarbHbIX MaLLWH,
OTHOCSLLMXCSA K OQHOMY BU3HEC-NpUNoxeHuto. Takke Ha OCHOBE VAPP MOXHO pasrpaHnyvMBaTh 4OCTYN MeXay
agMUHUCTpaTopaMu Ballen opraHu3auum.

BupTyanbHble mawuHbl (VM, BM) moxHo cosgasath 13 wabnoHos B kaTanore (cpa3y ¢ OC) unu «c Hynsay»,
ycTaHaBnmeas HyxHyto OC n3 3arpyxeHHoro wabnoHa unu obpasa.

Katanoru (Catalogs) — 310 nanku, B KOTOPbIX MOXHO XpaHWUTb WAaBMoHbl VAPP, BUPTYarbHbIX MaLUvH U
meguna-cannos (ISO-obpasbl).

CeTb ypoBHs opraHu3sauum (Org VDC Network) — 310 ceTb, JOCTynHas no ymonyaHuto ansi Bcex VApp. CeTb ypoBHS
opraHm3aumm MoxeT BbITb M30NMPOBAHHOW OT BHELWHMX ceTen (isolated), maplipyTusmnpyemon vyepes Edge Gateway
(routed) nnn HaNpAMYIO COEANHEHHON C BHELUHMMMK ceTamu Ha L2 (direct).

[MoMMMO CeTU yPOBHS OpraHm3aumm, KoTopas JOCTyMNHa Ansi BCeX VAPP U MOXET ObITb «pacTsaHyTa» MeXay pasHbIMu
vDC ogHom opraHnsauum Bbl MOXeTe co3aaTtb CeTb ypoBHsI VApPP. o aTon ceTn OyayT B3aMMoaencTBoBaThb
BMpTyanbHble MaLUUHbI TOMBLKO JAHHOro VAPP: ANst BUPTyanbHbIX MaLlLWH U3 pyrux VApp oHa He ByadeT AoCcTynHa.
CeTb ypoBHSl VAPP MOXHO NOACOEANHUTB K CETU YPOBHSA OpraHv3aunm, TeM cambiM MO3BONMB AaHHOMY VAPP
B3auUMOENCTBOBATb C ApYruMu VAPpP OpraHvM3auuny unu 3a ee npegenamu, npy aToM Mexay cetbio VAPpP u cetbto vOrg
OyaeT HaxoauTCs cneumnanva3npoBaHHbIv, «ManeHekniny, Edge Gateway npegocTaBnsitoLLEN OFPaHUYEHHbIN
dyHKumoHan (toneko FW,NAT 1 DHCP).

B obnake Orange NPUHATbLI CTaHAAPTHbIe cornalleHunsa 006 MMEeHOBaHNN OGBLEKTOB:

O6beKT LLa6noH umeHum Npumep pna "startrek.com"

Organization vorg-DOMAIN vorg-startrek.com
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vdc-DOMAIN-XX

vdc-startrek.com-01

Edge Gateway CE-Internet (CE-GIN)

egw-ce-gin-DOMAIN-XX

egw-ce-gin-startrek.com-01

Edge Gateway Internet (GIN)

egw-gin-DOMAIN-XX

egw-gin-startrek.com-01

Edge Gateway CE-IPVPN

egw-ce-ipvpn-DOMAIN-XX

egw-ipvpn-startrek.com-01

Edge Gateway (managed by customer)

egw-DOMAIN-XX

egw-startrek.com-01

Routed VDC network Internet (GIN)

vdcnet-gin-DOMAIN-XX

vdcnet-gin-startrek.com-01

Routed VDC network IPVPN

vdcnet-ipvpn-DOMAIN-XX

vdcnet-ipvpn-startrek.com-01

Internal VDC network

vdcnet-DOMAIN-XX

vdcnet-startrek.com-01

Direct connected VDC network L2VPN

vdcnet-12vpn-DOMAIN-XX

vdcnet-12vpn-startrek.com-01

Distributed Port Group CE-Internet (CE-GIN)

dpg-ce-gin-DOMAIN

dpg-ce-gin-startrek.com

Distributed Port Group CE-IPVPN (CE-IPVPN)

dpg-ce-ipvpn-DOMAIN

dpg-ce-ipvpn-startrek.com

Distributed Port Group Internet (GIN)

dpg-gin-DOMAIN-VID

dpg-gin-startrek.com-2925

Distributed Port Group Internet (IPVPN)

dpg-ipvpn-DOMAIN-VID

dpg-ipvpn-startrek.com-2924

Distributed Port Group Internet (L2VPN)

dpg-12vpn-DOMAIN-VID

dpg-12vpn-startrek.com-2999

External network Internet (GIN)

extnet-gin-DOMAIN-XX

extnet-gin-startrek.com-01

External network IPVPN

extnet-ipvpn-DOMAIN-VID

extnet-ipvpn-startrek.com-2924

External network L2VPN

extnet-12vpn-DOMAIN-VID

extnet-12vpn-startrek.com-2999

OCHOBHOW aiMUHUCTPATOP OPraHN3aLMM

adm_DOMAIN

adm_startrek.com

5. Bxo0 e supmyasibHbIlU Oama-ueHmp

Mocne okoHYaHWs co3aaHnst U HAaCTPOMKM BaLLIEro BUpTyanbHOro gata-ueHtpa (ganee vDC — Virtual DataCenter) Bbl
nonyuute ot Orange URL 1 agMMHUCTpPATUBHbIN akkayHT Ans gocTtyna k vDC.

Ha Tekywmn momeHT goctyneH Toneko HTMLS  WEB-nHTepdbenc (ctapbii MHTepdenc Ha 6ase FLASH Gonee

HegocTyneH!):

e «Tenant portal»: nonHodYyHKLMOHaNbHbLIN MHTepdelc Ha 6asze HTMLS5.
[ocTyneH no agpecy Buga (B KOHLE HEOOXOAMMO yKa3blBaTb UMSI CBOErO VOrg):
https://flexible-computing-advanced.orange-business.ru/tenant/vorg-startrek.com/

OTkpbiBaem B 6pay3epe URL, BBOAMM B COOTBETCTBYIOLLME MOMS UMS NMOMb30BaTENs U Naposib, BXOAMM B OCHOBHOE

OKHO ynpaBrneHusi obrakom:
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vmw VMware Cloud Director Data Centers  Applications Networking Libraries Administration Monitor More v

Virtual Data Center

Environment Running Applications Used Resources

@ sites: 1 &, Organizations: 1 ¢ Virtual Data Centers: 3 @ VMs: 1 & vApps: 2 {J} CPU: 4 GHz @ Memory: 512 MB B storage: 2 TB

Find by Name

& vde-startrek.com-ha-01
@ vorg-startrek.com, @ flexible-computing-advanced.orange-business.ru

Applications CPU Memory Storage
1
e 4 GHz 512 MB 5GB
1of1 \
Running WMs
50 GHz allocated 64 GB allocated 700 GB allocated

& vde-startrek.com-da-02
@ vorg-startrek.com, @ flexible-computing-advanced.orange-business.ru

Applications CPU Memory Storage
2
e 0 MHz 0 MB 9 GB
Oof2
Running VMs
8 GHz allocated 10 GB allocated 30 GB allocated

6. Tunu4Hble npobsieMbl Npu NOOGKIYeHUU u pabome ¢ WEB-unmepdgbelicom

e B cnyyae ucnonb3oBaHus SSL-MHcnekuun npu Beixoae B MHTepHeT, NMbo npu nepesanncu KOpHEBbIX
cepTudukatoB (Hanpumep, Yepes nonutukm AD), MoxeT He paboTaTb yaanéHHas koHconb BM u 3arpyska
obpasos/VApPP.

[nsa pewenunsa npobnembl HEOGX0ANMO Yepes TOT-xe Opay3ep 3anTh No agpecy
https://proxy.orange-business.ru/ n Bpy4Hy NOATBEPAUTL AoBepue ceptudmkary.

7. lpoeepka docmynHocmu pecypcoe VDC u cemeeoli cesizHocmu

3aBepLualoLLMM LWarom HacTpoliku Baluero vDC co cTopoHbl Orange aenseTcs akTuyeckas npoBepka 4OCTYNHOCTM
PECYPCOB M HaNMM4YnA CEeTEBOMN CBA3HOCTY.

[lns aToro ncnonbayeTtcs NpeaHacTpoeHHbIN WabnoH VApp «Orange-ATP». Mbl pekomMeHayeM BaMm NoBTOPUTb
MPOBEPKY.
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7.1.lposepka docmyrnHocmu pecypcos

Haxopsick B ocHoBHOM pasgene «Data Centersy Bbibepute uHTepecytoLmii vDC:

vimw VMware Cloud Director Data Centers A s N king Libraries Administration

Virtual Data Center

Environment Running Applications Used R

® sites: 1 & QOrganizations: 1 ¢y Virtual Data Centers: 3 M VMs: 1 b8 wApps: 2 & CcP

N

Oy wde-startrek.com-ha-01

& vorg-startrek.com, @ flexible-computing-advanced.orange-business.ru

Applications CPU Memory Storage

1

e 4 GHz 512 MB 5 GB

10f 1 \

Running VMs

50 GHz allocated 64 GB allocated J00 GB allocated
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CneBa B MeHio «General»:

vimw ‘VMware Cloud Director Data Centers Applications Networking Libraries Administration Monitor
&
General
i1 Compute v
~ Info
vApPPS
Virtual Machi Name vdc-startrek.com-da-02
irtual Machines
. Description -
Affinity Rules P
& Networking v Status ) Enabled
Networks ol
Edges Allocation Model Allocation pool
Security vePUy 1GHz
= Storage " CPU (Allocation Used/Quota) 0 MHz / 8 GHz (0%)
Named Disks Memory (Allocation Used/Quota) 0 MB /10 GB (0%)
Storage Policies
i Settings v
General
Metadata
Sharing
Kubernetes Policies
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JocTynHble AUCKOBbIE PECYPChI AOCTYMHBI B MeHI0 «Storage Policiesy:

vmw VMware Cloud Director Data Centers App

&
Storage Policies

i1 Compute v

vADPpS

. Name T Status Default Used Limit Capabilities
Virtual Machines

- > vmstore-cloud-gold - 4GB 10 GB 1
Affinity Rules

@ Networking . > vmstore-cloud-platinum-da s s 5GB 10 GB 4

Networks > vmstore-cloud-silver -~ O MB 10 GB 1

Edges

Security

]

Storage v

Named Disks

Storage Policies

i Settings v
General
Metadata
Sharing

Kubernetes Policies

7.2.[lposepka cemesabix pecypcos

B pasgene «Data Centersy» BbibpaTtb VDC, BbIbpaTb B MEHIO crieBa «VAPPS», 3aWTU B TECTOBLIN VAPP:

vmw VMware Cloud Director Data Centers

&
vApps
- Compute/ e Find by: Name
vApps
1Virtual Applications | Expired: No % Clear all
Virtual Machines
Affinity Rules NEW ™
@ Networkin v
- 9 ATP-1.0
Networks Powered off
Never Suspends Q)
Edges 05/16/2018, 5:56:30 PM
B adm_startrek com
Security
VMs Manage
= storage ~ 1 VM Cansoies
Named Disks @ &5
CPUs Storage Memary
Storage Policies 2 206 TBgE 512MB
{5 Settings v BADGES
General ACTIONS v DETAILS
Metadata
Sharing
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BupTyanbHas MawwmHa "orange-atp" yxe [ormkHa OblTb BKITHOYEHA, ECIN 3TO He Tak - 3anycTuTe VAPP LIENMKOM,
nepengute B BM:
All vApps » ATP-1.0

E] ATP-1.0 rower oFF STOP RENEW LEASE CHANGE OWNER ALL ACTIONS v

Powered on
General / Find by: Name ADVANCED FILTERING Sort by: Name I
Virtual Machines 1 Virtual Machines
Start and Stop Order (P Multiselect
Network Diagram Name Console Status Lease Created On os

Networks
: =] VM Console Never Suspen.. ®  05/16/2018, 5:56:33 PM  Ubi

Guest Properties

Sharing

[lna noctyna B KOHCOMb BUPTYanbHOM MaLUMHbI MOXHO ncnonb3oBate WEB-koHconb unu VMRC (pekomeHayeTcsl, HO
TpebyeT ycTaHoBKK knneHTa Ha [K):

AllvAapps > vapp-ebfl8528-ece7-4d7e-83e9-b3e65cf8346a » vm-82834197-c87f-4a3¢-8089-ba3adb3579f0

@ orange-atp POWER OFF | LAUNCH WEB CONSOLEI |LAUNCH REMOTE CONSOLE | ALL ACTIONS ~
Powered on \ /
General
EDIT
Hardware
) Name orange-atp
Removable Media
Hard Disks Status Powered on
Compute
Computer Name orange-atp-0
Advanced
NICs Description
Bepcus 3.0.4 © Orange Business Services, 2021 23
Business

il Services



Flexible Computing Advanced PykoBoacTBo nonb3osaTtensi

YcraHoBka VMRC (TpebyeTca akkayHT VMware, unm Bbl MoxeTe cBsidaTbcsi ¢ Orange, YToObl NONy4nTb €ro):
[ I— |

All vApps > vapp-ebfl8528-ece7-4d7e-83e8-b3e65cf8346a

—
m orange-atp POWER OFF  LAUNCH WEB CONSOLE  LAUNCH REMOTE CONSOLE  ALL ACTIONS v
Powered on
Power
General con Snapshot /
Hardware
Name I VM Console
Removable Media Launch Web Console
Statu ~ i edia
ratus Launch Remote Console
EEIE I Download WM Remo tall vV
Description

Guest OS5
Customization

Operating System

Boot Delay o]

Guest Properties -
Storage Policy

Metadata

Virtual Data Center Edit Badges
Monitor owner aq
Tasks
Events VMware Tools 2l rauouss
Virtual Hardware Version Hardware Version 10
vAnD ATP-10

BM u3 ganHoro vVApp aBsTomaTtuydeckn Bxogat B OC n nonyyatoT ceTeBble HAacTpoku Yepe3 VMware Tools. Octaétcs
NpoBepuTb AOCTYNHOCTb ceTen, Ansa VHTepHeT 310 ByaeT, HanpuMmep, koMaHaa «ping yandex.ru» B pesynbTaTe
BbINOJSTHEHUSA KOTOPbIV AOMKHbI ObITb NonyyeHbl ICMP oTBETbI:

© & nhttpsy//flexible-cco

mputing-advanced.orange-business.ru/tenant/vorg-startrek.com /wmks-console/index.html T *** kg

Orange-ATP - orange-atp

FULL SCREEM

| CTRL+ALT+DEL | | OPTIONS |

Last login: Wed Dec 9 15:08:33 MSK 2020 on ttyl
elcome to Ubuntu 14.04.3 LTS (GNU-Linux 3.19.0-Z25-generic x86_64)

#* Documentation: https:- shelp.ubuntu.coms
System information as of Wed Dec 9 15:08:51 MSK 2020

System load: 0.0
Usage of ~: 36.7% of 3.11GB

Processes: 90
Users logged in: O

Memory usage: 13
Suap usage: 0

Graph this data and manage this system at:
https: slandscape.canonical .com/

tpRorange-atp:~5 ping yandex.ru
PING yandex.ru (5.255.255.77) 56(84) bytes of data.

C

rtt min‘avgsmax-ndev
tp@orange-atp:™5 _

Ons cetn IPVPN (BM atp-ipvpn) npoueaypa aHanornyHa, Ho NpoBeEpsiTb CeayeT AOCTYNHOCTb YAANEHHOIO XocTa B

64 bytes from yandex.
64 bytes from yandex.
64 bytes from yandex.
64 bytes from yandex.

™
ru
™
ru

(5.255.255.77):
(5.255.255.77):
(5.255.255.77):
(5.255.255.77):

—— yandex.ru ping statistics ——
1 packets transmitted, 4 received, 07 packet loss, time 3003ms
4.957,5.089-5.164/0.079 ms

icnp_seq=1 tt1=249 time=4.95
icmp_seq=2 tt1=249 time=5.13
icmp_seq=3 tt1=249 time=5.16
icmp_seq=4 tt1=249 time=5.10
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Bawen IPVPN ceTtu.

PyKOBO,D,CTBO nonb3oBartensa

8. YnpaeneHue y4émHbIMu 3anucsiMmu nosib3oeamerneu

vCloud Director no3sonsieT ynpaensaTb npaBamu JOCTyNa nonb3oBaTesiein k obrnadyHbIM pecypcam. BeibpaTth HyXKHYH
pOJib MOXHO MNPV CO34,aHUM HOBOTO MOJIb30BaTENS.
Mpw nepBoHavanbHoO HacTpOKe Ballero obaka co3faéTcs oavH Nnonb3oBaTenb ¢ NonHbIMK NpaBamu Organization
Administrator, B cny4ae Heo6XoAMMOCTMN Bbl MOXETE co3aTh NMo6oe KONMMYECTBO Nosib3oBaTenel ¢ pasHbiMu

npaBamu.

vmw VMware Cloud Director

Data Centers

Applications

Networking

Libraries

Administration  Monito

«

Users
% Access Control v
Users NEW EXPORT USERS
Groups Name Full Name State Locked Role Type
Roles adm_startrek.com Enabled o [Ed Crganization Administrator Local
Tokens csr Enabled ' [Eq vApp User Local
ce Identity Providers ~ veeamtest Enabled & ER Organization Administrator Local
ML

3anonHute napameTpbl

HOBOrO nosib3oBaTtena n yCtaHoBUTE pPOJib:

Create User

Credentials

User name *

X

Password *
Confirm password *

Enable

Configure user's guota

Role
Available roles *
Contact Info

Full name
Email address

Phone number

Input is required

Select a role

Name

Organization Administrat..

vApp Author
Console Access Only
vApp User

Defer to Identity Provider

v

Description

Built-in rights for administering an organization

Rights given to a user
Rights given to a user
Rights given to a user

Rights will be determir

M 1- 5 of 6 role(s)
Quotas
All VMs quota Uniimited @
v
DISCARD
Tunbl ponen:

who uses catalogs and cre:
whao can only view virtual m

who uses vApps created by

ned based on information re

e  ApgmuHucTpatop opraHm3aumm (Organization administrator) — nonHele npaBa [OCTyNa KO BCEW OpraHn3auum u

€€ nepapxumn.

Cospgatenb katanora (Catalog Author) moxeT co3gaBaTb 1 NybnukoBaTb KaTanoru.
Cospgatenb VApp (VApp Author) MoxeT ncnonb3oBaTb katanory 1 co3gasatb VAPP.
Monb3oBaTtenb VApp (VApp User) MoXeT ncnonb3oBaTh CyLlecTBytoLme VApP.
KoHconbHbI goctyn (Console Access Only) No3BONMT NONb30BATENIO C TAKOW POJIbIO TONBKO MpOCMaTpMBaTh

cBOMCTBaA BUPTYyalribHbIX MallH N NOJ1b30BaTbCA KOHCOJ1bHO rocteson OC (663 BO3MOXHOCTHU ynpaBJieHUA eé

«MUTaHVEeM»).
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MpaBa gocTyna k onpegenéHHbIM VAPP AN nonb3oBaTtenen ¢ ponsto VApp User 3agatoTcst B HACTPONKAX KOHKPETHOMO
VApp:

vmw VMware Cloud Director Data Centers Applications Networking Libraries Administration Monitor
«
vApps
2 c::mpute/ h Find by: Name ADVANCED FILTERING
vAppS
. i 1 Virtual Applications Expired: No x Clear all filters
Virtual Machines
Affinity Rules NEW
@ Networkin w
- < Orange-ATP
Networks Powered on
Lease 52 minutes {Suspends) @
Edges Created On 12/09/2020, 3:07:37 PM
. Orerner system
Security
VMs Manage
&= storage v 1
Power >
Named Disks
cl Renew Lease
- 2
Storage Policies Snapshot 5
&) Settings v
General ACTIONS ~
Metadata Copy
Sharing \ Change Cwner
Kubernetes Policies Share
Add >
Share X
Share with All Users and Groups
° Specific Users and Groups
Users @ Groups @
(I show selected
Name Access Level
adm_startrek com
Read Only
Ccsr
Read Only
weeamtest ReadMWrite
Full Control
Users
DISCARD m
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9. 3aepyska obpa3soe (1ISO) u wabsoHoe BM
9.1. Co30aHue Kamarozaa

Ons nony4yeHmnAa BO3MOXHOCTU 3arpy3ku noboro TMna gaHHbIX, B nepByko o4vepenb HeoOxoaMMo co3paTth KaTtanor ansi
MX XpaHeHu4d:

vmw VMware Cloud Director BEE ers  Applications etworking | Libraries Administration Monitor Morev

Catalogs
[ Content Libraries v
NEW
vApp Templates
. Name 1 Version Status Shared External Owner Created On vApp
Organization VDC Templ... Templates
Media & Other t | cisco 23 Ready ) - system 2/16/2017, 3:3245PM 1
Catalogs Ciseo BT & Ready E . system 3/30/2016, 85353PM 0
[ Services e Linux Shared 25 Ready & - system 12/17/2015,12:36:55 P 0
Service Library
Microsoft Shar. 26 Ready & - system 12/16/2015, 8:58:51 PM s}
Custom Entity Definitions
Shared catalog 44 Ready & - system 9/24/2015, 4:28:51 PM 2
Bbibepute MecTo XxpaHeHUs KaTanoros:
Create Catalog X

Name this Catalog

You can use a catalog for sharing vApp templates and media with other users in your organization. You can also have a private catalog for vApp templates and
media that you frequently use.

Name * test-catalog

Description

Pre-provision on specific (:) /

storage policy

Storage Policy Select a storage policy
Storage Policy Organization VDC
vmstore-cloud-gold vdc-startrek com-01
vmstore-cloud-gold vdc-startrek.com-da-02
vmstore-cloud-silver vdc-startrek.com-ha-01
vmstore-cloud-platinum-ha vdc-startrek com-ha-01
vmstore-cloud-platinum-da vdc-startrek.com-da-02

1- 5 of 9 storage policies 172 » 2

Mo YMOJI4aHuIo KaTtanor 6yp,eT [OOCTyneH BCeM nonb3oBaTtenam BaLLEn opraHM3aunm B pexXnme TONbKO AS1s YTEHUS, B
cny4yae Heob6XoaUMOCTM 3TO MOXXHO U3MEHUTD:
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Catalogs
NEW
Name T Version Status Shared External Owner Created On vApp Medi
Templates Othe
Cisco 23 Ready o - system 2/16/2017, 3:32:45 PM 1 4
Cisco IPT 6 Ready o - system 3/30/2016, 8:53:53 PM 0 2
Linux Shared 25 Ready o] - system 12/17/2015,12:36:55 P... 0] 13
Microsoft Shar... 26 Ready o] - system 12/16/2015, 8:58:51 PM o] 10
Shared catalog 44 Ready o] - system 9/24/2015, 4:28:51 PM 2 2
E test 10 Ready o] - adm_startrek.co... 6/16/2020, 1:58:14 PM 1 0]
< >
1- 6 of 6 items
Linux Shared 25
Edit
Delete
Publish settings
Share
< Metadata
Storage Policies
Change owner
1 1
Share Catalog 'test X
Users and Groups Qrganizations
Share with © 21 Users and Groups
Specific Users and Groups
Access Level Full Control

9.2. 3aepyska yepes vCloud Director

lMocne co3pganns KaTanora NosiBNAeTCs BO3MOXHOCTb 3arpy3nTb |SO-06pasel (“Media & Other”) unu wabnoHsl VApp B
dopmarte OVA unu OVF («vApp Templates»).

BHumMmaHue:

e O6pa3sbl gomkHbl 6bITb B hpopmate OVF, nnoo OVA. MakcumanbHasa Bepcusi nogaepxxmeaemoro Virtual
Hardware — 13;

o K MmawwuHe He JomKHbl ObITb MOAKMOYEHb! OMONHUTENbLHBIE YCTpoKicTBa, kpome SCSI HDD, IDE CD-ROM,
VMware Video Card, Network Adapters (ncnonb3oBaHve Takmx yCTPOWUCTB, Kak 3ByKoBble KapTbl, SATA
OVCKOBbIe YCTPONCTBA M Ap. He nogaepxusaeTcs). [oaTomy ecnu y Bac eCTb BUpTyanbHas MallnHa B
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dopmaTte VMX (Hanpumep, U3 nokaneHon uHctannaumm vSphere nnn VMware workstation), To nx
npegBapuTeribHoO Heobxoanmo akcrnopTuposaTb B popmaTe OVF/OVA unu ckoHBEpTUPOBaTb YTUNUTON
ovftool.

wvmw VMware Cloud Director Data i ; Libraries

&«

vApp Templates

[ Content Libraries v -
NEW IMPORT FROM VCENTER
vApp Templates
) i Name T Status Expired ® Catalog C.
Organization VDC Templ... T
Media & Other 4= BE-TEMPL (D Critical No [T test L

9.3. 3aepy3ska yepe3 FTPS-cepsep Orange

AnbTepHaTUBHBLIM cnocobom 3arpysku wabnoHoB BM asnsetca ucnones3osaHne FTPS-cepsepa Orange. [daHHbIN
BapuaHT 6onee yanobeH B criyyae HeOBXOAMMOCTM 3arpy3ku 6onbLuoro konnyectsa BM nnu ecnu Bbl 3akasanu ycnyry
murpauun BM cunamm Orange (B 3TOM criyqyae BO3MOXHa 3arpy3ka ¢arnnos BM 6e3 koHBepTaumm 8 OVA/OVF).
PekBnsunTbl goctyna k FTPS-cepBepy Bbl MOXeTe nony4uTb, obpatmsumch B HelpDesk Orange nnbo k akkayHT
MeHeaxepy.

lMocne okoHYaHMA 3arpy3kn Bbl AOMKHBI cO0bLWMTL 06 3TOM B Orange Ans npoBegeHns npouenypbl UMnopra.

lMpumeyaHue: onsa goctyna K ftp cepepy HyXHO ncnonb3oatb pexum FTP « TLS/SSL Explicit encryption»
Hanpumep, B WinSCP:

By Login — et
é’ Mew Site Session

File protocol: Encryption:
FTP ~ | | TLSfS5L Explict encryption w
Host name: Port number:
|fca—ﬂ:ps.nrange -business.ru | | 21 = |
User name: Password:
|adm_startrek.c0m | |-.oo..oo..ol |

[ ] anonymous login

Save hd Advanced... |V
Tools - Manage - Login |v Close Help

9.4. 3aepy3ka 4yepes ovitool

YTtunuta ovftool aensietcs kpanHe yaobHon npu pabote ¢ vCloud n nokasbiBaeT 60MbLUY CKOPOCTb paboTbl MO
cpaBHeHUto ¢ WEB-uHTepdgericom. MoapobHyo JOKYMEHTALMIO MOXHO NOMY4YUTb HA CTPaHULLE YTUIUTDI.

Hwxe npuvBeaeHbl HECKONbKO MPUMEPOB CUHTAaKCKCa:
o Export vApp Template from vCloud

ovitool.exe --targetType="OVA"
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"vcloud://USERNAMERflexible-computing-advanced.orange-business.ru?org=vorg-startr
ack.coms&vdce=vorg-startrack.com-0lsvapp=vApp 01" "C:/Users/test/Desktop/vm.ova"

Import vApp Template from vCloud

ovftool.exe --sourceType="OVA" "C:/Users/test/Desktop/vm.ova"
"vcloud://USERNAMEQRflexible-computing-advanced.orange-business.ru?org=vorg-startr
ack.comsvdc=vorg-startrack.com-0lscatalog=test&vappTemplate=testtemplate"

Upload I1SO

ovftool.exe --sourceType="ISO" "C:/down-file.iso"
"vcloud://USERNAMEQRflexible-computing-advanced.orange-business.ru?org=vorg-startr
ack.coms&vdc=vorg-startrack.com-0lscatalog=testimedia=image"

10.Cemu vOrg u vApp

10.1. CosdaHue vOrg cemu

vmw VMware Cloud Director Data Centers  Applications Networking Libraries Administration Monitor Morev

&« \
Networks

i Compute v

T NEW -t

Virtual Machines Name T Status Gateway CIDR Network Type Connected To IP Pool Shared Route

Consumed Advertised
Affinity Rules
Shared-net-test & Normal 192.168.83.1/24 solated - % @

© Networking / v

Networks

Edges

Security
£ storage v
New Organization VDC Scope
Network

ﬁ Current Organization Virtual Data Center
1 Scope ) |
Pr 25 i ectivity f s in the e

B 3aBucumocTn oT 3agayn, BbiIoMpaem N3onmMpoBaHHY CeTb MO0 NOAKITHOYEHHY K EGW.

New QOrganization VDC Network Type
Network

1 Scope

2 Network Type

Select the type of network that you are about to create

° Isolated

Routed

YkasbiBaem napameTpbl ceTn. Ecnn nnanmpyeTca ncnonb3osats DHCP, He0OX04MMO YMEHbLUNTL Ha pasmep nyna
DHCP-agpecos Static IP pool. Ecnu Bawa nHgpactpykrypa umeet donee ogHoro vDC, ceTb MOXHO caenaTb
OOCTyNHOM Ans octanbHbix VDC, Ans 3Toro HEO6XOAMMO BKITHOYUTL NapaMeTp:
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New Organization VDC General
Network
Name *
1 Scope

Gateway CIDR *

=y
L)

2 Network Type

Description
3 General

Shared @ ] @

10.2. Co30aHue VApp cemu

HacTpowka VApp ceTu Npou3BOAUTCSA U3 okHa VApPP (B oTnndme ot vOrg ceTn).

vmw VMware Cloud Director Data Centers king Libraries Adi
AllvApps > ATP-10
i Compute v
@) ATP-1.0 | POWEROFF START  STOP  RENEW LEASE CHANGE OWNER  ALL ACTIONS v
VAPDS Powered off
Virtual Machines
General . . . .
Affinity Rules vApp Fencing vADPp is not fenced (1)
. Virtual Machines
@ Networking ~ new
Start and Stop Order
Networks B
. Name T Status Gateway CIDR Connection Retain the IP/MAC Resources.
Edges Network Diagram
% Shared-net-te. @ 192.168.83.1/24 Direct: Shared-net-te...
Security Networks
< >
= storage ~ Guest Properties 1-10f 1vApp network(s)
Named Disks Sharing
Storage Policies Metadata
@ settings h Monitor
General Tasks
Events
Metadata

B VApp moxHo gobasuTe Hanpsamyto(L2) vDC ceTb nnu caenatb M30NMPOBaHHYO:

Add Network to ATP-1.0 X

Type CrgVDC Network vApp Network

CANCEL
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M3onnpoBaHHyt0 ceTb VAPP MOXHO NOAKMIOYNTL K ceTn vOrg cetun Yepes «vApp Edge» (4o6aBnTbCA BO3MOXHOCTb
aktusupoBaTb FW n NAT):

Add Network to Orange-ATP

Type CrgVDC Network Q vApp Network

Name *

Description

Address and DNS

Gateway CIDR *

Primary DNS

Secondary DMS

DNS suffix

Allow Guest VLAN

Static IP Pools
Enter an IP range (format: 192.168.1.2 - 192.168.1.100)

Static IP Pools
Enter an IP range (format: 192.168.1.2 - 192.168.1.100)

Total IP addresses: O

Connect te an orgVde [ @)

network
Name T Status Organization VDC Gateway CIDR Network Connected IP Pool Sh

Type To Consumed
© shared-nettest & vdc-startrek.com-ha-.. 192168 83.1/24 Isolated - | 1%

shared-routed @] vdc-startrek.com-ha-... 192.168.100.1/25 Routed - | 1%

<
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NAT, DHCP n FW gnsa takoro BapnaHTa HacTpavMBaloTCA BHYTPU CETU:

All vApps » Orange-ATP » fest

% test DELETE  SYNC SYSLOG

General
EDIT

IP Management

) Firewall Enabled
Static Pools
DNS MNAT Enabled
pricp &
P Allocat c
P Al “"jfj;”  Firewall Rules
Services
# Name Enabled Action Prd
Routing )
Allow all outgoing traf. Yes Allow A

11.NSX Edge Gateway
11.1. Pasmepsbi u npoussodumerisHocmb NSX Edge Gateway

Mo ymonuanmnio NSX Edge Gateway pasmep Compact u orpaHnyeHne Ha NOAKMYEHNE A0 5 BHYTPEHHUX KITMEHTCKMX
BUPTYanbHbIX ceTern. MoxHo 3akasaTb nameHeHue pasmepa NSX Edge Gateway Ha Large, X-Large n Quad-Large, a
TakKe yBenuunTb KONMMYeCcTBO MNOAKMNI0YaAEMbIX CeTen 1 akTmempoBaTb onuuto high availability ana NSX Edge.

Ot pasmepa EGW 3aBUCUT NpOn3BOAUTENBHOCTL €ro hyHKLUNIA:

NSX Edge NSX Edge NSX Edge NSX Edge
(Compact) (Large) (Quad-Large) (X-Large)
vCPU 1 2 4 6
Memory 512MB 1GB 1GB 8GB
Disk 512MB 512MB 512MB 4.5GB + 4GB
Interfaces 10 10 10 10
Sub Interfaces 200 200 200 200
(Trunk)
NAT Rules 2,048 4,096 4,096 8,192
ARP Entries 1,024 2,048 2,048 2,048
Until Overwrite
FW Rules 2000 2000 2000 2000
FW Performance 3Gbps 9.7Gbps 9.7Gbps 9.7Gbps
DHCP Pools 20 | 20,000 20,000 20,000
ECMP Paths 8 8 8 8
Static Routes 2,048 2,048 2,048 2,048
LB Pools 64 64 64 1,024
LB Virtual Servers 64 64 64 1,024
LB Server / Pool 32 32 32 32
LB Health Checks 320 320 320 3,072
LB Application 4,096 4,096 4,096 4,096
Rules
L2VPN Clients Hub 5 5 5 5
to Spoke
L2VPN Networks 200 200 200 200
per Client/Server
IPSec Tunnels 512 1,6 4,096 6
SSLVPN Tunnels 50 100 100 1
ﬁgt"vx) Fh Private 16 16 16 16
Bepcus 3.0.4 © Orange Business Services, 2021 33

Business
WU Services



Flexible Computing Advanced

Concurrent
Sessions

64

1,000,000

PyKOBOD,CTBO nonb3oBartensa

1,000,000

1,000,000

Sessions/Second

50

50

50

LB Throughput L7
Proxy)

2.2Gbps

2.2Gbps

3Gbps

LB Throughput L4
Mode)

6Gbps

6Gbps

6Gbps

LB Connections/s
(L7 Proxy)

46

50

50

LB Concurrent
Connections (L7
Proxy)

60

60

LB Connections/s
(L4 Mode)

50

50

50

LB Concurrent
Connections (L4
Mode)

600

1,000,000

1,000,000

BGP Routes

20

50

250

250

BGP Neighbors

10

20

100

100

BGP Routes
Redistributed

No Limit

No Limit

No Limit

No Limit

OSPF Routes

20

50

100

100

OSPF LSA Entries
Max 750 Type-1

20

50

100

100

OSPF Adjacencies

10

20

40

40

OSPF Routes
Redistributed

2000

5000

20

20

Total Routes

20

50

250

250

11.2.

Hacmpoika DHCP

Mepengunte Ha 3aknagky Networking, Edge Gateways, BbibepuTe HyxHbIi EGW, HaxxmuTe Services:

vimw VMware Cloud Director

Metworks
/

NEW EDIT

\ Mame

Edge Gateways

° egw-startrek. com-da-_.

Data Centers

Status Scope

() Normal

Applications

¢ vdc-startrek.com-ha-_..

Networking

Libraries

Distributed Routing

Disabled

Administration

Monitor

More v

OPEN IN VDC CONTEXT SERVICES REDEPLOY ENABLE DISTRIBUTED ROUTING SYNC SYSLOG DEL

External Networks

2

Bkntounte cepsuc DHCP, HaxMmnTe Add
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Edge Gateway - egw-startrek.com-da-01

Firewall DHCP NAT Routing Load Balancer VPN Certificates Grouping Objects Statistics Edge Settings

Pools Bindings

DHCP Pools
& You have unsaved changes.
DHCP Service Status

IP Range Primary Name Server Auto Configure DNS Default Gateway

3apanTe napameTpbl Nyna

Add DHCP Pool X

IP Range * 1616.100-172.16.16.200

Domain Mame example.com

Auto Configure DNS (:]

Primary Name Server 17216161
Secondary Name Server 172161610
Default Gateway 17216161
Subnet Mask 255.255.255.0)
Lease Mever Expires (]

Lease Time (Seconds) 86400

DISCARD KEEP

BHumaHune: ananasoH atux IP agpecoB He gormkeH nepecekatbed ¢ Static IP Pool ceTn ypoBHst opraHusaumm.
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OTO MOXHO NOCMOTPETb N NBSAMEHUTb 3€eCb:

vmw VMware Cloud Director Data Centers Applications ~Networking Libraries Administration Monitor
Networks Edge Gateways Data Center Groups
TR Filter by- All
Name T Status Scope Gateway CIDR Network Connected To IP Pool Shared
Type Consumed
Shared-net-test &) Normal ¢y vde-startrek com-ha- 192.168.83.1/24 Isolated - | 1% &
shared-routed (&) Normal ¢y vde-startrek com-ha- 192.168.100.1/25 Routed «}» egw-startrek com-da- | 1%

vmw VMware Cloud Director ) Applications ~Networking Libraries Adminis

All Networks > shared-routed

B shared-routed oPen N vDC CONTEXT  DELETE

General
EDIT
IP Management
. Gateway CIDR 182.168.100.1/25
Static IP Pools
DMS Static IP Pools 192.168.100.2 - 192.168.100.100
IP Usage Total IP addresses: 99

11.3. Hacmpodika NAT

NAT (Network Address Translation) - TpaHcnsaums npuBaTHbIX («cepbixy», RFC1918) IP-agpecoB BO BHELLHWE
(«6enble») n HaobopoT. briarogapsa sToMy nNpoueccy Balla BUpTyasnbHas MallnHa nonyyaeTt goctyn B MHTepHeT. [Ang
HacTpowkn aToro mexaHuama B vCloud Director Hy>kHO HacTpouTb npaBuna SNAT n DNAT.

11.3.1. Co3daHue npasuna SNAT

SNAT (Source Network Address Translation) - MexaHu3m, CyTb KOTOPOro COCTOUT B 3aMeEHe agpeca UCTOYHMKa Npu
nepechInke naketa.

Mepenante Ha 3aknagky Administration, Beibepute cBon vDC, Bknagka Edge Gateways, HaxXMuTe Ha Hy>kHOM EGW
BblibepuTe nyHkT Edge Gateway Services.

Bepcus 3.0.4 © Orange Business Services, 2021 36

| Business
WU Services



Flexible Computing Advanced PykoBoacTBo nonb3osaTtensi

vmw VMware Cloud Director Centers 4 Networking Libr:

Networks Edge Gateways Data Center Groups

A~

NEW

Name T Status Scope Distributed Roud

egw-startrek.com-da-_. @ Mormal ¢y vde-startrek.com-ha- . Disabled

vimw VMware Cloud Director Data 8 Networking Libraries

All Edge Gateways > egw-startrek.com-da-01

+
> egw-startrek.com-da-O1 ebir SERVICES  REDEPLOY  ENABLE DISTRIBUTED ROUTING  SYNC SYSLOG  OPEN IN VDQ

General

External Networks Name T Subnets IP Addresses
Networks & subnets
Default Gateway
Rate limits

IP settings

IP Allocations

extnet-gin-startrek.com-01 194.84.17.241/29 194.84.17.242

extnet-ipvpn-startek.com-01 17216.253.1/24 172.16.253.2

IP Usage
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MomMumMo ocHOBHOIo agpeca EGW, MoryT ObITb Ha3Ha4YeHbl OMNONMHUTENbHbIE aapeca 13 NOAKITOYEHHLIX K Hemy ceTen:

vmw VMware Cloud Director )a s Applic s Networking Libra Administratic

All Edge Gateways » egw-startrek.com-da-01

«» egw-startrek.com-da-O1 EepiT  SERVICES REDEPLOY  ENABLE DISTRIBUTED R

General
EDIT

External Networks
Networks & subnets External network T Sub-allocated IP pools
Default Gateway
Rate limits extnet-gin-startrek.com-01 194.84.17 243 - 194.84.17.243
P ESIE extnet-ipvpn-startek.com-01 -

I IP Allocations I
IP Usage

3akpoinTe OKHO, Ha Hy>xHoM EGW BbibepuTe NyHKT Services.

vmw VMware Cloud Director Data C ns | Networking Libraries Administration

Networks Edge Gateways Data Center Groups

NEW EDIT CPEN IN VDC CONTEXT SERVICES REDEPLOY ENABLE DISTRIBUTED ROUTING SYNC SYSLOG DEL

\ Mame T Status Scope Distributed Routing Used NICs External Networks

° egw-startrek. com-da-_. (Z) Normal (Y vdc-startrek.com-ha-... Disabled 3 2

Mepenante Ha Bknaaky NAT, Haxnmaem kHonky Add SNAT
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Edge Gateway - egw-startrek.com-da-01

Firewall DHCP MNAT Routing Load Balancer VPN Certificates Grouping
NAT Rules
[ + DNAT RULE l [ + SNAT RULE l
1D Type Action Applied on Original
IP Address Port

Mo MAT rules defined.

3anonHsaemM napameTpbl
e B none Applied on ykasbiBaeM BHELLHIOIO ceTb (Buaa extnet-gin-DOMAIN-XX);
o B none Original source |IP/range ykasbiBaeM BHYTPEHHWUI AnanasoH afgpecos, Hanpumep 172.16.253.0/24;
e B none Translated source IP/range BHeLWHUI agpec, Yepes KOTopbIn OyAeT OCYLLECTBNATLCS BbIXOA B
VIHTEpHET 1 KOTOPbIA Mbl MOCMOTPEnn BO BKnaake Sub-Allocate IP Pools nnvu Ha ocHOBHOWM agpec.

Add SNAT Rule X
~

Applied On: extnet-gin-startrek.com-01 =~ ]

Original Source IP/Range * 17216.253.0/24

Translated Source IP/Range * 194 8417243 =

SELECT

Destination IP Address

Destination Port

Description

DISCARD KEEP
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11.3.2. CosdaHue npasuna DNAT

DNAT- mexaHu3M, U3MeHSIIOWMIN aapec Ha3HayYeHns nakeTa, a Takke NopT HasHaveHus. VcnonbayeTca Ans
nepeHanpaBneHns BXOOSLWMX NAakeTOB C  BHELIHEro agpeca/nopTta Ha npusaTtHbli IP-agpec/nopT BHYTpU YacTHOM
ceTu.

Ha 3aknagke NAT Haxumaem kHonky Add DNAT

Edge Gateway - egw-startrek.com-da-01

Firewall DHCP NAT Routing Load Balancer VEN Certificates Grouping Objects

"

NAT Rules
[ + DMNAT RULE ] l + SMAT RULE ]
1D T Action Applied on Original Transly

IP Address Port IP Add

Mo MAT rules defined.

3anonHsieM napameTpbl;
e B none Applied on ykasbiBaeM BHELLHIOKO ceTb (Buaa extnet-gin-DOMAIN-XX);
B none Description ykasbiBaem onncaHme npaeuna DNAT;
B none Original IP/range yka3biBaeM BHeLLHWI agpec (agpec 13 guanasoHa Sub-Allocate IP Pools);
B none Protocol - npoTokor;
B none Original Port — nopT Ha BHELWIHEM NHTepdeNnce;
B none Translated IP/range - ykaxuTte BHyTpeHHUN IP-agpec, Hanpumep 172.16.253.50
B none Translated port — NopT Ha3Ha4YeHWs Ha BHYTPEHHEM CepBepe
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Add DNAT Rule
L)
Applied On: extnet-gin-startrek.com-01
Original IP/Range * 194.8417.243
Protocol TCP L
Original Port 443 -
ICMP Type
Translated IP/Range * 17216.253.50
Translated Port 443 - -
DISCARD KEEP

Mocne atoro HeobxoamMmo HacTpouTb Firewall Ha Nponyck COOTBETCTBYHOLLIMX NAKETOB.

11.4. Hacmpolika Firewall

Mepengunte Ha 3aknagky Administration, Bbibepute cBon vDC, Bknagka Edge Gateways, HaxxMuTe NpaBov KHOMKOW Ha
Hy>xxHoM EGW BbiGepute nyHKT Edge Gateway Services.

vimw VMware Cloud Director )E ns  Networking Libraries Administration Monitor More v

Edge Gateways Data Center Groups

NEW EDIT OPEN IN VDC CONTEXT SERVICES REDEFPLOY ENABLE DISTRIBUTED ROUTING SYNC SYSLOG DEL

\ Mame T Status Scope Distributed Routing Used NICs External Networks

° egw-startrek. com-da-.. ) Normal ¢ vdc-startrek.com-ha-_.. Disabled 3 2

B nosiBuBLIEMCS OkHe Services nepenguTe Bo Bkagky Firewall, Haxmute Add.
Mo ymonuanuio B nyHkTe Default action BbibpaHa onuusi Deny, T. e. Firewall 6yget 6nokmpoBaTts BeCcb Tpaduk. YTo0bI
3TOro He NPOUCXOAMUIO HYXXHO HAaCTPOWUTL NpaBwuna.
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Edge Gateway - egw-startrek.com-da-01

Firewall ~DHCP  NAT  Routing  LoadBalancer VPN  Certificates  Grouping Objects  Statistics  Edge Settings

Firewall Rules

A\ This rule set has unsaved changes. Save to start deploying.

;/O
L= 1]

Show enly user-defined rules ()

Save changes Discard changes

No. Name Type Source Destination Service Action

v firewall Internal High ~ vse Any Any Accept

3w default rule for ingress traffic  Default Policy  Any Any Any Deny

3anonHnTe NnapameTpbl HOBOrO Npaeuna:
e B none Name (HasBaHve) 3agante HasBaHue NpaBuna;

e B norne Source (VIcTO4HUK) BBeAUTE HEOOXOAMMbIE afpeca UCTOYHMKA: eAMHNYHBIN IP-agpec, amanasoH
IP-agpecos, CIDR, ANY unun o6beKTbl BUPTyanbHON MHPPpaCTPyKTYpbl:

+ JL = JL» ]

Show only user-defined rules  (JJ)

No. Name Type Source De
v firewall Internal High  vse An
2v allow icmp any-any User
3V New Rule User
4w default rule for ingress traffic Default Policy Any An
Select objects X

Browse objects of type: Gateway Interface5§ v

GATEWAY INTERFACES » Gateway Interfaces

) VirtualMachines
Filter... er..
B OrgVdchetworks
extnet-ipvpn- Ip Sets

startek.com-01

Security Groups

N

@ extnet-

gin-startrek.com-01

€ Internal

Current page:

DISCARD

o B none Destination ykaxuTe agpec nonyyartens. B Takom xe dopmare, kak n ans nonsa Source;
e B none Service BbIOepuTe NPOTOKOMbI U NOPThI Nony4vatensi. MoxHo octaBute Any, Hanpumep, ans 1-1 NAT
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Add Service X

Protocol

Any i
TCP Ib

uoe
ICMP

Source Port

Leaving this field empty will make this rule apply to any port

Destination Port

Leaving this field empty will make this rule apply to any port

DISCARD KEEP

e B none Action BbibepuTe Heobxoaumoe 3HadeHue (allow - paspelwnTb, deny - 3anpeTuTh).
BHumaHue: ecnu B rmobansbHon nonuTuke Firewall 3agaHo Allow, To B npaBune FW 3agatoTcs napaMeTpbl CECCUI,
koTopble Firewall 6yaoet 6nokupoBaTh. [Ina 3T0ro B 0OKHE npaBuia Hy>kHO BblbpaTtb onuuto Deny. Ecnu B rmobansHon
nonuTuke BoicTaerneHa onumst Deny, To B NpaBuie 3agatloTcs NnapaMeTpbl ceccui, Kotopbin Firewall 6yget nponyckaTb.

Edge Gateway - egw-startrek.com-da-01 X

Firewall ~DHCP  NAT  Routing  Load Balancer ~ VPN  Certificates  Grouping Objects  Statistics  Edge Settings

Firewall Rules

/A This rule set has unsaved changes. Save to start deploying. Save changes Discard changes
Enabled [ o)

Show only user-defined rules (i)

No. Name Type Source Destination Service Action

v firewall Internal High ~ vse Any Any Accept
2v allow icmp any-any User Any Any icmp:any:any Accept
3v New Rule User Any Any Any Accept
4w default rule for ingress traffic  Default Policy ~Any Any Any [Deny]
Accept
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11.5. Hacmpodka Static routing

B cnyyae HeoGxogumocT Ha EGW MoryT GbiTb YKkasaHbl cTaTUdeckue MapLipyThbl.

Edge Gateway - egw-startrek.com-da-01

Firewall DHCP NAT Routing Load Balancer VPN Certificates Grouping Objects Statistics Edge Settings
Routing Configuration Staticm
Static Route N

Type Network Next Hop Interface MTU Description

No static routes defined

Add Static Route
[

Metwork *

Metwork should be entered in CIDR format e.g. 192.169.1.0/2

Mext Hop *

MTU 1,500

Interface extnet-gin-startrek.com-01 (extnet-gin-startre

Description

DISCARD

11.6. GanaHcuposwuk Hazpy3ku (Load Balancer)

BanaHcupoBLUKK SBNSETCS JOCTaTO4HO CIIOXHbIM cCepBncoM, npegoctaensembiM NSX Edge Gateway, noatomy
Orange pekoMeHOyeT 03HaKOMUTCS € AoKyMeHTaumren VMware 1 cocTaBuUTb nnaH KoHdpurypauum LB.

[nsa Hayana HacTponku 6anaHcupoBsLymKa Heobxoaumo BbiOpaTh BHewHWe IP-agpeca (Sub-Allocated IP Pools, cwm.
BbILLIE) N BHYTPEHHNE agpeca CepBeEpOB.

MepenanTe Ha 3aknaagky Administration, Beibepute cBor vDC, Bknagka Edge Gateways, HaxxM1Te NpaBoOn KHOMKOW Ha
Hy>kHom EGW BbIGepute nyHkT Edge Gateway Services.

[anee cnenyeT pykoBOACTBOBATLCS NNaHOM KOHGUrypawumm u pasaenom AokymeHTaumm «Load Balancing».

11.7. VPN

NSX Edge Gateway npegoctaensiet cnegywowme tunbl VPN-KaHanos:
e SSL VPN-Plus, no3BonseT yaaneHHbIM NoNb30BaTeNsaM nonyyatb AOCTYM K KOPNOpPaTUBHBLIM NMPUIOKEHUSM
paboTtarLwmm B obnake;
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o IPsec VPN, obecneunBaet MexceTeBoe CoeaUHEHNE MeXay norpaHuyHbIM wino3om NSX Edge Gateway u
yAaneHHbIM1 y3namu, KoTopble Takke MoryT 6biTb NSX Edge Gateway nnv ntobbim apyrum
annapaTHbIM/MporpaMMHbIM MapLupyTmdatopom unu VPN-wnwo3om, nogaepxunsatowimmM ctaHgapt IPSEC.
JocTynHbl ABa BapuaHTa:

o Policy-Based IPSec VPN — npocTovi BapuaHT Ans kaHanoB 6e3 pe3epBnpoBaHus;
o Route-Based IPSec VPN — no3BonseT BbINOMHATL pe3epBupoBaHne kaHanos IPSec vyepes VTl n BGP.

e L2 VPN, MOXHO MCNonb3oBaTh AN pacluMpeHns nmetoLencst pmanyeckor fokaneHom cetu B obnako 6es
nepeHymepaummn (cmeHbl) IP-agpecoB cepBepoB Npu nepeHoce Mexay cermeHTamu. L2 VPN TyHHenb
yCcTaHaBnMBaeTcs ToNbko Mexay AsyMms VMware Edge Gateway.

MoppobHee MOXHO 03HaKOMUTLCS B pasgene gokyMeHnTaumu Virtual Private Networks (VPN)».

11.8. NSX Edge High Availability

CoctosiHne High Availability ons Edge ynpaBnsemoro KiMeHToOM MOXHO MPOBEPUTL TYT:

vmw VMware Cloud Director Networking Libraries Administration Monitor More v
Networks Edge Gateways Data Center Groups
NEW EXPORT EDGE GATEWAYS

Name T Status Scope Distributed Routing Used NICs External Networks Org VDC Networks HA State

egw-startrek com-da- -\:/) Normal ¢ vdc-startrek.com-ha- Disabled 3 2 1 Up

«Up» — HA BKMOYEH.

vimw VMware Cloud Director Data Centers Applications = Networking Libraries Administration Monitos

Networks Edge Gateways

NEW EXPORT EDGE GATEWAYS

MName T Status Scope Distributed Routing Used NICs External Networks Org VDC Networks HA State

egw-demec-medium-01- ) Normal ¢ vde-demo-medium-01-nen Disabled 3 1 2 Disabled

«Disabled» — oTkntoueHo.

HA Status

Mot Active

«Not active» — koHurypaums HA BKMoYeHa, HO HE akTUBHa.
lpumeyarue: Ong BknoyeHus pexmma HA, kK Edge gomxHa ObiTe nogkntoveHa XxoTa-0bl 04Ha BHYTPEHHSSA CETb — OHa
OyaeT ucnone3oBaTbcsa And heartbeat.

12. Hacmpolka u ynpaeneHue supmyasibHbIMU MawuHamu u VApPpP

12.1. Co3daHue H0B8020 KoHmMeUHepa VAPP

HoBbIn VApPP MOXHO co3gaTb NycTbiM, M3 wabnoHa vVApp nnm ¢ nycton BM (6e3 OC).
[anee paccmoTpum npouecc cosgaHusa VApp ¢ nyctor BM.
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BbiGpatb Hy>HbIN VDC:

vimw \VMware Cloud Director Data Centers Ap ons Networking Libraries Administr
Virtual Data Center /

Environment Running Applications

@ sites: 1 & Organizations: 1 ¢y Virtual Data Centers: 3 @ VMs: O i vApps: 2

O vd@-startrek.com-ha-01
@ vorg-startrek.com, @ flexible-computing-advanced.orange-business.ru

Applications CcPU Memory Storage
1
vADpSs
0 MHz O MB 512 MB
0 of1
Running VMs
50 GHz allocated 64 GB allocated 700 GB allocated

O vde-startrek.com-da-02
@ vorg-startrek.com, @ flexible-computing-advanced.orange-business.ru

Applications CPU Memory Storage
2
vADpSs
0 MHz O MB 5 GE
0 of1 \
Running VMs
8 GHz allocated 10 GB allocated 30 GB allocated
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vmw VMware Cloud Director Data Centers Applications Networ
<«
vAPRPS
3 Compute/ v Find by: MName
VAPPS
2 Virtual Applications  expired: No x g
Virtual Machines
Affinity Rules NEW
& Networking v NEW VADD —-e——
Networks Add vApp From OVF
red @
Edges Add vApp From Catalog 1o
Import from vCenter
Security
Vids Manane
= Starans v i

B nosiBMBLLEMCS OKHE 3agaem umsa VApp 1 gobaensem BM:

New vApp
Name * vApp test
Description testing

Power on

Virtual Machines 05

ADD VIRTUAL MACHINE e——

Compute

CANCEL CREATE

B nosiBuBeMcs okHe 3agaem ums VApp 1 gobasnsem BM.
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New VM X
Name * test-vm .
Computer Name * test-vm

Description

Type O New

From Template

Operating System

OS family * Select...
Operating System * Select...
Boot image Select... e
Storage
Disk Storage Policy I1OPS Size

Use custom storage policy:

Natwarkina  cuerounrc

CANCEL

Bo Bknagke Add Virtual Machines Bbl MOXeTe:
e no6aBuTb WabnoH BUpTyanbHOM MaLUWHbI U3 KaTanora
e Co34aTb BUPTYasbHY MalLWHY C HYMs U ykasaTb 3arpy304Hbin [ISO
e  OCTaBUTb KOHTEWHEP VAPpP NYCTbIM U UMMNOPTMPOBATL TyAa WabrioH BUPTyanbHON MalUMHbI UM 06pas3 nosxe
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12.2. Cos0aHue supmyasibHOU MawuHbl u3 wabroHa

BbiGepuTe yxe CyLLecTBYIOLMI KOHTEHeP VApPP, neperiauTe Ha Bknagky Virtual Machines:

vmw VVMware Cloud Director Data Centers A ons  Ne ¢ Libraries Administration

«
AllvApps > ATP-DA

ii Compute v
/ ] ATP-DA POWER OFF START  STOP  RENEW LEASE CHANGE OWNER  ALL ACTIONS v

VAPPS Powered off

Virtual Machines Power >
General Find by: Name ADVANCED FILTERI

Affinity Rules Renew 7ea5.?..............

Virtual Machines 1 Virtual Machines Snapshot

® Networking v

. Start and Stop Order (]

Edges Network Diagram Name Console Status Lease

Copy
i Networks

Securlty orange-a.. Powered ... MNever Marks as exf »05 PM
. i Change Owner
= Storage v Guest Properties

Share
Named Disks Sharing
- Add >
Storage Policies Metadata Add WM ——t—
i Import VM from vCenter Create Template

& Settings v Manitor P p!

General Tasks Add Network Convert To VM

Events )

Metadata Edit Badges

Sharing

Kubernetes Policies

Add VMs to Orange-ATP X

You can search the catalog for virtual machines to add to this vApp or add a new, blank VM. Once the vApp is created, you can power on the new VM and install an
operating system.

Virtual Machines os Compute

ADD VIRTUAL MACHINE e
CAMNCEL
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Bbi6epute wabnoH BM 13 ceoero unv nybrnvyHoro kartanora:

New VM X
Name * @ 2
Input is required
Computer Name *
Description
Type New
© From Template g
Templates
Name vApp Name Catalog os Compute Sty
ubuntu-test ubuntu-server-14.04 3 Shared catal.. Ubuntu Linux (64-bit) cPU 2 Po
Memory 1GB
orange-atp Orange-ATP Shared catal.. Ubuntu Linux (64-bit) cPU 5 Po
Memory 512 MB
ISE-2.2.0.470-virtual-600GB-5N534.. ISE-2.2.0.470-virtual-600GB-5N534... Cisco Red Hat Enterprise Linux 7 (64-b... cPU a Po
Memory 16 GB
< >
Storage
Storage Policy vmistore-cloud-platinum-ha (VDC Default)
T R S &
CANCEL

[anee 3agante mecto xpaHeHnst BM n npoune napametpbl. B 3aBucMMOCTM OT TMna wabnoHa JOCTYMHbI T€ UMK UHble
napameTpbl A4nsa kactommsauun BM:

Storage

Storage Policy vmstore-cloud-platinum-ha (WDC Default)
Custom Properties
There are no user configurable properties.

End User License Agreements

There are no EULAS to review.

CANCEL

[NogkntoyeHne K ceTam:

NICs

ADD VAPP NETWORK

Primary NIC NIC Connected Metwork MNetwork IP Mode IP Address External IP Address MAC Address
Adapter
Type
1
VMXN None None - 00:50:56:01:0¢
o 0 05601
VMXN MNone None - 00:50:56:01:0¢
< >
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MpoBepbTe NapameTpbl U 3aBepunTe co3gaHne BM kHomnkow Finish.

12.3. Cos0aHue supmyasibHOU MauwuHbl «C HYs1»

vmw VMware Cloud Director Data Centers A ¢ Libraries ~Administration Monitor

«
AllvApps » ATP-DA

N

ii Compute v
/ Eﬂ ATP‘DA POWER OFF START STOP RENEW LEASE CHANGE OWNER ALL ACTIONS v

VApPs Powered off

Virtual Machines Power >
General Find by: Name ADVANCED FILTERI

Affinity Rules Renew 7eas.?..............

Virtual Machines 1 Virtual Machines Snapshot
© Networking v
Start and Stop Order
Networks p C]
Edges Network Diagram MName Console Status Lease
Copy
i Networks

S orange-a . Powered Mever Marks as exp ):05 PM
- . Change Owner
= Storage v Guest Properties

Share
Named Disks Sharing
. Add >

Storage Policies Metadata Add VM ——
& Settings ~ Monitor Import VM from vCenter Create Template

General Tasks Add Network Convert To VM

Events )

Metadata Edit Badges

Sharing

Kubernetes Policies

Add VMs to Orange-ATP X

You can search the catalog for virtual machines to add to this vApp or add a new, blank VM. Once the vApp is created, you can power on the new VM and install an
operating system.

Virtual Machines os Compute

ADD VIRTUAL MACHINE i

CANCEL
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New VM

Name * test
Computer Name * test
Description

Type O New

From Template

Operating System

Os family * Microsoft Windows
Operating System * Microsoft Windows Server 2016 (64-bit)
Boot image Select.
MName + Catalog
Compute Bootable_UCSInstall_UCCX_11_0_1_UCOS_11.0.1.10000-75.sgn.i..  Cisco IPT
Select a Size Bootable_UCSInstall_UCOS_UNRST_11.0.1.20000-2.sgn.iso Cisco IPT
Cent0S-7-x86_64-DVD-151.is0 Linux Share
CheckpointGatewayR80-20Q.iso Shared cat
Csr1000v-universalke .03 15.00 5.155-2.5-std SPA iso Cisco Storage (GB)
Small csri000v-universalk8.03 1704 5156-1.54-std iso Cisco 40
csr1i000v-universalk9.16.03.07 iso Cisco 30
° Medium
csri000v-universalk8.16.06.04 iso Cisco
Large DaRT8 1 Shared cat 180
debian-8.2.0-amd64-DVD-1.isc Linux Share
debian-8.2.0-amd64-DVD-2iso Linux Sharg
debian-8.2.0-amd64-DVD-3iso Linux Share
Fedora-Server-DVD-x86_64-23.s0 Linux Shar
OracleLinux-R7-U3-Server-x86_64-dvd.iso Linux Share
rhel-server-6 6-x86_64-dvd. iso Linux Share
< >
3apanTe napameTpbl BUpTYyanbHOro obopyaosaHums
Compute
Select a Size ° Pre-defined Sizing Options
Custom Sizing Options
CPU Cores Memory (MB) Storage (GB)
Ssmall 1 1 512 40
© Medium 2 1 1024 80
Large 4 1 1024 160
Storage  aoo
Disk Storage Policy 10PS Size
! i * :  ce .
VM default policy Not Applicable ]
Input is required
Use custom storage policy:

HoBas BM nosiButbCcA B cnncke
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Add VMs to Orange-ATP X

You can search the catalog for virtual machines to add to this vApp or add a new, blank VM. Once the vApp Is created, you can power on the new VM and install an
operating system.

Virtual Machines os Compute

test Microsoft Windows Server 2016 (64-bit) CPU 2 m
Memory 1GE
Disk 100 GB

ADD VIRTUAL MACHINE

MosxHo cpa3sy aobasutb ewé BM.

12.4. YcmaHoeka OC Ha eupmyaribHy MawuHy

UTto6bl ycTtaHoBUTE OC Ha NOArOTOBMEHHYIO BUPTYarnbHY MaLLMHY, HY>KHO NOAKMHUYNTE ISO-06pa3 ycTaHOBOYHOTO
auncka. OT0 MOXHO caenath C fokanbHOro Aucka nnm u3 katanora vCD.

HayuHas ¢ eepcuu vCloud 10.0, scriedcmeue ydaneHusi cmapozao FLASH uHmepgbelica, Hem 803MOXHOCMU
nodknyYeHuUs: obpasoes 4yepesz VMRC unu WEB-koHcorb.

MpepnonaraeTcs, YTO Yxxe co3daH KaTaror U B HEro 3arpy>eH HyxHbi 1SO-06pa3 ycTaHOBOYHOro Aucka.
W3 koHTekcTa BM BbibepuTe Insert Media:

vmw VMware Cloud Director Data Centers A

| AllvApps » Orange-ATP » test |

2 Compute v
=
@ test POWER ON ALL ACTIONS ~
VARPS Powered off
Wirtual Machines Power >
Affinity Rules General CD/DVD drive Snapshot >
Hardware i
& Networking v ; (REFATCIS WM Console >
- Removable Media
- Media 4_____,_,_)_—-—-"
Networks Hard Disks . R
Compute
Edges Advanced Eject Media
Security NICs
& Storage v Guest OS Move
. Customization ;
Named Disks copy

storage Policies Guest Properties

i Metadata
& settings v Consolidate Disks
General Monitor Edit Badges
. Tasks
Metadata
Events Delete
Sharing

Kubernetes Policies

Bepcus 3.0.4 © Orange Business Services, 2021 53

| Business
U Services



Flexible Computing Advanced PykoBoacTBo nonb3oBartens

Insert CD X
-~

Select the media file to insert in the VM.

Media available now:
Name Catalog Owner Created On Storage

Used
CheckpointGatewayR80-20.iso Shared catalog system 4/14/2019, 4:29:26 PM 3248 41 MB
debian-8.2.0-amd64-DVD-2is0 Linux Shared system 12/17/2015, 1:37:47 PM 447229 MB
OracleLinux-R7-U3-Server-x86_64-dvd.iso Linux Shared system 6/6/2017, 3:47:41 PM 442500 .
rhel-server-6.9-x86_64-dvd.iso Linux Shared system 5/25/2017, 41453 PM 3707.00 ...
SW_DWVD9_SGL_Swvr_Standard_Edtn_2008_R2_Russian_MLF_X16-29612 1SO Microsoft Shar. system 9/28/2016, 7:00:56 P 410075 MB
debian-8.2.0-amd64-DVD-3.is0 Linux Shared system 12/17/2015, 1:38:07 PM 4477.71 MB
ubuntu-14.04 3-server-amd64.iso Linux Shared system 12/17/2015, 1:39:09 PM 574.00 MB
Bootable_UCSInstall_UCCX_11_0_1_UCOS_11.0.1.10000-75.sgn.iso Cisco [PT system 3/30/2016, 9:13:09 PM 473417 MB
csr1000v-universalkd.03.17.04.5.156-1.54-std iso Cisco system 7/4/2018,12:42:49 PM 42541 MB
SW_DVDO_NTRL_SQL_Svr_Standard_Edtn_2016_64Bit_English_OEM_VL_X20-97264.iso Microsoft Shar system 6/21/2018, 6:48:15 PM 2832.65 MB
SW_DVD9_Windows_Svr_Std_and_DataCtr_2012_R2_64Bit_English_-4_MLF_X19-82891.IS5.. Microsoft Shar... system 12/16/2015, 8:59:07 P.. 5149.95 MB
SW_DVD9_NTRL_SQL_Svr_Standard_Edtn_2017_64Bit_English_OEM_VL_X21-56945.iso Microsoft Shar... system 6/21/2018, 10:49:55 P... 1474.61 MB
SW_DVD5_SA_Win_Ent_7w_SP1_64BIT_English_-2_MLF_X17-58882.150 Microsoft Shar.. system 12/29/2016, 54152 PM 303517 MB
L

Mo ymonuannio DVD-npurBog NpUCYTCTBYET B CMIMCKE 3arpy3kn, HO He nepBbiM. Ecnmn ecTb HEOOXOANMOCTb MOMEHATD
oYepenHoCTb 3arpy3kn — Heobxoammo caenatb 3710 Yyepes3 BIOS/UEFI, ons aToro Heo6xo4mMmo yCTaHOBUTbL OMLUMIO
aBTOomMaTn4yeckoro Bxoga B BIOS/UEFI npu cnegytoLiem BkrtoueHnn BM:

vmw VMware Cloud Director Data Centers A

&«
| AllvApps » Orange-ATP > test |
i Compute v
-
m test POWER ON ALL ACTIONS v
vApps Poweriv
Virtual Machines
General
Affinity Rules EDIT
. Hardware
@ Networking v ) Name test
Removable Media
Networks Hard Disks Status Powered off
Edi SIEE Ci ter N. test
es omputer Name es
e Advanced
Security NICs Description -
= Storage hd Guest OS Operating System Microsoft Windows Server 2016 (64-bit)
§ Customization
Named Disks Boot Delay 0
: Guest Properties
Storage Policies P Storage Policy vmstore-cloud-platinum-ha
& Settings h fictadaia Virtual Data Center vdc-startrek.com-ha-01
General Monitor Owner system
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Edit VM test X
Name * test
Computer Name * test
Description
Operating System Family Microsoft Windows
Operating System Microsoft Windows Server 2016 (64-bit)
Boot Delay * 0 +
Storage Policy wmstore-cloud-platinum-ha
Enter BIOS Setup &
12.5. MoHumopuHe pecypcos

[lna npocmoTpa Tekywen ytunmsaumm pecypcoB vVDC neperignte Ha 3aknagky Data Centers:

wvmw VMware Cloud Director Data Centers Applications Networking Libraries Administration Monitor
Virtual Data Center

Environment Running Applications Used Resources

@ sites: 1 & Organizations: 1 ¢\ Virtual Data Centers: 3 @ VMs: O 4 vApps: 2 {3} CPU: O MHz M Memory: O MB & Storage: 2 TB

Find by Name
& vde-startrek.com-ha-01
@ vorg-startrek.com, @ flexible-computing-advanced.orange-business.ru
Applications CPU Memory Storage
1
vApps
0 MHz O MB 2GB
Oof2
Running VMs
50 GHz allocated 64 GB allocated 700 GB allocated
& vde-startrek.com-da-02
& vorg-startrek.com, @ flexible-computing-advanced.orange-business.ru
Applications CPU Memory Storage /
2
vADpS
0 MHz o MB 5GB
Oof1 \
Running VMs
8 GHz allocated 10 GB allocated 30 GB allocated
Bonee nogpobHyo MHGOPMALMIO MOXHO MOCMOTPETL BHyTpy VDC:
Bepcus 3.0.4 © Orange Business Services, 2021 55

| Business
U Services



Flexible Computing Advanced PykoBoacTBo nonb3osaTtensi

vmw VMware Cloud Director Data Centers Applications Networking Libraries Administration Monitor

&
General
i1 Compute v
~ Info
vAppS
Virtual Machi Name vdc-startrek.com-ha-01
irtual Machines
- Description -
Affinity Rules P
© Networking v Status (&) Enabled
Metworks 7 T
Edges Allocation Model Allocation pool
Security vCPU 2.2 GHz
= Storage o CPU (Allocation Used/GQuota) 0 MHz / 50 GHz (0%)
Named Disks Memory (Allocation Used/Quota) O MB /B4 GB (0%)
Storage Palicies
{6 Settings v
General
Metadata
Sharing
Kubernetes Policies

vmw \Mware Cloud Director Data Centers A Netwol Libraries Administration onitor Morev
«
torage Policies
i Compute v
vAppS
. . Name T Status Default Used Limit Capabilities
Virtual Machines
§ > vmstore-cloud-gold -~ OoMB 100 GB 1
Affinity Rules
@ Networking o > vmstore-cloud-platinum-ha - " 55 GB 500 GB 4
MNetworks > vmstaore-cloud-silver v 100 GB 100 GB 1
Edges
Security
= Storage w
Named Disks
Storage Policies
& Settings v
General
12.6. Bbiepyska wabnoHa vApp u3 vCloud Director

[Ons akcnopTa wabnoHa vApp (BM), B nepByto o4epesb VAPP AOIMKEH BbiTe ocTaHOBNEH. Jaxe ecnu Bce Bm B VApP
BbIKMKOYEHLI, CaM VAPP cuuTaeTcs paboTaroLmm noka He GyAeT creumanbHO OCTaHOBIEH.
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vimw VMware Cloud Director Data Centers Applications Networking Libraries Administration

&«

VAPPS
i Compute v .
P Find by: Mame ADVANCED FILTERING
VApPPS
_ _ 1 Virtual Applications | Expired: No Clear all filters
Virtual Machines
. MNEW ~
Affinity Rules
& Networking v
Orange-ATP
Lease 59 minutes (Suspends)
Edges Created On 12/09/2020, 3:07-37 PM
. Craner system
Security
WMs Manage
= storage v
Power
Named Disks Power Off
Renew Lease
Storage Policies Snapshot
Stop
) Settings W
Reset
General o .
ACTIONS Suspend
Metadata Copy

Sharing

Change Owner

Mocne ocTtaHOBKM CTaHeT JocTyneH nyHKT Download

12.7. YecmaHoeka VMware tools Ha BM

VMware Tools — 370 Habop yTUNuT, KOTOPbIA NOBLILLAET NPOM3BOANTENBHOCTL ONEPaLNOHHON CUCTEMBI BUPTYaribHOM
MaLUWHbI U ynydllaeT ynpasneHMe BUpTyansHoW MawnHon. Ecnv B BUpTyanbHOW MalLWHE He YCTaHOBIEH JaHHbIN
Habop yTUnuT, To B roCTEBOW ONEpaLMoOHHON CUCTEME OTCYTCTBYIOT HEKOTOPbIE BaXKHbIE (DYHKLIMU 1 BO3MOXHOCTU MO
WHTEerpaLmmn ¢ rmnepBrM3opoM, TakKe OTCYTCTBYIOT ONTMMMU3NPOBaHHbIE ApanBepa AN BUPTYarbHbIX YCTPOWCTB U
BO3MOXHOCTM NO ynpasneHuio nutaHvem (reboot/shutdown) rocteBor onepaunoHHOM CUCTEMBI Yepes CpeacTBa
ynpasrneHua VMware

YcraHoska VMware Tools B onepaumoHHy0 CUCTEMY BUPTYanbHOW MallWHbl HAXOAUTCHA B 30HE OTBETCTBEHHOCTU
KnneHTa u siBnsieTca obssatensHon. B cnyvae ncnonb3oBaHus cneumdunyeckorn OC ang kKOTOpon HET UHCTPYKLUK MO
ycTaHoBke nnu anctpubytuea VMware Tools, knneHT gormkeH obpatuTtecs B Orange Ansi KOHCynbTaumm u cpmkcaumm
dakTa Hannums Takon BM.

B criyyae oTCyTCTBMS YCTAHOBMEHHBIX (MPOLIECC YCTAHOBKWN 3aBEPLUEH, OC Nepe3arpyxeHa, oopa3 OTMOHTUPOBaH) U
paboTOCNOCOOHbIX (rMNEpPBN30OP MMEET BO3MOXHOCTL nogkntoveHunst) VMware Tools B onepauoHHON CUCTEMBI
BMPTyanbHON MaLLVHBbI

. pesepBHble Konun BM MoryT ObiTb HEKOHCUCTEHTHLIMU C BONbLUEN BEPOSATHOCTbLIO;

. B CNny4ae ecrnu npu npoBeAEHMN aBapUIHO-BOCCTAHOBUTESbHBLIX paboT BM knveHTa He MOXET ObITb
nepemeLlLieHa Ha Apyron rmnepem3op u aTum dnokupyet padoTel, BM moxeT 6biTe NepesarpyxeHa 6e3 cornacoBaHus ¢
KINEHTOM;

. B cny4yae aBapwuum Ha xocte unu B [1Ll, Orange He rapaHTupyeT 3anyck BM Ha gpyrom xocte unm nepesanyck
MOXEeT 3aHATb boree NpogomKUTENBHOE BPEMS.

AKTyanbHble 1 NOAPOOHbIE NHCTPYKLNM HAXOOATCS 34€eCh.
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Onsa nogkntoyerus |ISO-obpasa ¢ VMware Tools k BM HaxxmuTe npaBon kHonkon Ha BM n BbiGepute nyHKT Install
VMware Tools, 3To NpMBeAET K MOHTUpoBaHMIO 1ISO-0bpasa k BM, nocne yero Heo6xoanmo Npov3BeCTM YCTAaHOBKY B
OcC.

vmw VMware Cloud Director Data Centers Ap

¢ All Virtual data centers
«
Virtual Machines

ifi Compute Find by: MName

VAPPS Power >

) ) 1V ilters
Virtual Machines Snapshot 3
Affinity Rul N
ity Ruies WM Console >

@ Networking v Media 3

Networks \

i Install VMware Tools
Edges
Security
Move

&= storage v Copy

Named Disks

Storage Policies

Edit Badges

& Settings v

General

Metadata ACTIONS ~ DETAILS

Sharing

12.8. Bbi6op muna CX/[] onss BM

Tun ncnonbsyemoro CX[, ana BM 3agaéTtcst ¢ MOMOLL b0 Ha3HaYeHUsT HY)XXHOW NONUTUKKA AN ANCKOB M ANsl 00bekTa
«vm home»(meTagaHHble BM). MeTagaHHble OOMKHbLI UICNONb30BaThb TY-Xe NONMUTUKY, YTO U OCHOBHOWM Anck BM.

N3 koHTekcTa BM:
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vmw ‘VMware Cloud Director

‘i Compute
vAppS
Virtual Machines
Affinity Rules

@ Networking
Networks
Edges
Security

&= Storage
Named Disks

Storage Policies

Data Centers App

«

All vApps » ATP-1.0 > orange-atp

@ orange-atp
Powered on

General

Hardware
Removable Media
Hard Disks
Compute
Advanced
NICs

b Guest OS5
Customization

Guest Properties

PyKOBO,D,CTBO nonb3oBartensa

POWER OFF

EDIT

MName

Status

Computer Name

Description

Operating System

Boot Delay

Storage Policy

LAUNCH WEB CONSOLE

Administration Mo

orange-atp

Powered on

orange-atp-0

Ubuntu Linux (64-bit)

0

vmstore-cloud-platinum

LAUNCH REMO

Mame *

Computer Name *

Description

Operating System Family

Operating System

Boot Delay *

orange-atp

orange-atp-0

Linux

Ubuntu Linux (64-hit)

Storage Policy

vmstore-cloud-platinum

Enter BIOS Setup

»
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@) Settings b e Metadata Virtual Data Center vdc-startrek.com-01
General Monitor owner adm_startrek.com
Tasks
Metadata Events VMware Tools 2147483647
Sharing Virtual Hardware Version Hardware Version 10
Kubernetes Policies vApp ATE-10
Edit VM orange-atp X
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YcTaHoBka nonuTuk ansa auckos BM:

vnw VMware Cloud Director

Data Centers

Applications

Networking

Libraries

Administration  Monitor

PyKOBOD,CTBO nonb3oBartensa

Morev

:i Compute / v

vAPpS

| AllvApps > ATP-1.0 > orange-atp

@ orange-atp

POWER OFF

LAUNCH WEB CONSOLE

LAUNCH REMOTE CONSOLE

ALL ACTIONS v

Applicable
vmstore-cloud-silver

WM default policy

Powered on
Virtual Machines
Affinity Rules e VM Storage Policy vmstore-cloud-platinum
. Hardware
© Networking v )
Removable Medi EDIT
Networks Hard Disks
Compute Index Name Shared Size Policy 10PS Bus Type
Edges
e Advanced
Security NICs 0 No 4GB vmstore-cloud-silv 0 LSl Logic Parallel (SC..
[-f_-; Storage v Guest 0S5 1 No 205TB vmstore-cloud-silv. 0 LSI Logic Parallel (SC
g Customization
Named Disks
Storage Policies e nees
Edit Hard Disks for orange-atp X
A Some hard drive properties cannot be modified while the virtual machine is powered on
ADD
Index Name Shared Size Policy 1OPS Bus Type Bus Number Unit Number
(4] Mo 4 - GB vmstore-clouc Not Applicable LSI Logic Para (4] (8] I_I
vmstare-cloud-gold
. vmstore-cloud-platinum _
1 Mo 2100 = GB LSl Logic Para 4] 1 1]

DISCARD SAVE

(Use VM default) — o3HauaeT Ty-xe nonuTuky, kotopasi

13.N3eecmHbie npobriemMbl

Ha3Ha4deHa ona MeTagaHHbIX.

OnucaHue npo6nemsbl PewweHue KB VMware
Ha OC Windows Server 2012 v BbiLe nponagaeT Mcnonb3osatb Tvn VNIC — VMXNET3 KB 2109922
ceTeBas CBA3HOCTb. [loCTyn BOCCTaHaBNMBaeTCs
nocrie nepesarpysku unu up/down ceteBoro
nHTepdgenca.
lMpumeyarue: aHanoz2u4Hble npobrems!
Habrmodanuce Ha Windows 7 u Server 2008R2.
OTtcyTcTBYET/HEKOPPEKTHO paboTaeT Mbllb Npu 1. MNpw yctaHoBke ncnonb3oBatb VMRC, -
yctaHoBke Windows vn nocne BmMecTo WEB-koHcONm
2. YctaHoBuTtb VMware tools ncnonb3ys
KnaBuaTtypy
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